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1
Decision/action requested

Approve this pCR to be included in TR 33.700-41.
2
References

[1] 
TR 33.700-41: “Study on enabling a cryptographic algorithm transition to 256-bits”
3
Rationale

After 256-bit cryptographic algorithms are introduced into specifications, it is expected that its deployment will be gradual. In other words, there will be a period when devices and network elements of mixed cryptographic capabilities co-exist. For examples, some devices and network elements may support only 128-bit crypto algorithms, some may support both 128-bit and 256-bit crypto algorithms, and some others may support only 256-bit crypto algorithms. It is imperative to ensure that network with mixed crypto capabilities continue to operate properly without any compability issues. 

This pCR proposes a key issue of backward compatibility by providing an inventory of scenarios that may encounter crypto algorithms and keys of different lengths. It is our understanding that the current design of 5G procedures and information elements have already taken into consideration of future introduction of new crypto algorithms (e.g., 256-bit crypto algorithms), thus backward compability issue after the introduction of 256-bit crypto algorithm is expected to be minimal, if any. However, it is still important to conduct a thorough study to reach such conclusion and to uncover potential issue, if any, that may require new treatment. 
4
Detailed proposal

All content in the change part is new.
**** START OF CHANGE ****
5.x
Key issue #x: Backward compatibility 
5.x.1
Key issue details 
After 256-bit cryptographic algorithms are introduced into specifications, it is expected that its deployment will be gradual. In other words, there will be a period when devices and network elements of mixed cryptographic capabilities co-exist. For examples, some devices and network elements may support only 128-bit crypto algorithms, some may support both 128-bit and 256-bit crypto algorithms, and some others may support only 256-bit crypto algorithms. 
Editor's Note: whether or nor it is allowed to support and/or use only 256-bit is ffs.

Table 5.x.1-1 summarizes the possible scenairos of mixed cryptographic capabilities/policies, assuming that supporting/using only 256-bit crypto algorithms is allowed. It classifies scenarios into four categories, including authentication and key agreement (AKA), access security (AS), non-access security (NAS), and key derivation (KD). The three possible capabilities (128-bit only and 256-bit only) are numbered by 1 and 3 repsectively. The label of a scenario is denoted as: <Category><UE capability>.<Network capablility>. For example, AKA1.2 repreents the case of authentication and key agreement where USIM/UE supports only 128-bit crypto algorithm, and network function (AUSF/UDM) supports both 128-bit and 256-bit crypto algorithms. 
NOTE: it is assumed that AUSF and UDM will be upgraded at the same time and share the same crypto capabilities. 

Table 5.x.1-1 Scenarios of mixed crypto capabilities
	
	AS Procedures
	NAS Procedures
	AKA Procedures

	Pre-requisite 
(length of Key (K))
	AUSF/UDM
	AUSF/UDM
	

	
	
	
	
	128-bit
	256-bit
	128-bit
	256-bit
	
	

	
	
	
	
	gNB
	AMF/SEAF
	AUSF/UDM

	
	
	
	
	128-bit
	256-bit
	128-bit(*)
	256-bit
	128-bit
	256-bit
	128-bit(*)
	256-bit
	128-bit
	256-bit

	
	
	USIM
	128-bit
	-
	-
	-
	-
	-
	-
	-
	-
	AK1.1
	x

	
	
	
	256-bit
	-
	-
	-
	-
	-
	-
	-
	-
	x
	AKA3.3

	USIM
	128-bit
	ME
	128-bit
	AS1.1
	+
	AS1.1
	o
	NAS1.1
	+
	NAS1.1
	o
	
	

	
	
	
	256-bit
	o
	+o
	o
	o
	o
	+o
	o
	o
	
	

	
	256-bit
	
	128-bit(*)
	AS1.1
	+
	AS1.1
	o
	NAS1.1
	+
	NAS1.1
	o
	
	

	
	
	
	256-bit
	o
	+o
	o
	AS3.3
	o
	+o
	o
	NAS3.1
	
	


Legend:
(*) Truncation Function, this refers to the truncation function which is used to truncate keys according to the needs of the procedures. This refers to the ‘downgrade’ scenario.
‘x’ Not compatible, because this refers to the case where the key-length of the keys owned by the peers do not match to each other.

‘o’ Upgrade on UE side, this refers to the description from UE side.

‘+’ Upgrade on Network side, this refers to the description from gNB and/or AMF side.

The USIM and the AUSF/UDM host the Key K with a certain key-length. The key-length can be 128-bit and/or 256-bit. The exisstense of the Key K is a pre-requisite for all deployments.
For the case where the Key K is of 256-bit, this can be truncated on network and UE side. The truncation of a derived key refers to a truncation which is labelled with (*) and which refers to downgrade, because the derived key has not the same length as the Key K.

The case where the derived key must be longer than the Key K is referred to as the ‘upgrade’ scenario. In practice, the 128-bit Key K could be concatenated. Anyway, even if this concatenation might work from the cryptographic algorithm, this is NOT an option from security as this comes along with reduced randomness.
The cases where AS, NAS and AKA procedures might become applicable are following the Notation as above described and are marked with yellow background in Table 5.x.1-1.

	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


Editor's Note: other scenarios are ffs.
5.x.1.1.     Authentication and key agreement
TBD
5.x.1.2.     Key derivation

TBD
5.x.1.3.     NAS security 

TBD
5.x.1.4.     AS (RRC/UP) security 

TBD
Editor's Note: other procedures are ffs.
5.x.2
Threats

The attacker is driving the peer side to ‘downgrade’ scenario, i.e., the peer side is processing the truncation function and is therefore reducing the randomness of the derived key(s).
The attacker is driving to ‘upgrade’ scenario, i.e., the peer side is concatenating to a key-length of 256-bit, although the Key K is 128-bit.
5.x.3
Potential security requirements 

TBD
Editor’s Note: it is assumed that most scenarios can be accommodated by the current specificaitons without the need of new requirement.
**** END OF CHANGE ****
