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1
Decision/action requested

Approve the KI added to TR 33.721
2
References

[1]
3GPP TR 23.700-21: "Study on Application enablement architecture for mobile metaverse services".
[2]
3GPP TS 22.156: "Mobile Metaverse Services; Stage 1". 
3
Rationale

SA1 defined use case on digital asset management in which digital asset information access may require SA3 to analyse the security protection options of the digital asset management (e.g. cannot be spoofed, access control with a policy determined by the user, etc.). Secondly, management of the security aspect of the digital asset, i.e., security of user managing the digital asset in the digital asset container and authorization of a third party that can retrieve the digital asset (avatar and application specific avatar details), also needs to be analysed. 

The contribution proposes a new KI on security aspects of digital asset management.

4
Detailed proposal

All content in the change part is new.

***************  Start of 1st change  ************
5.X
Key Issue #X: security aspects of digital asset management
5.X.1
Key issue details

SA1 defined requirements on digital asset management in TS 22.156, including:
[R-5.2.3-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to provide functionality to store digital assets associated with a user, and to remove such digital assets associated with a user.

[R-5.2.3-002] Subject to operator policy, regulatory requirements and user consent, the 5G system shall provide a means to allow a user to securely access and update their digital assets.

[R-5.2.3-003] Subject to operator policy and user consent, the 5G system shall be able to allow an authorized third party to retrieve the digital asset(s) associated with a user, e.g., when the user accesses a specific application.

[R-5.2.3-004] The 5G system (including IMS) shall support at least one common avatar format to enable interoperability with multiple immersive mobile metaverse services.

[R-5.2.3-005] The 5G system shall be able to associate a stored digital asset with one or more User Identities.

[R-5.2.3-006] Subject to operator policy, regulatory requirements and user consent, the 5G system shall support a mechanism for users to define conditions (e.g., based on user location information) to restrict the access to, and management of, stored digital assets associated with User Identity.

[R-5.2.3-007] The 5G system shall support mechanisms to request specific formats of stored digital assets associated with a user by an authorized mobile metaverse service.

Accordingly, there're security requirements on digital assets management:

[R-7.2.4-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall provide secure means to authorize the use of digital assets associated with a user (e.g., digital assets belonging to a third party customer). 

[R-7.2.4-002] The 5G system shall provide mechanisms to certify the authenticity of digital assets associated with a user.

In addition, KI#3 of TR 23.700-21 describes the application enabler layer can enable creation, discovery, and management of avatar profiles for users to offload applications and enable Core Network functionality across services and verticals, and defines an use case that a user may create multiple avatars and indicates his/her preferences. Security aspects of avatar management via application enabler layer should be also considered.
5.X.2
Security threats

•
A malicious user can use digital asset belonging to other user to launch spoofing and fraud attacks.
•
A malicious user or application can tamper digital asset belonging to other user to launch DoS attack.
•
A malicious user or application can steal digital asset of other user to launch target attacks on the victim, for example, impersonate the user, trace the behaviour of the user, etc.
5.X.3
Potential security requirements

•
The 5G system shall support to verify the authenticity of digital assets associated with a user when the digital assets are used in the 5G system for metaverse or communication services.

•
The 5G system shall support to protect integrity and confidentiality of the digital assets when the digital assets are stored/transmitted in/through the 5G system.

•
The 5G system shall support authentication and authorization of a user or application when the user or application accesses the digital assets in the 5G system based on operator policies and user authorization information.

***************  End of change  ************
