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1
Decision/action requested

Please approve the pCR adding a solution for providing authorization revocation for persistent changes.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"

3
Rationale

A user would expect that after revoking authorization, there will be no further effects based on the previously given authorization, such as extra charges for previously upgraded QoS, further location updates in case of subscription to a location service, etc. 
This is a resubmission of the pCR not treated at SA3#110 in Athens.
4
Detailed proposal

**** START OF CHANGE ****

6.Y
Solution #Y: Authorization revocation for persistent changes
6.Y.1
Introduction 

The oAuth view of authorization revocation and the user's view of authorization revocation may differ. While simply revoking an oAuth token will not allow future calls to an API after that authorization has been revoked, a user may expect that the effects of a previous API call would also be reverted.

For example: if a user gives permission to a game to upgrade the QoS of the game's bearer (potentially incurring additional cost), the user would expect that after revocation of the authorization, the game's bearer stop incurring additional cost (and fall back to the regular QoS).
6.Y.2
Solution details

When an authorization is revoked, the authorization function shall notify the API exposing function. The API exposing function then shall revert the resources inside the network according to the content of the notification (e.g. reverting the QoS).
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Figure 6.Y.2-1: resource reversal after token revocation

1.
The API exposing function shall subscribe at the authorization function to token revocation. This could be for all tokens relating to a particular authorization, or for specific tokens after they are encountered first. 
2.
At some time, the rsource owner decides to revoke authorization. The procedure to do this is out of scope of this solution (and could be left to implementation).

3.
The authorization function shall notify the subscribed API exposing function of the token revocation.
4.
The API exposing function shall determine whether resources need to be reverted, e.g. QoS, subscription to network events, etc.) Subsequently, the API exposing function shall revert the resources in the network.
6.Y.3
Evaluation
This solution allows the AEF to ensure that persistent changes can be undone after authorization revocation. It partly addresses Authz-5-revoke.
Editor's Note: Further evaluation is FFS
**** END OF CHANGE ****
