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1
Decision/action requested

It is proposed to accept this pCR.
2
References

 [1]
3GPP TS 33.884 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

There are two editor's notes in solution 6.7.
Editor's note: whether a separate onboarding process is necessary for UE originated API invocation is FFS.

And

Editor's note: whether the user interaction required for PKCE flow is acceptable for SA6 is FFS.

The first editor's note is a general issue not not related to the solution, therefore it is proposed to delete it.
The second editor's note has been turned into part of the evaluation. SA6 has considered user interaction to be acceptable.

4
Detailed proposal

It is proposed to accept the following pCR to 33.884 [1].
+++++++++++++  Begin Change ++++++++++++

6.7.2
Solution details

The solution uses the PKCE protocol flow with the following mapping: the client in RFC 7636 is the application on the UE. The authorization server in RFC 7636 is the authorization function in the network.

The following figure gives an example PKCE flow to help understanding the concept of the PKCE flow. This flow could look different for a different authentication mechanism.


[image: image1.wmf]R

e

s

o

u

r

c

e

 

O

w

n

e

r

A

Z

F

B

r

o

w

s

e

r

A

p

p

l

i

c

a

t

i

o

n

1

:

 

A

c

c

e

s

s

2

:

 

c

r

e

a

t

e

 

r

a

n

d

 

r

h

a

s

h

_

r

=

h

a

s

h

(

r

)

3

:

 

r

e

d

i

r

e

c

t

 

t

o

 

A

Z

F

h

a

s

h

_

r

4

:

 

G

e

t

 

l

o

g

i

n

h

a

s

h

_

r

5

:

 

s

t

o

r

e

 

h

a

s

h

_

r

6

:

 

l

o

g

i

n

 

f

o

r

m

7

:

 

c

r

e

d

e

n

t

i

a

l

s

8

:

 

a

u

t

h

e

n

t

i

c

a

t

e

 

u

s

e

r

9

:

 

r

e

d

i

r

e

c

t

 

t

o

 

A

p

p

w

i

t

h

 

c

o

d

e

 

c

1

0

:

 

a

c

c

e

s

s

c

o

d

e

 

c

1

1

:

 

r

e

q

u

e

s

t

 

t

o

k

e

n

C

l

i

e

n

t

 

I

D

,

 

r

,

 

c

o

d

e

 

c

1

2

:

 

c

h

e

c

k

:

C

l

i

e

n

t

 

I

D

h

a

s

h

(

r

)

=

h

a

s

h

_

r

c

o

d

e

 

c

1

3

:

 

r

e

t

u

r

n

 

t

o

k

e

n


Figure 6.7.2-1: example PKCE flow

Note: The solution description does not detail which parts need to be specified in stage 2.


6.7.3
Evaluation
PKCE flow is a standard IETF flow to allow a resource owner to provide authorization to a resource consumer. There is user interaction required for the PKCE flow. 

++++++++++++++ End changes +++++++++++++++
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