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1
Decision/action requested

This pCR propose to update Solution #20 in TR 33.738
2
References

[1]
3GPP TR 33.738, ‘Study on security aspects of enablers for Network Automation for 5G - phase 3’, (Release 18).

3
Rationale

This contribution provides clarifications to address the following ENs in TR 33.738 Solution 20.

Editor’s Note 1: It is FFS how NWDAF can ensure false positive rate of the Cyberattack detection. High false positive rate may lead the administrator to take wrong action so that the network may face unsecure configuration risk. 

Editor’s Note 2: It is FFS how NWDAF can ensure false negative rate of the Cyberattack detection. High false negative rate may make the feature useless, and improve cost of the operator.

Clarification #1: High false rate as well as High negative rate mentioned in the above two ENs are related to performance metrics of the intelligence algorithm used in the analytics process related to cyber attack detection. As the intelligence algorithm used for the anyltics is upto Operator’s implementation, the choice of intelligence algorithm is not in the scope of this study. Therefore, it is upto the operator to select the intelligence algorithm by considering various performance metrics based on the decision of the operator policy. 
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.738.

*****Start of Change 1*****

6.20
Solution #20: Cyber attack detection using an analytics function

6.20.1
Introduction

The solution addresses KI#6 on Cyber-attack detection. 

KI#6 describes that, to achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs and provide alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them. Further KI#6 also considered two example cases such as (i) fraudulent relay nodes which may modify or change messages between the UE and the RAN and (ii) DoS attacks related to network entities (e.g., RAN and Core network). 

6.20.2
Solution details

The cyber attack detection solution is described below by using NWDAF as the analytics function, but the solution does not prevent to use any equivalent analytics function if required to be considered.

Cyber attack detection over the network:

A service consumer (i.e., OAM/AF/NF) can subscribe to the NWDAF and get notified about the malicious behaviour related analytics associated to one or more UEs using the procedure shown in Figure 6.Y.2-2.
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Figure 6.20.2-1 Network Data Collection and analytics procedure for cyber-attack detection

The steps shown in figure 6.Y.2-1 is described as follows:

1.
The analytics service consumer subscribes to the network attack detection related analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe service operation message, with the analytics ID (set to the malicious behaviour), list of event ID(s) (related to UE malicious behaviour, attacks/threats (e.g., cyber-attack, DDoS, etc.,), received messages (e.g., malformed messages, malicious data) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized operations, repeated authentication failure), target of analytics (indicates UE ID(s) i.e., such as SUPI or a group of UEs (an Internal Group ID), analytics filter can be optionally included (e.g., as area of interest, S-NSSAIs, DNN, and Application ID) and may include other information for the analytics according to TS 23.288 Clause 6.1.3.

NOTE:
In the case of untrusted AF the Target of Analytics Reporting can be a GPSI or an External Group Identifier that is mapped in the 5GC to a SUPI or an Internal Group Identifier as described in TS 23.288.

If the service consumer is already subscribed to the network attack detection related analytics information, the service consumer requests analytics information by invoking Nnwdaf_AnalyticsInfo_Request service operation with the respective analytics ID and the target of analytics.

2.
When a request for analytics information is received, the NWDAF determines whether triggering new data collection is needed. 

3. If the NWDAF determine to perform data collection, it need to subscribe to 5GC NFs (i.e., serving AMF, serving SMF, AFs (i.e., via NEF if located externally)) and OAM according to the target of analytics (i.e., UE IDs) for related event exposure services to be notified for data on a set of events (as described in TS 23.288 Clause 6.2.2.1) as requested by the service consumer in step 1.  

The NWDAF subscribes to set of event IDs (related to UE malicious behaviour, attacks/threats (e.g., cyber-attack, DDoS, etc.,), received messages (e.g., malformed messages, malicious data) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized operations, repeated authentication failure) by invoking the Nnf_EventExposure_Subscribe service operation (in case of AF being the data producer, the NWDAF can use Naf_EventExposure_Subscribe service operation) along with the UE IDs. 

4. If the NWDAF subscribes to the set of event IDs (as in step 3), the NF manages the inference data which includes all event related information.

5. The NF notifies the NWDAF (e.g., event specific inference data) by invoking the Nnf_EventExposure_Notify service operation.

NOTE: If the data need to be collected from an AF, then in steps 3-5, the target AF will be involved instead of NF and if the AF is not trusted, then the event exposure is invoked via the NEF.

6. Alternatively, the NWDAF can also collect data from OAM (e.g., for the target of analytics (UE IDs) related to the NFs/AFs to collect event specific information mentionted in step 3 in the form of inference data/logs) using the procedure specified in TS 23.288 Clause 6.2.3.

7. The NWDAF peforms the requested analytics using the data collected from the NFs, AFs, and/or OAM.

NOTE: The UE malicious behaviour analytics related implementation logic can be upto Operator’s implementation and it is out of 3GPP scope.

8. If the service consumer is subscribed to analytics information, the NWDAF notifies the service consumer (i.e., based on the request from the service consumer using Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response service operation), the Analytics Reporting Parameters includes the event specific network attack detection analytics information with the corresponding attack detection and threat alerts respectively as shown in the table 6.Y.2-1 and 6.Y.2-2 respectively.
Table 6.20.2-1: Network attack detection Statistics

	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as related to UE malicious behaviour, configuration issues, type of attack (e.g., cyber attack/DoS/DDoS or anyother threat), overload/flooding, software issues accordingly.

	> List of malicious UEs
	UE Identification information (i.e., SUPIs/ Internal Group IDs) related to UEs that are identified as behaving maliciously.

	> List of impacted network functions
	Identification information of all the impacted NFs, and AFs due to the UE malicious behaviour.

	> Amount
	Estimated number of NFs, and AFs affected by the Exception 

	> Exception category

	Indication if the UE behaviour is an attack or genuine error


Table 6.Y.2-2: Network attack detection Predictions

	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as related to UE malicious behaviour, configuration issues, type of attack (e.g., cyber attack/DoS/DDoS or anyother threat), overload/flooding, software issues accordingly.

	> List of malicious UEs
	UE Identification information (i.e., SUPIs/ Internal Group IDs) related to UEs that are identified as behaving maliciously.

	> List of impacted network functions
	Identification information of all the impacted NFs, and AFs due to the UE malicious behaviour.

	> Amount
	Estimated number of NFs, and AFs affected by the Exception 

	> Exception category

	Indication if the UE behaviour is an attack or genuine error

	> Confidence
	Confidence of the prediction




NOTE: High false rate/High negative rate are few performance metrics related to the intelligence algorithm used in any analytics process (e.g., here cyber attack detection). As the intelligence algorithm used for the anyltics is upto Operator’s implementation, the choice of intelligence algorithm is not in the scope of this study. Therefore, it is upto the operator to select the intelligence algorithm by considering various performance metrics based on the decision of the operator policy.
6.20.3
Evaluation

 This solution describes the methods to collect data from the network to enable cyber attack detection and related output analytics provision in the network.

The cyber attack detection solution is described by using NWDAF as the analytics function, but the solution does not prevent to use any equivalent analytics function if required to be considered.
The existing analytics on ‘abnormal behaviour’ in TS 23.288 clause 6.7.5 enables data collection related to mobility and communication related aspects such as unexpected UE location, Ping-ponging across neighbouring cells, unexpected wakeup, unexpected radio link failures, unexpected long-live/large rate flows, unexpected wakeup, suspicion of DDoS attack, wrong destination address, too frequent service access but inaddition this solution helps to also collect data on malformed messages violating predefined message input or output formats, message requests exceeding configured limits, unintended or unrecognized operations, and repeated authentication failure. As the Intelligence algorithm used in the analytics related to cyber attack detection is upto operator implementation, it is recommended that a selection of an algorithm can consider their performance metrics e.g., cyber attack detection precision, false positive rate, false negative rate etc., The solution does not provide evidence for cyberattack detection precision, false positive rate, false negative rate. Without that, the administrator may take wrong action for the wrong detection so that the network may face unsecure configuration risk.
Editor’s Note: Further evaluation is FFS.
*****End of Change 1*****
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