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Decision/action requested
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Rationale

Propose a New solution for provisioning broadcast protection keys to UEs when UEs are out of coverage.
4
Detailed proposal
*** BEGIN CHANGES ***
6.X
Solution #X: Provisioning groupcast/broadcast protection key out of coverage
6.X.1
Introduction 

This solution addresses Key issue #5: Protection of groupcast/broadcast.
The solution proposes a key provision mechanism that can securely provide groupcast/broadcast protection keys to Target/Reference UEs when they are out of coverage. 
In this solution, the groupcast/broadcast protection keys are encapsulated in a key packet, and the Target/Reference UEs are provisioned with a symmetric key for decrypting the key packet, as well as a public key for verifying the signature of the key packet.
The Target/Reference UEs need to obtain the key packet decryption keys and signature verification keys when they are in coverage. The Server UEs need to obtain the key packets when they are in coverage. The Server UEs will distribute the key packets to the Target/Reference UEs when these UEs are out of coverage.

6.X.2
Solution details

The groupcast/broadcast protection key provision architecture is shown in the following figure.
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Figure 6.X.2-1: Groupcast/broadcast protection key provision architecture in out of coverage scenario
The keys used to protect the groupcast/broadcast messages are generated by LMF or Key Management Function (KMF). The groupcast/broadcast protection keys are encrypted using the key packet encryption key, and then the key packet is signed using a private key by the LMF/KMF. The key packet encryption keys and signature verification public keys are pre-provisioned to Target/Reference UEs when they are in coverage. The encrypted and signed key packets are provisioned to Server UEs when they are in coverage. When Target/Reference/Server UEs are out of coverage, the Target/Reference UEs can download the encrypted and signed key packets from the Server UEs, and then use the signature verification key to verify the signature and then decrypt the encrypted groupcast/broadcast protection keys.
This mechanism can be used to provision broadcast protection keys (encryption protection keys and integrate protection keys) or groupcast protection keys (group keys).

The groupcast/broadcast protection key provision procedure is shown in the following figure.
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Figure 6.X.2-2: Groupcast/broadcast protection key provision procedure in out of coverage scenario
0.
In the cast where KMF is used to provide encrypted and signed groupcast/broadcast protection key packets, PCF can be used to provide the address of KMF to the Target/Reference/Server UEs.

In the case where AMF-LMF is used to provide encrypted and signed groupcast/broadcast protection key packets, this step is not required.
Editor's Note: Whether LMF can generate and provision the keys needs to be coordinated with SA2.
1.
In the cast where KMF is used to provide encrypted and signed groupcast/broadcast protection key packets, the Target/Reference UE should establish a secure connection with the KMF when it is in coverage. The secure connection relies on Ua security if GBA specified in TS 33.220 [14] is used (see clause 5.2.3.4) or Ua* security if AKMA specified in TS 33.535 [15] is used (see clause 5.2.5.4).

In the case where AMF-LMF is used to provide encrypted and signed groupcast/broadcast protection key packets, the data security is provided by the NAS security.

After secure connection is established, the UE sends key packet encryption key and verification key request to the AMF-LMF/KMF.

Editor's Note: The UE, while in coverage, is able obtain broadcast keys directly from the network or obtain encryption/public keys from the network proposed in this solution. Under which condition the UE should obtain encryption/public keys rather than broadcast keys is FFS.
2.
The AMF-LMF/KMF checks whether the Target/Reference UE is authorized to receive key packet decryption key and key packet signature verification public key. If the UE is authorized, AMF-LMF/KMF returns a list of key packet decryption keys and a list of key packet signature verification public keys. Each decryption key or signature verification public key is associated with the key id and key validity time.
NOTE: In cases where UE comes from different PLMNs and AMF-LMF is used, key synchronization needs to be done between LMFs of different PLMNs. It is out of the scope of this solution.
3.
Similar to the Target/Reference UE, the Server UE needs to establish a secure connection with the AMF-LMF/KMF, and then sends groupcast/broadcast protection key packet request to the AMF-LMF/KMF.
4.
The AMF-LMF/KMF checks whether the Server UE is authorized to distribute the groupcast/broadcast protection key packets to Target/Reference UEs. If the UE is authorized, AMF-LMF/KMF returns a list of groupcast/broadcast protection key packets. Each key packet is associated with the packet id, packet validity time, packet decryption key id, packet signature verification public key id. The structure, encryption algorithm, and signature algorithm of the key packet are left to the normative phase stage.
Editor's Note: The risk of distributing the same key packet to different Server UEs is FFS.
5.
The Target/Reference UE establishes a unicast communication with the Server UE using the security mechanism defined in clause 6.2 of TS 33.503 [3], and then sends a groupcast/broadcast protection key packet download request to the Server UE.
Editor's Note: The solution requires the Server UE to establish unicast links with both Target/Reference UE for distributing the key packet, while SL Positioning service does not require that the Server UE shall establish unicast links with both Target/Reference UE. How to ensure that the key packets can be distributed to both Target/Reference UEs is FFS.
6.
The Server UE checks whether the Target/Reference UE is authorized to receive the groupcast/broadcast protection key packets. If the UE is authorized, the Server UE returns a list of applicable key packets to the Target/Reference UE. How the Target/Reference UE is authorized is not addressed in this solution.
7.
The Target/Reference UE uses the public key indicated by the packet signature verification public key id to verify the signature of the key packet, and uses the decryption key indicated by the packet decryption key id to decrypt the key packet.
8.
The Target/Reference UE uses the groupcast/broadcast protection keys to protect groupcast/broadcast messages. This solution does not specify how to use groupcast/broadcast protection keys to protect groupcast/broadcast messages.
Editor's Note: Whether this solution is applicable to V2X-capble UEs is FFS.
6.X.3
Evaluation

This solution addresses the key issue #5.
This solution proposes a key provision solution that can securely distribute groupcast/broadcast protection keys to Target/Reference UEs when they are out of coverage. The data packet that carries groupcast/broadcast protection keys is encrypted and signed by the key management function. The decryption keys and signature verification keys are securely provisioned to the UEs when they are in coverage. Therefore, only valid UEs can retrieve the groupcast/broadcast protection keys.

This solution does not provide a detailed data structure for the key packet, which is left to normative stage.

This solution does not address how to use the keys carried in the key packet to protect groupcast/broadcast messages. For message protection issue, other solutions in this TR can be considered.
Editor's Note: Further evaluation is FFS.
*** END OF CHANGES ***
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