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1
Decision/action requested

Approve the proposed new solution for key issue#2 in TR 33.884 [1].
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References

[1]
3GPP TR 33.884 “Study on security of application enablement aspects for subscriber-aware northbound API access”
3
Rationale

This solution addresses the requirement Authz-5-Revoke in KI#2. 

This solution proposes to use a short-lived token for an issued token. The authorization can be revoked automatically if an API invoker does not refresh the issued token. There is no impact on the AEF.
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X: Token Revocation using Short-lived Token
6.X.1
Introduction 

This solution addresses the requirement Authz-5-Revoke in KI#2. 

This solution proposes to use a short-lived token for an issued token. The authorization can be revoked automatically if an API invoker does not refresh the issued token. There is no impact on the AEF.

6.X.2
Solution details
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Figure 6.X.2-1 Procedure of Revocation of OAuth Authorization

0. The resource owner configures or indicates its API invoker/RO client to revoke authorization implicitly through short-lived tokens. 

1. The RO client/API invoker indicates its requirement for revocation to the CCF, the revocation requirement is required by the resource owner in the step 0.

2. The API Invoker sends the Token Request to the CCF to retrieve a token to access the discovered API.
4. The CCF issues a token with a short expiry time when receiving the requirement for revocation, e.g. 1 hour.

5. The CCF sends the Token Response to the API Invoker. The message includes the issued token. Once revocation is required by the resource owner, e.g. to log out, the API invoker stops refreshing the token, which will be revoked within the short expiry time.
Editor’s Note:
How revocation for API calls with lasting effect works is FFS.
Editor’s Note:
Whether API invoker or resource owner client trigger revocation is ffs.
6.X.3
Evaluation

This solution partially addresses the requirement Authz-5-Revoke in KI#2, i.e. using a short-lived token instead of revoking explicitly at any time.

The solution has impact on CCF/authorization function.
The authorization is revoked implicitly and has less impact for the network system, i.e., the solution has no impact on the AEF.
Editor’s Note:
Further evaluation is FFS.
*************** End of 1st Change ****************
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