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1
Decision/action requested

This contribution proposes to add a new solution for the key issue#5 about the groupcast privacy.
2
References

 [1] 
TR 33.893  v0.6.0
3
Rationale

It is proposed to add a new solution for the key issue#5 about the groupcast privacy.

4
Detailed proposal

********************Start of 1st Change******************

6.Y
Solution #Y: Privacy protection of Layer-2 ID and IP address for groupcast mode
6.Y.1
Introduction 

This solution addresses the Key Issue #1 (second requirement) :The 5G Ranging/SL Positioning system shall provide means to mitigate trackability and linkability attacks of the UE during communication for Ranging/SL positioning.
As defined in TS 23.586[x]:

For groupcast mode, the RSPP may provide the group identifier information. The UE converts the provided group identifier information to a destination Layer-2 ID. If the RSPP does not provide the group information, the UE determines the destination Layer-2 ID based on configuration of the mapping between V2X Service type or ProSe Identifier and Layer-2 ID. Details of the identifier determination are described in clause 5.6.1.3 of TS 23.287[3] and clause 5.8.2.3 of TS 23.304[4].

The 5G System shall protect against linkability and trackability attacks on Layer-2 ID and IP address for groupcast mode.
6.Y.2
Solution details

The groupcast mode security mechanism to randomise the UE’s source Layer-2 ID and source IP address including IP prefix (if used), as defined in clause 5.4.3.2 of TS 33.536[5] is reused. 
6.Y.3
Evaluation
TBD
********************End of 1st Change******************

********************Start of 2nd Change******************
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********************End of 2nd Change******************

