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Decision/action requested

This contribution proposes to include the solution in TR 33.740
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Rationale

For the security for UE-to-UE Relay discovery, there are 2 approaches: 
· Approach#1 - single key set 
One key set associated with RSC used by End UEs and U2U Relay for U2U Relay discovery message protection. This constitutes the common core set of security parameters required by both approaches.
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With approach #1, a UE authorized to use an RSC and a first ProSe service can decrypt, impersonate direct discovery set from another UE authorized for a different ProSe service by virtue of sharing a common set of security material. Mitigation of this security issue is possible by enforcing security isolation between ProSe Services by means of configuration (i.e., dedicated RSC for a given ProSe service). 
· Approach#2 - multiple key sets 
One first key set as above plus additional key set used at the End UEs for per direct discovery set protection.
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With approach #2, the Relay must rely on the End UE for the the direct discovery set protection using ProSe service specific security material, as the latter is only provisioned at the End UEs authorized to use the ProSe service. Unlike approach#1, here the Relay needs to ensure the transmission of Relay discovery announcement including protected direct discovery set is done sufficiently close to real time for the direct discovery set to not be considered and discarded as a replay by a receiving Monitoring End UE.
This document proposes a solution to ensure the timely transmission of Relay discovery announcements by the Relay when transporting protected direct discovery sets. The solution also proposes a mechanism to support the co-existence of both approaches.
4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [1]. 

***
BEGIN OF CHANGES (all new) ***

6.Y
Solution #Y: Model A Relay discovery using multiple key sets
6.Y.1
Introduction

This solution addresses Key Issue #1: Security for UE-to-UE Relay discovery and Key Issue #3: Authorization in the UE-to-UE Relay Scenario.
This solution proposes to ensure the timely transmission of Relay discovery announcements by the Relay when transporting protected direct discovery sets. The solution also proposes a mechanism to support the co-existence of both approaches (i.e., using single key set and multiple key sets).
Two scenarios are supported:

- Scenario#1: The End UE is discoverable by actively sending announcement messages. The Relay provide End UEs with timing about its next announcements to ensure close to real time transmission of protected direct discovery sets inside the Relay announcement message.
- Scenario#2: The End UE is discoverable while being already connected (and not necessarily announcing) to the Relay. The Relay obtains the protected direct discovery set from the connected End UE on-demand to ensure close to real time transmission of the protected direct discovery set inside the Relay announcement message.
6.Y.2
Solution details
6.Y.2.1
UE-to-UE Relay Scheduling of Direct Discovery Set Announcements
Figure 6.Y.2-1 illustrates the high-level procedure of the proposed solution considering Scenario#1.
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Figure 6.Y.2-1: 5G ProSe UE-to-UE Relay Model A Discovery using U2U Relay announcement scheduling assistance to End UEs 

0. The End UEs are provisioned with direct discovery security parameters (including MAX_OFFSET, CURRENT_TIME) using existing mechanisms defined in TS 33.503 [6], clause 6.1.3.2. The End UEs use the security material for E2E protection of the direct discovery set. The End UEs are also provisioned with relay discovery security parameters for Relay discovery message protection.
1. Relay decides to advertise Relay announcement timing info based on an indication that RSC supports per direct discovery set protection. An example of timing info is a time window for when the Relay expects to receive the End UE's announcement for the End UE to be announced via the next Relay announcement. 

NOTE: other examples of timing info (e.g., deadline, announcing cycle) can be considered during normative phase
Editor's Note: whether announcement timing info is needed is FFS.
Editor's Note: how a timing info is configured and provisioned to End UEs and U2U relay is FFS.
Editor's Note: whether a timing info (i.e., time window) is related to a UTC-based time counter is FFS.
2. U2U Relay sends a U2U Relay protected discovery message including RSC, U2U Relay User info ID and announcement timing info. 

3. End UE#1 (Announcing) schedules its next announcement message including a protected direct discovery set based on the received advertised Relay announcement timing info (e.g., ensures a timely transmission within advertised time window). End UE#2 (Monitoring) aligns its listening for Relay Announcement messages based on the received advertised Relay announcement timing info.

NOTE: How the End UE handle announcement with timing info from multiple eligible Relays is left to normative phase.
4. End UE#1 sends a protected U2U Relay discovery message including RSC, and a protected direct discovery set from End UE#1. 

Editor's Note: the new procedure (step 2 and 4) needs to be aligned with SA2 procedure.
5. U2U Relay verifies that Announcement message from End UE#1 is received within the acceptable time based on advertised Relay announcement timing info. U2U Relay discards the Announcement message from End UE#1 if not compliant with advertised Relay announcement timing info (e.g., outside time window).

6. U2U Relay sends a protected U2U Relay protected discovery message including RSC, U2U Relay User info ID the protected direct discovery set received from End UE#1 according to advertised announcement timing info. End UE#2 (Monitoring) receives the Relay Announcement at a time aligned with Relay advertised announcement timing info and discovers End UE#1 presence following the successful processing of the Relay discovery message and included protected direct discovery set of End UE#1.
6.Y.2.1
U2U Relay on-demand direct discovery set protection
Figure 6.Y.2-2 illustrates the high-level procedure of the proposed solution considering Scenario#2.
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Figure 6.Y.2-1: 5G ProSe UE-to-UE Relay Model A Discovery using U2U Relay using on-demand direct discovery set protection. 

0. The End UEs are provisioned with discovery security parameters (including MAX_OFFSET, CURRENT_TIME) for the direct discovery set using existing mechanisms defined in TS 33.503 [6], clause 6.1.3.2. The End UEs use the security material for E2E protection of the direct discovery set. The End UEs are also provisioned with relay discovery security parameters for Relay discovery message protection.
1. A prior connection for unicast communication between the End UE#1 with another End UE (i.e., not shown, other than End UE#2) is established via Relay#1 for a given Prose Service. The End UE sends with the RSC a ProSe Restricted code associated with the Prose Service in the DCR message to the U2U Relay, if the RSC is configured with an indicator for per direct discovery set protection. Alternatively, the End UE sends the ProSe Restricted code after the DCR (e.g., using LMR/LMA). The Relay verifies that the RSC supports per direct discovery set protection and stores the ProSe Restricted code in the PC5 unicast link context.
2. U2U Relay decides to announce connected UEs. 

3. For each of the connected End UE with a stored ProSe Restricted Code, the U2U Relay sends a secure PC5-S request message including the ProSe Restricted Code for the Prose Service previously received from End UE#1 to request a corresponding protected direct discovery set. The PC5-S request messages is protected using the per hop PC5 link security context between the Relay and End UE.
4. End UE#1 generates a secure PC5-S response message including RSC and a direct discovery set protected using the provisioned direct discovery security material. The End UE#1 protects the PC5-S message using the per hop PC5 link security context and sends it to U2U Relay.

5. U2U Relay processes the PC5-S response message security and extracts the included protected direct discovery set(s). U2U Relay sends a U2U Relay protected discovery message including RSC, U2U Relay User info ID the protected direct discovery set received from End UE#1. U2U Relay protects the U2U Relay discovery message using the security material associate with the RSC. End UE#2 processes the security of the Relay discovery message security and of the included protected direct discovery set to discover End UE#1.
NOTE: How the Relay ensures the included protected direct discovery set(s) are not stale is left to normative phase
6.Y.3
Evaluation

This solution addresses Key Issue #1: Security for UE-to-UE Relay discovery and Key Issue #3: Authorization in the UE-to-UE Relay Scenario.


The solution also proposes a mechanism to support the co-existence of both approaches (i.e., using single key set and multiple key sets) using a configuration parameter for the RSC indicating support for protected direct discovery sets. 
Impact for the End UEs and Relay:

· 
· Support for on demand delivery of protected direct discovery to Relay (Connected). 
· Support for RSC indicator for protected direct discovery sets.

Editor's Note: Further evaluation is FFS.
***
END OF CHANGES
***
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