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This contribution proposes to include the solution in TR 33.740
2
References
[1]
3GPP TS 23.304 V18.1.0 

[2]
3GPP TR 33.740 V0.6.0 

3

Rationale

The L2 U2U Relay reselection procedure is specified in TS 23.304 [1], clause 6.7.4.2. 
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Figure 6.7.4.2-1: 5G ProSe Layer-2 UE-to-UE Relay reselection
The procedure supports the exchange of security parameters E2E between the End UEs (step 3 and 5). It is also indicated that the connection via the first Relay may or may not be released as per following NOTE:

NOTE 2:
Whether a 5G ProSe End UE releases a PC5 unicast link with the original 5G ProSe UE-to-UE Relay after reselection depends on whether the PC5 unicast link is still required and UE implementation.
This document proposes a new solution to protect the privacy of KNRP ID shared between the End UEs. The privacy threat allows to link the connection via the original Relay to the new connection via the new Relay, caused by either the same KNRP ID or same partial KNRP ID value being sent in the Direct Communication Request message for the new connection via the new Relay.

4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [2]. 

***
BEGIN OF CHANGES (all new) ***

6.Y
Solution #Y: KNRP ID privacy in L2 U2U Relay reselection
6.Y.1
Introduction

This solution addresses Key Issue #4: Privacy of information over the UE-to-UE Relay, in the Layer-2 UE-to-UE Relay reselection scenario.

This solution proposes to protect the privacy of KNRP ID shared between the End UEs. The privacy threat allows to link the connection via the original Relay to the connection via the new Relay, caused by either the same KNRP ID or same partial KNRP ID value being sent in the Direct Communication Request message for the connection via the new Relay. A similar privacy threat and resolution mechanism are specified in TS 33.536 [6], clause 5.3.3.2.
Two scenarios are supported:

- Scenario#1: The End UEs maintain the connection via original Relay prior to the setup of the new connection via the new Relay. New KNRP ID is established during LMR/LMA procedure.
- Scenario#2: The End UEs release the connection via original Relay prior to the setup of the new connection via the new Relay. New KNRP ID is established during coordinated Link Release procedure for the old connection.
6.Y.2
Solution details

6.Y.2.1
New KNRP ID establishment using LMR/LMA

Figure 6.Y.2-1 illustrates the high-level procedure of the proposed solution considering Scenario#1.
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Figure 6.Y.2-1: Layer-2 based UE-to-UE Relay reselection with KNRP ID change in LMR/LMA 

1. A connection for unicast communication between the End UEs is established via Relay#1.

2. End UE#1 decides to perform U2U Relay reselection with End UE#2 and to generate a new KNRP ID with End UE#2 based on decision to maintain the current connection via Relay#1.

3. End UE#1 sends to End UE#2 a Link Modification Request message which includes an indication for the maintenance of the initial connection prior to setup of connection via second Relay, an MSB of KNRP ID and other reselection related parameters, as per TS 23.304 [8], clause 6.7.4.2 (e.g., reselection indication, identifiers of Relay candidates including Relay#2). Newly allocated MSB of KNRP ID, associated with End UE#2, uniquely identifies KNRP in End UE#1. 

4. End UE#2 selects Relay#2 from the list of Relay candidates. End UE#2 allocates LSB of KNRP ID, associated with End UE#1, that uniquely identifies KNRP in End UE#2. End UE#2 combines MSB and LSB of KNRP ID to form a new KNRP ID to be used when reconnecting with End UE#1. End UE#2 replaces old KNRP ID with new KNRP. End UE#2 sends to End UE#1 a Link Modification Accept message which includes LSB of KNRP ID and other parameters (e.g., identifier of selected Relay#2).  

5. End UE#1 combines MSB and LSB of KNRP ID to form a new KNRP ID to be used when reconnecting with End UE#2. End UE#1 replaces old KNRP ID with new KNRP. End UE#1 sends to End UE#2 via Relay#2 a DCR message including the new KNRP ID (a direct PC5 link with Relay#2 may be setup or modified before).

6. End UE#1 and End UE#2 establish the security for the connection between End UEs via Relay#2. The KNRP ID is used to locate the corresponding KRNP used to derive the session and security keys to secure the connection.

7. End UE#1 receives from End UE#2 a DCA completing the connection establishment. 

6.Y.2.1
New KNRP ID establishment using coordinated Link Release 

Figure 6.Y.2-2 illustrates the high-level procedure of the proposed solution considering Scenario#2.
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Figure 6.Y.2-1: Layer-2 based UE-to-UE Relay reselection with KNRP ID change in coordinated Link Release 

8. A connection for unicast communication between the End UEs is established via Relay#1.

9. End UE#1 decides to perform U2U Relay reselection with End UE#2 with coordinated release of the initial connection (prior to new connection setup). 

10. End UE#1 sends to End UE#2 a Link Modification Request message which includes an indication to request a coordinated release of the initial connection via Relay#1 and other reselection related parameters, as per TS 23.304 [8], clause 6.7.4.2. 

11. End UE#2 sends to End UE#1 a Link Modification Accept message which includes an acceptance of the coordinated release of the initial connection via Relay#1 and other other reselection related parameters. 

12. End UE#1 sends to End UE#2 a Link Release Request message which includes new MSB of KNRP ID. 

13. End UE#2 sends to End UE#1 a Link Release Response message which includes new LSB of KNRP ID. End UE#2 allocates new LSB of KNRP ID and establishes a new KNRP ID combining received MSB of KNRP ID with new LSB of KNRP ID.

14. End UE#2 establishes a new KNRP ID combining MSB of KNRP ID with received LSB of KNRP ID. End UE#1 setup a new connection with End UE#2 using the newly estblished KNRP ID.

6.Y.3
Evaluation

This solution addresses requirements of Key Issue #4: Privacy of information over the UE-to-UE Relay requirements, including during UE-to-UE Relay re-selection.


Impact for the End UEs:

· Exchange of MSB/LSB of KNRP ID in LMR/LMA procedure or Link Release procedure (resp. if original connection is maintained or release).
· Exchange of indication to maintain or release original connection in LMR/LMA procedure.
There is no impact for the L2 UE-to-UE Relay, as it only needs to perform regular forwarding of the E2E LMR/LMA, Link Release Req/Resp and DCR/DCA messages between End UEs.
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3. Link Modification Request message







5. Link Modification Accept message
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