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Rationale

The L2 U2U Relay reselection procedure is specified in TS 23.304 [1], clause 6.7.4.2. 
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Figure 6.7.4.2-1: 5G ProSe Layer-2 UE-to-UE Relay reselection
The procedure supports the exchange of security parameters E2E between the End UEs (step 3 and 5).

This document proposes a new solution using the exchange of security parameters during the UE-to-UE Relay reselection procedure to trigger the establishment of new E2E security keys used for the security over the second L2 UE-to-UE Relay. The new E2E keys are established by reusing the re-keying procedure enhanced for the UE-to-UE Relay reselection scenario. The new security keys are used for the security of a new PC5 unicast link between the End UEs via the second relay.
4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [2]. 

***
BEGIN OF CHANGES (text all new)
***

6.Y
Solution #Y: L2 U2U Relay reselection using Re-Keying
6.Y.1
Introduction

This solution addresses KI #2: Security of UE-to-UE Relay in the Layer-2 UE-to-UE Relay reselection scenario.

This solution proposes to use the exchange of security parameters during the UE-to-UE Relay reselection procedure to trigger the establishment of new E2E security keys used for the security over the second L2 UE-to-UE Relay. The new E2E keys are established by reusing the re-keying procedure enhanced for the UE-to-UE Relay reselection scenario. The new security keys are then used for the security of a new PC5 unicast link between the End UEs via the second relay. New security keys are necessary since the KNRP-sess is derived per PC5 unicast link, as per TS 33.536, clause 5.3.3.1.2.1. As in the UE-to-Network Relay scenario, it is assumed that PC5 signalling integrity security policy is set to "REQUIRED". 

6.Y.2
Solution details

Figure 6.Y.2-1 illustrates the high-level procedure of the proposed solution.
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Figure 6.Y.2-1: Layer-2 based UE-to-UE Relay reselection using (p)Re-keying procedure 

1. End UEs have set up per hop PC5 unicast links with Relay#1 using the procedure defined in TS 23.304, clause 6.7.2. A connection for unicast communication between the End UEs is established via Relay#1.

2. End UE#1 decides to perform U2U Relay reselection with End UE#2 with pre-keying of the new connection via current connection based on current connection security policy/configuration (e.g., signalling integrity is turned ON). End UE#1 allocates new MSB of a link reselection correlation (LRC) ID. 

3. End UE#1 sends to End UE#2 a Link Modification Request message which includes MSB of LRC ID, new connection pre-keying indication and other reselection related parameters, as per TS 23.304 [8], clause 6.7.4.2 (e.g., reselection indication, identifiers of Relay candidates including Relay#2).  

4. End UE#2 allocates LSB of LRC ID and combines MSB and LSB of LRC ID to form a new LRC ID and store LRC ID in a new connection context associated with Relay#2, along End UE#1 info (e.g., User Info ID, KNRP/KNRP ID) and Relay#2 info (e.g., Relay User Info ID, L2 ID). 

End UE#2 sends to End UE#1 a Link Modification Accept message which includes ack of new connection pre-keying, LSB of LRC ID and other parameters (e.g., identifier of selected Relay#2).  

5. End UE#1 combines MSB and LSB to form a new LRC ID and store the LRC ID in a new connection context associated with Relay#2, along End UE#2 info, Relay#2 info. 

End UE#1 sends to End UE#2 via first Relay a Re-keying request message including an indication for generating new keys for the new connection and the LRC ID. End UE#1 also includes security parameters as per existing Re-keying procedure as described in TS 33.536 [6], clause 5.3.3.1.4.4 (e.g., security capabilities, nonce, MSB of new KNRP-sess ID).

Editor's Notes: Whether Re-keying request and DSM command procedure are performed via an existing E2E link is FFS.
6. End UE#2 generates a new session (KNRP-sess) and security keys (NRPEK and NRPIK) and store the keys in the new connection context. 

End UE#2 sends to End UE#1 via Relay#1 a DSM Command message including LRC ID and security parameters, as per existing Re-keying procedure. The message is protected using the already established security context for current connection (e.g., no indication is sent to the lower layer to activate new security using new keys).

7. End UE#1 generates and stores the new security keys in the new connection context. End UE#1 sends to End UE#2 via first Relay a DSM Complete message.

8. End UE#2 sends to End UE#1 a Re-keying response message confirming that End UE#2 is ready to use new keys in a connection via second relay. 

9. End UEs set up per-hop PC5 unicast links, if not already set up, with Relay#2, by using the procedure defined in TS 23.304, clause 6.7.2. End UE#1 sends to End UE#2 via Relay#2 an integrity protected DCR message including the LRC ID. The message is protected using the new keys associated from the new connection context. 

End UE#2 locates the new connection security keys based on LRC ID and verify integrity protection of the DCR message. The authentication and security establishment procedures are skipped over the new connection. End UE#2 activates a security context for the new connection using the new connection stored security keys. 

UE#2 sends a DCA to End UE#1 fully protected using the security context. End UE#1 activates a security context for the new connection using the new connection stored security keys located with LRC ID.
6.Y.3
Evaluation 

This solution addresses requirements of KI #2: Security of UE-to-UE Relay requirements, including during UE-to-UE Relay re-selection.


Impact for the End UEs:

· support preparation via current UE-to-UE Relay of the new security keys between the Source UE and Target UE using a modified Re-keying procedure to generate keys for a new connection (i.e., other than the ongoing connection).
· support skipping the Direct Authentication and Security Establishment procedures via the new UE-to-UE Relay by using the new security key located using LRC ID established during Relay reselection procedure. 
There is no impact for the L2 UE-to-UE Relay, as it only needs to perform regular forwarding of the E2E LMR/LMA, Re-Keying Req/Resp and DCR/DCA messages between End UEs.

Editor's Notes: whether this solution enables a fast E2E security setup compared to existing unicast security setup procedure defined in TS 33.503 is FFS.
Editor's Notes: Further eval is FFS.

***
END OF CHANGES
***
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