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1
Decision/action requested

It is proposed to approve the following changes to TR33.876.
2
References

[1]
3GPP TR 33.876: "Study on automated certificate management in Service-Based Architecture (SBA)"

3
Rationale

Clarify OAM aspects in three solutions. 
Two out three solutions have a commonality that two solutions introduce a dedicated certificate management entity for the initial trust framework, that is separate from operator PKI. 

However, both solutions differ in their methodology for achieving mutual authentication between the certificate management entity with 5G NFs and between the certificate management entity with the operator PKI. The placement of dedicated certificate management entity in logical architecture also differs. These differences have an impact on procedures of solution description for the normative work.
4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 
*** Start of Change 1 ***

7.2 
KI#2: Security protection of NF certificate enrolment
7.2.1
Analysis

The protection of the NF certificate enrolment procedure requires to build initial trust with the CA/RA to fetch the operator certificate, as well as security mechanisms during the whole procedure that includes integrity protection, anti-replay protection and mutual authentication. 

The conclusion for KI#1 proposes to pursue CMP as selected protocol for the enrolment procedure. In addition to the intrinsic security features of CMP, the following solutions have addressed the following security aspects:

- Solution #3 proposes a procedure to secure the initial enrolment of the NF certificates, by the introduction of a local CA used for NFs within the same security domain (e.g., part of the same cloud infrastructure), which delivers a first initial certificate. 

- Solution #8 proposes a procedure to enhance the protection of the certificate enrolment by providing a pre-configured signature of the NF profile in the certificate request, that can be verified in the operator CA. 

- Solution #13 proposes a procedure to build the initial trust for NF certificate enrolment by the introduction of a new functionality that acts as a proxy between the NF and the operator CA/RA. 

The common ground for all solutions is the involvement of the OAM system, which instantiates the NF and provides the initial trust (e.g., signature, certificate, credentials, etc.), which can be verified by the operator CA/RA. The OAM system is trusted for the operator CA/RA.

While common ground is captured in above, here are the differences among all three solutions. These differences have an impact on standardized procedures of a solution during normative work.

1. Solution#3: initial trust of Private CA of figure 6.3.1-1 is an assumed trust as per the precondition. It results into lack of robustness and trustworthiness of the overall initial trust because it is based on implicit and assumed trust without use of cryptographic measures to provide validated level of assurance. 

2. Solution#8: unlike solution#3 and solution#13, solution#8 does not involve a certificate management entity within same security domain. Instead, it relies on digital signature-based NF profile’s trustworthiness.

3. Solution#13: initial trust mechanism relies on CM proxy that is introduced to be a broker between operator OAM domain and 5G SBA domain for certificate management. It is within the logical architecture of management and orchestration domain of ETSI NFV architecture. The CM proxy itself requires increased level of trustworthiness by using cryptographic attestation for its own trustworthiness, though is optional and is assumed to be achieved outside the scope of the solution. Additionally, the CM proxy provides mutual authentication with both the 5G NF on one end, and operator CA/RA on the other.
7.2.2
Conclusion

It is proposed to pursue an approach where the OAM system of the NF provides the initial trust to be used during NF operator certificate enrolment procedure. The initial trust can be implemented by an initial (OAM) certificate (although other implementation options are also valid, e.g., signature of certain NF parameters), which can be verified by the operator CA/RA, since the trust between the OAM system and the operator CA/RA has been pre-established. 

It is agreed to propose the Solution #3 as the basis for the normative work.

It is proposed to consider differences among solutions described in analysis above for the normative work
Editor’s Note: Further conclusions are FFS.
*** End of Change 1 ***
