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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
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3
Rationale

3.1

Background
GSMA/5GMRR has been discussing the implications of the 3GPP 5G e2e service architecture and the 5G security solution designed for N32, i.e. 

-
TLS for bilateral roaming and 

-
PRINS for roaming with hops (intermediaries like IPX, RHUB) on the path that are not only doing IP routing.

When GSMA NRG started to discuss the practicabilities and how the existing deployments can be mapped to the 5G solutions, several questions were raised. This led to the 5G Mobile Roaming Revisited (5GMRR) task force in GSMA. 

While the bilateral case is clear and can be done as specified, for roaming via intermediary hops, the players (IPX, RHUB, RHUB) in the ecosystem see limitations with PRINS if they want to provide service continuity to their services. IPX, RHUB and RVAS are well-established stakeholders in enabling roaming in 2G/3G/4G. 

SA3 received previously LSs on roaming hub and middle box (IPX) security from GSMA 5GMRR task force. This let to an update in 33.501 to include the “Operator Group Roaming Hub”. Also, SA3 provided a response on middle box security in S3-231389.
The intention by this discussion paper is to find a way forward how to handle the latest received LSs and missing responses from the earlier LS.
3.2

LSs received, shortly summarized

5 LSs are provided to SA3#110Adhoc-e meeting:
· 1 umbrella LS (1717) connecting the 3 requirement LSs

· 3 LSs with requirements for the respective stakeholders (1718, 1719, 1720)

· 1 LS with a working solution assumption that would enable the services (1721)

	Tdoc #
	Title
	Sender
	Comments

	
S3‑231717
	LS to 3GPP on GSMA requirements regarding intermediaries in the roaming ecosystem (Roaming Hub, IPX and RVAS Providers)
	GSMA
	Overall umbrella LS

( Entities (RHUB, IPX,RVAS) may need access to messages exchanged between PLMNs to be able to offer their services. 

	
S3‑231718
	LS response to 3GPP on IPX Requirements for 5GS Roaming
	GSMA
	19 requirements for IPX listed

Use cases described:

· Hosted SEPP

· Regional breakout

	S3‑231719
	LS Roaming Value Added Service Requirements
	GSMA
	Use case described: 

· sponsored roaming

	
S3‑231720
	LS with Roaming Hubbing requirements and LS response to 3GPP SA3 LS(S3-214456) on 5GS Roaming Hubbing
	GSMA
	16 requirements for RHUBs listed (many similar to IPX requirements)

Detailed responses to an earlier LS from SA3 (sent in 2021)

	
S3‑231721
	LS on GSMA 5GMRR Working Solution Assumption L-PRINS and Data Session Control
	GSMA
	Proposal by GSMA for addressing the requirements above – working solution assumption; request to comment.

This is a hop-by-hop solution

On top of TLS between 2 hops it is proposed to use PRINS.

PRINS is the negotiated protocol between 2 adjacent hops.

Proposes to add signature from the sender of a message. 

Each hop verifies this signature and provides the information (signature of previous hop verified) to the next hop.

Allows for logging and later proof of evidence who has sent what between hops.

Introduces a SEPP for each intermediary hop (IPX or RHUB) 


3.3

Use cases, shortly summarized

RHUB - facilitates the deployment and operation of International Roaming Services between the Client Operator and a set of selected Connected Operators with financial and technical liability to apply all necessary controls and access to all CP and UP communications.

IPX – Hosted SEPP service: The IPX provider shall be able to provide a hosted SEPP service to manage roaming connections on behalf of the client MNO. As far as the roaming partners of the client MNO are concerned, the 5G SA roaming connection terminates at IPX provider, while the connection between client MNO and IPX provider can considered to be private, 5GMRR is looking for a single standard solution based on SEPP/N32.

IPX – Regional Breakout: RBO is a well-established service in 3G/4G that allows IPX providers to deliver low latency user-plane breakout services without full LBO interconnection.  RBO allows to breakout all the user plane traffic of a homed-routed PDU session from a roaming UE to the data network via IPX providers, as an alternative to the current Local-breakout and Home-routed models.  IPX providers usually have regional coverage, so RBO reduces the round-trip times compared to the “normal” home routed model when all the user plane traffic is home-routed.   

RVAS – Sponsored Roaming: This service enables network operators (MVNOs or non-public networks) to fast launch international roaming for their subscribers. Technically speaking, these network operators (called client MNO in the following) make use of roaming agreements of an established MNO, while using their own network or relations when available. Such an established MNO is called “sponsor” or “donor” MNO. An RVAS provider may bundle multiple sponsor MNOs in its outbound roaming service offering. In such a context it is not possible to establish an end-to-end relation between VPLMN (roaming partner of sponsor MNO) and the actual HPLMN of the subscriber (client MNO): the sponsor MNO needs to play a pivotal role.
3.4

Requirements by IPX and RHUB

Please refer to S3-231718 and S3-231720 for the detailed requirements.
3.5

Working assumption solution provided by 5GMRR

S3-231721 describes a potential solution that acts as a working assumption in order to fulfil GSMA requirements. 3GPP is requested to review this potential solution and to provide feedback. It is stated that this working assumption represents a compromise solution after years of deliberation.

From the document: “L-PRINS is a hop-by-hop solution which offers a digital signature protection for all N32-f messages between any two immediate hops over the N32 interface. GSMA 5GMRR considers L-PRINS to be a potential milestone towards a solution with end-to-end security between the VPLMN and the HPLMN.”

While this solution enables the required services offered by service providers, such as Roaming Hub, IPX, and RVAS providers, several open questions are there, for which 3GPP feedback would be needed.

4
Way forward proposal

1) Propose to send technical questions to 5GMRR

While it is clear that first 3GPP internal coordination is needed to respond on the requirements LSs and use cases, it is important to not lose time and the earlier received feedback and exchange that SA3 had with 5GMRR already. Hence, it is proposed to collect technical questions on the existing 5G framework (even if not complete) to better understand what are the painpoints with the existing architecture solutions. In particular, some technical questions related to PRINS and a heads-up that 3GPP needs more time to coordinate a joint response to the set of LSs received, can be sent as SA3 LS to 5GMRR (in cc the other groups).
Questions (start of collection):   
· Can you please provide feedback on the proposed (not agreed) PRINS update solution proposal in S3-231419 that was sent by SA3 in the last LS reply (S3-231389) to 5GMRR? Which use cases would be addressed by this solution?
· Can you please explain, what is missing exactly at the intermediaries, if PRINS with integrity-only protection is used, i.e. all IEs of the HTTP message received from a NF are clear text objects in JSON?

· How to you plan to fulfill regulatory requirements on privacy, if no e2e encryption is wanted from stakeholder perspective? I.e. the information exchanged between endpoints being fully visible and possibly modifiable by intermediaries.
2) SA3 to check jointly with SA2, which of the requirements are in scope of 3GPP, what can be covered per existing specs & whether clarification sentences in Rel-19 (or Rel-18?) spec will help. Make decision on SA1 involvement.
3) SA3 to check jointly with SA2, which of the use cases can be covered per existing specs & whether clarification sentences in Rel-19 (or R18?) spec will help (as what we did with the operator group roaming hub in 33.501). Make decision on SA1 involvement.
4) SA1 involvement for new use cases if these use cases or requirements are not achievable per existing specs (or with minor fixes), i.e. in this case SA1 needs first to agree on the use cases being within scope of 3GPP and then to provide requirements (possibly still in Rel-19 with the necessary exceptions for extensions for SA2/SA3 then)

5) S3-231721 working assumption: This needs further analysis. It depends on the agreement for requirements. It is proposed to postpone a reply-LS on this solution.
Notes:

For 2)+3), SA3 SID proposal on N32/SEPP with already existing KIs and some solutions can be used and the related WID for Rel19 for CRs being established. 

For minor fixes not in scope of this SID, TEI19 can be used (or, if agreeable for Rel18, TEI18 would be used).

For 4), new SID/WIDs are needed.
