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1
Decision/action requested

It is proposed to approve the pCR to the HONTRA living document to TS 33.501
2
References

[1]
3GPP S3-231477: "Skeleton and new SBI of the HONTRA for normative work"

[2]
3GPP TS 23.502: "Procedures for the 5G System (5GS)".

[3]
3GPP TR 33.741: "Study on home network triggered primary authentication".

[4]
3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".

3
Rationale

The HONTRA living document to TS 33.501 [1] includes a generic HONTRA procedure. This document proposes the resolution of a few Editor's Notes and the introduction of a few clarifications.

It is clarified in step 0b that the UE has performed registration procedure and therefore the UDM already has the address of at least one AMF which serves the UE. 

With respect to the following Editor's Note, this document proposes that the interaction between the UDM and AMF is modelled as a UDM Notification service (Nudm_ReAuthentication Notification). This proposal is inspired by the exiting UDM triggered notifications to trigger UE related procedures, e.g. Nudm_UECM_DeregistrationNotification[4]. In addition the proposal follows the design principle that the control of the authentication service is in the HPLMN, therefore a UDM service proposal. Moreover, the AMF does not currently provide any authentication type of service, it is just a consumer of Authentication services by the AUSF. 

Editor’s Note: The name and the type (request/reply, subscribe notify etc) of the interaction between the AMF and UDM is FFS. 

The following Editor's Note is also proposed to be removed as it is addressed by the new text in Step 2. 

Editor’s Note: The handling of multiple AMFs registered to the UDM is FFS. 

With respect to the following Editor's Note, it is proposed that the AMF handles the UDM notification for a re-authentication of a UE based on its own policy, the UE state (e.g. if the UE is under handover) and a similar way as the TS 23.502 [2], 4.2.3.3 Network Triggered Service Request which includes actions such as the AMF attempt to page the UE. 

Editor’s Note: The serving network has its own authentication policy. Moreover it is possible that the UE cannot be reached. Therefore it is FFS whether it can start a primary authentication right away after receiving the authentication message from the UDM.

With respect to the following Editor's Notes, this document proposes some changes in the clarification in 6.1.X.2 that the UDM may initiate primary authentication based on local policy in relation to procedures initiated by the UE (e.g. UE registration in 5GC) or towards the UE (e.g. SoR/UPU). Moreover the NOTE 1 states at least two existing events based on the use cases of the HONTRA study (TR 33.741 [3]) which can be used by the UDM to determine whether to trigger primary authentication.  

Editor’s Note: The step details such as for aspects covering operator/local configuration/policy usage, UDM logic, or trigger to UDM etc. are FFS.

Editor’s Note: Whether a new UDM service is needed is FFS, whether it is needed that a consumer NF (e.g. AUSF) triggers the UDM is FFS. 

4
Detailed proposal

***BEGIN CHANGES ***

6.1.X
Home network triggered primary authentication procedure

6.1.X.1
General
In case the HN and the SN support the services defined in clause 14.2.x, then the UDM is able to trigger a primary authentication procedure as described in the following clause. 

Editor's Note: The impact of HONTRA on the security related service operations in clause 14 is FFS. The above statement will be updated when the service operations are agreed.  
6.1.X.2
Security mechanisms

The UDM may initiate primary authentication based on events from other NFs, considering local policy into account as well. 
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Figure 6.1.X.2-1 Home Network triggered primary authentication procedure

0a.
[optional] The UDM may be pre-configured with an operator policy in order to determine when to trigger a primary authentication procedure. 

A prerequisite for the initiating of Home Network Triggered Primary Authentication is that the UDM already has the information about the AMF serving the UE. Otherwise, the UDM cannot contact any AMF in later steps.

Editor’s Note: Whether a new UDM service is needed is FFS, whether it is needed that a consumer NF (e.g. AUSF) triggers the UDM is FFS. 

1.
Based on a received event and the local operator policy, if there is no ongoing primary authentication for the UE, and if the UDM determines to trigger the primary authentication, the UDM determines the serving AMF/SEAF of the target UE. 

Editor’s Note: The handling of multiple AMFs registered to the UDM is FFS. 

NOTE 1:
The reasons for the UDM determining that the UE needs to be authenticated can be different. For example, the UDM can determine to initiate a primary authentication when the AMF registers the UE upon the Registration procedure during the mobility from EPC or when the Nausf_{SoR|UPU}Protection service returns with an error that the SoR/UPU counters are about to wrap around, or when required based on local policy. The UDM behaviour is determined by the primary authentication policy which takes into account the support of certain features in the PLMN. For example, if the PLMN does not support the SoR/UPU feature, then a policy to initiate HONTRA upon SoR/UPU counter wrap around will not be required. It has to be noted that the SoR/UPU counters wrapping around is a rare event, and 2^16 SoR/UPU messages need to be exchanged with the same KAUSF before such an error occurs.
2.
The UDM sends an authentication message to the AMF/SEAF with the UE’s SUPI. 
When there is an ongoing registration initiated by the UE, the UE’s SUPI needs not to be included in the authentication message.
Editor’s Note: The name and the type (request/reply, subscribe notify etc) of the interaction between the AMF and UDM is FFS. 

3.
After receiving the authentication message from the UDM, the AMF/SEAF shall decide whether run the primary authentication procedure based on its own local authentication policy. 
If the AMF/SEAF cannot run a primary authentication as described in steps 4, the AMF/SEAF sends the authentication response message to the UDM with an acknowledgement which includes failure cause else it is set as success.The authentication response message also includes a timer or a waiting indication to inform UDM to wait for UE is reachable.
When UE re-attaches to the same AMF or becomes reachable, the AMF checks the authentication pending flag value and performs the reauthentication. Once UE reauthentication is done, the AMF marks the authentication pending flag= false. If UE attaches to a new AMF (e.g., mobility scenario), then the new AMF may retrieve the UEContext from the previous AMF, determine that authentication is pending for the UE, and perform reauthentication. 


4.
The AMF/SEAF starts the primary authentication procedure as defined in clause 6.2.1 of the present document.

The UDM may execute other procedures (e.g. SoR/UPU) depending on the reason that motivated the UDM triggered reauthentication procedure in step 1. 

Editor’s Note: The step details such as for aspects covering operator/local configuration/policy usage, UDM logic, or trigger to UDM etc. are FFS.
***END OF CHANGES ***

This CR should cover only UE reachability aspect
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