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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution in TR 33.893 on privacy protection of Located UE when being discovered and selected by the Target UE.
2
References
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Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

In clause 5.2.2 of TS 23.586 [1], it is specified that a Target UE may discover and select one or more Located UEs to be used in the Ranging/SL positioning procedures to facilitate the accurate positioning of the Target UE. However, if the Target UE discovers and selects a Located UE which does not allow the exposure of its location information, the privacy of the Located UE is then violated. Therefore, there is an Editor’s Note in clause 5.2.2 of TS 23.586 [1] about the privacy aspects of exposing and sharing the location of a Located UE (e.g. to any Target UE) during discovery, which needs to be studied by SA3.

This pCR proposes a new solution in TR 33.893 [1] on privacy protection of Located UE when being discovered and selected by the Target UE.
4
Detailed proposal

*************** Start of the 1st Change ****************
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*************** Start of the 2nd Change ****************

6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution #1: Privacy protection for UEs in Ranging
	X
	
	
	
	

	Solution #2: Authorization of 5GC NF for Ranging/SL positioning service exposure
	
	X
	
	
	

	Solution #3: Authorization of Application Server for Ranging/SL positioning service exposure
	
	X
	
	
	

	Solution #4: Subscription-based authorization of the role of the UE during discovery
	
	X
	
	
	

	Solution #5:  Use of authorization tokens at PC5 security establishment
	
	X
	
	
	

	Solution #6: Protection of direct communication for Sidelink Positioning service
	
	
	
	X
	

	Solution #7: Security policy based protection for Ranging/SL positioning service operation
	X
	
	
	X
	

	Solution #8: Security policy based protection for ranging result sent to SL Positioning Client UE
	X
	
	
	
	

	Solution #9: Ranging/SL Positioning discovery and link establishment procedure for V2X capable UEs
	
	
	X
	X
	

	Solution #10: Use of authorization tokens after PC5 security establishment
	
	X
	
	
	

	Solution #11: Client UE authorization for service exposure through sidelink
	
	X
	
	
	

	Solution #12: Ranging/SL Positioning discovery security for 5G ProSe capable UEs
	X
	
	X
	
	

	Solution #13: Security of Ranging unicast communication
	
	
	
	X
	

	Solution #14: Direct communication security for Ranging-based services
	X
	
	
	X
	

	Solution #15: Direct communication security for Ranging-based services
	X
	
	
	
	X

	Solution #Y: Privacy protection of Located UE during its discovery and selection
	X
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


*************** Start of the 3rd Change ****************

6.Y
Solution #Y: Privacy protection of Located UE during its discovery and selection
6.Y.1
Introduction 

This solution addresses Key Issue #1 on Privacy protection for Ranging/SL Positioning services.
In clause 5.2.2 of TS 23.586 [xy], it is specified that a Target UE may discover and select one or more Located UEs to be used in the Ranging/SL positioning procedures to facilitate the accurate positioning of the Target UE. However, if the Target UE discovers and selects a Located UE which does not allow the exposure of its location information, the privacy of the Located UE is then violated. This solution introduces a method to preserve the privacy of the Located UE when it is being discovered and selected by the Target UE. 
6.Y.2
Solution details
According to clause 5.2.2 of TS 23.586 [xy], for network assisted Ranging/SL positioning, the Target UE shall discover and select a Located UE that is in the same serving PLMN of the Target UE, and privacy aspects of exposing and sharing the location of the Located UE (e.g. to any Target UE) during discovery needs to be considered. Based on such specification, the privacy requirement of the Located UE needs to be checked during discovery procedure before the Located UE is selected by the Target UE.
This solution proposes that, while the Located UE requests discovery keys from the network, the network needs to check the privacy requirements of the Located UE before providing discovery keys to the Located UE. The network function initiating the check of UE privacy could be the network function responsible for generating and provisioning discovery keys. The method of UE privacy profile check specified for LCS in TS 23.273 [9] can be reused. 
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Figure 6.Y.2-x: Privacy Check of the Located UE during the Discovery Procedure – Model A
1.
The Located UE sends a Discovery Key Request to the DDNMF/PCF/PKMF, which includes at least the UE ID, SL positioning service code and the role the UE intends to play (i.e. Located UE).

2.
The DDNMF/PCF/PKMF contacts the UDM to check whether the UE is authorized to act as a Located UE for the SL positioning service against its subscription information. 

3.
If the authorization is successful, the DDNMF/PCF/PKMF requests to retrieve UE privacy profile from the UDM via Nudm_SDM_Get request.

4.
The UDM returns the privacy profile of the Located UE to the DDNMF/PCF/PKMF via Nudm_SDM_Get response.

5.
The DDNMF/PCF/PKMF checks whether the Located UE allows its location information to be obtained by the network against the UE privacy profile. 

6.
Optionally, the DDNMF/PCF/PKMF notifies the UE via the AMF for privacy verification by the user, based on the privacy verification procedure defined in TS 23.273 [9]. 
NOTE X:
Details on privacy profile additions for Ranging/SL positioning need to be determined in coordination with SA2.
7a.
If the privacy check is successful, the DDNMF/PCF/PKMF generates the discovery security materials for the UE and proceeds to step #8.
7b.
If the privacy check fails, the DDNMF/PCF/PKMF returns a Discovery Key Response to the UE with a failure cause, and the Located UE aborts the discovery procedure.

Editor’s Note: LCS profile is supposed to be used by GMLC/NEF to check user authorization information to expose UE’s location towards a 3rd party (e.g. LCS client, AF). In this case, Located UE itself can determine whether or not it wants to be discoverable. It’s FFS why the Network needs to reject a discovery key request from the UE itself, who wants to be discoverable.
8.
The DDNMF/PCF/PKMF returns a Discovery Key Response to the UE including the generated discovery security materials.

NOTE Y:
There can be different levels of acceptable exposure for the located UE, e.g., some located UEs may accept sharing its location with the target UE, or some located UEs may only accept sharing its location with LMF. Thus, next to the discovery parameters, also a privacy policy may need to be configured in Target UE / Located UE. Details can be determined during normative work.
9.
If model A is used for discovery, the Located UE starts to broadcast announcement message including its own UE info and the SL positioning service code. The message is protected using the received discovery security materials.

10.
The Target UE monitors the broadcasted announcement messages. If the Located UE info in the announcement message matches the Located UE info provided by the LMF, the Target UE sends a Discovery Key Request to the DDNMF/PCF/PKMF, which includes at least the UE ID, SL positioning service code, the role the UE intends to play (i.e. Target UE) and the role of UE to discover (i.e. Located UE).

11.
The DDNMF/PCF/PKMF interacts the UDM to authorize the role of the Target UE against its subscription information.

12.
The DDNMF/PCF/PKMF returns a Discovery Key Response to the UE including the discovery security materials generated in step #7a.

13. Upon receiving the discovery security materials, the Target UE is able to verify the received announcement message.

14.
The Target UE selects the Located UE by sending a Direct Communication Request (DCR) to the Located UE.

15. The Located UE returns a Direct Communication Accept (DCA) to the Target UE.

16.
The rest of the SL positioning procedure is performed.
17.
UE1 obtains the SL positioning result and sends it to the Client UE via PC5 link.
If model B is used for discovery, the Target UE broadcasts a solicitation message which contains the Located UE info provided by the LMF. The Located UE monitors the broadcasted solicitation message to find whether the message contains the Location UE info matching its own UE info. If there is a match, the Located UE verifies the solicitation message and sends a response message. When receiving a response from a Located UE, the Target UE selects the Located UE by sending a DCR message.
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6.Y.3
Evaluation


This solution fulfils the first requirement in KI#1. It also addresses the Editor’s Note in clause 5.2.2 of TS 23.586 [xy].

The privacy check is triggered by the PCF/DDNMF/PKMF when receiving discovery (key) request, which then interacts with the UDM, in the same way as the GMLC using the mechanism defined in TS 23.273 [9]. Only after successful privacy check of the Located UE, the PCF/DDNMF/PKMF will then generate discovery security materials for the Located UE.

Hence the main impact of the solution is on the network function generating discovery security materials, and the solution has no impact on the UE. 
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