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1
Decision/action requested

Please approve the proposed changes to Sol#3.
2
References

[1]
3GPP TR 33.884: " Study on security of application enablement aspects for subscriber-aware northbound API access "

3
Rationale

Sol#1 in [1] contains the following Editor's Notes, which are discussed and resolved by this contribution:
Editor's Note: Whether 3GPP needs to define additional scopes and claims for token requests and tokens is FFS.

Editor's Note: It is FFS, if the AEF can validate the scope of the API request solely on the content of the token or if other mechanisms are needed and, if so, if further standardization is required for this purpose.

It should be noted that a comprehensive introduction of fine granular authorization scopes on the level of individual resources is a complex matter and beyond the scope of this solution.
In this solution we assume that it is sufficient to handle API calls, whose scope is clearly limited to resources owned by a single UE. That is, operations affecting several resources, like adding a UE to a LAN group, are not in scope.

If we assume that only API calls with a scope limited to a single UE shall be allowed, it is sufficient, if the access token issued by the authorization server contains the identity of this UE as a claim. Note, since the authorization server has authenticated the UE; it is aware of the identity of the UE. When the AEF receives an API call with this access token included, the AEF needs to check that the API call is indeed only affecting resources of this specific UE and otherwise reject the request.

In summary, it is proposed to remove the EN's and to replace with suitable explanations as indicated above. The evaluation is updated to reflect these changes.
4
Detailed proposal

Please accept the following changes to TR 33.884 [1] clause 6.3 Solution #3 (UE Originated API invocation using OAuth Client Credential Grant).
**** START OF CHANGE ****

6.3.2
Solution details

The context of the components of the solution is visualized in Figure 6.3.2-1.

It is assumed that the application is deployed on the mobile device consisting of the UE. For instance, the application might be an app installed on a smartphone. Note, whether the application is considered being part of the UE or being collocated with the UE on a mobile device is a matter of interpretation and not relevant for the solution. 
NOTE 1: In this solution the UE specific authorization and token claim is added on top of the already existing service authorization.
The API Invoker on the UE is taking the role of the OAuth Client. If CAPIF is applied, the Authorization Server is part the CAPIF Core Function. In this case the interface between API Invoker and Authorization Function is part of the CAPIF-1 interface.

CAPIF onboarding for assignment of Client Id and Client secret is not needed, since Client Id and Client secret can be derived from the 5G key hierarchy as explained in more detail in step 2 of the message flow below.
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Figure 6.3.2-1: Solution components of UE originated API invocation using OAuth client credential grant.

A typical message flow executed for UE originated API invocation is depicted in Figure 6.3.2-2.
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Figure 6.3.2-2: Message flow used for UE originated API invocation using OAuth client credential grant

The individual steps are described below:

1. The flow is triggered by the application sending a request to the API invoker on the UE.

The interface between Application and API invoker including the authorization of the Application to use this interface is out of the scope of this solution.

It is assumed that this interface can be handled like other internal APIs on a mobile device, like access to cameras or GPS location.

2. Based on the received Request the API invoker on the UE (acting as an OAuth Client) sends an OAuth Token Request to the Authorization Server with the grant type set to "client_credentials".

The Token Request is sent as https request. As part of the session establishment the API invoker authenticates the Authorization Server by verifying the Authorization Server's server certificate.

The FQDN of the authorization server can be constructed in a way standardized by 3GPP. The operator can obtain a server certificate from one of the CAs, which are trusted by the operating system of the UE and whose root certificate are preinstalled in the operating system of the UE.

The scope parameter is set by the API invoker based on the request of the application such that it covers the necessary scope of the subsequent API request in step 5.

In line with the SA1 requirement that the Application itself is invisible to the 5G system the token request does not contain information related to the identity of the Application, but the solution introduces a new entity, API invoker, in the UE, which is visible to the 5G system. 

The Token Request includes the authentication of the API Invoker using the API invoker's client credentials. The circumstance that the API invoker is located and associated with a UE can be exploited for instance by using AKMA

In this context the Authorization Server takes the role of the AKMA AF. The https protocol is used as Ua* protocol. Depending on whether the Authorization Server is regarded as trusted the Authorization Server can directly interact with the AAnF or via NEF. Depending on the choice the SUPI or the GPSI can be used as OAuth client Id. The AKMA key KAF can be used as client credential. Thus, the authorization header of the http Token Request sent from the UE to the authorization server can be used for http Basic authentication with A-KID and KAF as username and password, respectively. Alternatively, also http Digest authentication can be used. This can be decided during normative work.

3. The authorization server is authorizing the request based on the identity of the API Invoker and the requested scope by applying stored policies and permissions.

NOTE 2: This solution assumes that policies and permissions are pre-arranged at the authorization server. Since the application is not visible, the policies and permissions are in the granularity of UE level, not the application level.
4. In case of successful authorization the authorization server returns the token to the API invoker. The token includes claims, which reflect the granted scopes and permissions.
One of the claims of the issued token includes the identity of the UE.
NOTE 3 : The authorization server knows the identity of the UE from the UE authentication executed in step 2. Whether GPSI or SUPI is used as UE identifier can be decided during normative work.

NOTE 4:  Fine granular authorization scopes on the level of individual resources are not in scope of this solution. The solution assumes that it is sufficient to handle API calls, whose scope is clearly limited to resources owned by a single UE. That is, operations affecting several resources, like adding a UE to a LAN group, are not in scope. Hence, only UE identity is needed.
5. The API invoker is sending the actual API request to the AEF. The API request contains the token received in the previous step.

The API Request is sent as https request. As part of the session establishment the API invoker authenticates the AEF by verifying the Authorization Server's server certificate.

If mutual authentication is needed, AKMA can be used between API invoker and AEF (e.g. https digest authentication).
6. The AEF is validating the incoming request. That is, the AEF verifies the validity of the token, and the AEF verifies that the request is within the scope described by the claims in the token. The AEF especially ensures that the scope of API calls is restricted to resources owned the UE, whose identity is included in the token claims. API calls with a wider scope are rejected by the AEF. 


7. In case of successful validation the AEF is executing the request by involving other NFs (not shown in the signalling diagram)

8. The AEF returns the result of the API call to the API invoker.

9. The API invoker completes the flow by sending a response to the application (which is based on and might include results received in the previous step.

NOTE 5: Authorization from the resource owner (i.e., the user) is not considered as part of the OAuth procedure using Client Credential Grant type.

**** END OF CHANGE ****
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