3GPP TSG-SA3 Meeting #110 Adhoc-e 
S3-232107
Electronice Meeting, 17 - 21 April 2023










(revision of S3-yyxxxx)
Source:
Lenovo, Samsung
Title:
Update to Solution #5 in Snaappy
Document for:
Approval

Agenda Item:
5.11
1
Decision/action requested

This pCR provides an update to Solution #5 in TR 33.884.
2
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3GPP TR 23.700-95, ‘Study on application enablement aspects for subscriber-aware northbound API access’, Release 18.

3
Rationale

The pCR provides updates (clarifications and editorial clean-up) to solution #5 in TR 33.884 [1]. Specifically mapping to SA6 defined use case was requested, so the following is clarified based on TR 23.700-95 [3].

# A.1
AF-originated API invocation (Gaming): In this use case, the end user (also a subscriber of the MNO) allows the AF (game provider's server) to invoke the QoS API (offered by MNO) to modify the QoS of the end user.

Inference: In A.1, the resource owner is also the end user who is the subscriber.

# A.2
UE-originated API invocation (Location tracking): In this use case, the end user (also a subscriber of the MNO) on UE X allows the end user on UE Y to invoke an API to track the location of the end user on UE X.
Inference: In A.2, the resource owner is also the end user on UE X who is the subscriber who allows another end user on UE Y to access location information of UE X.
For both cases, the Authorization server need to fetch authorization from the resource owner before exposing the API service to the API Invoker AF/UE, therefore this solution enables secure connection establishment between the Resource Owner (end-user who is also the subscriber of the MNO) and the authorization server to exchange and verify any authorization related data on application level. Further the type of authorization data (e.g., user consent) shared is upto the application layer (e.g., by fetching authorization code grant), and how the authorization data is managed is upto the operator implementation. If the Operator manages the authorization data locally in UDM/UDR, the Authorization server can check such authorization data if available.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.884

*****Start of Change 1*****
6.5
Solution #5: Resource Owner based authorization for resource access
6.5.1
Introduction 

The solution addresses Key Issue #2.

The solution describes the method to receive and revoke authorization as required from an authenticated Resource owner to control access to resource(s) of a resource owner. Figure 6.5.2-1 shows the resource authorization procedure to allow access to resources. 

6.5.2
Solution details
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Figure 6.5.2-1: Resource authorization procedure to allow access to resources

The steps shown in Figure 6.5.2-1 is described as follows:

1-2. During the primary authentication procedure, the UDM may also indicate to the AUSF whether CAPIF keys need to be generated for the UE (i.e, resource owner). If the CAPIF Indication is included, the UDM may also include GPSI and CAPIF Function information (i.e., ID/address).

3. If the AUSF receives the CAPIF indication from the UDM, the AUSF and UE following a successful primary authentication can generate CAPIF Key and CAPIF-UE ID (to identify the CAPIF Key for the UE) from the AKMA Key.

NOTE: The inputs used in the CAPIF key and ID generation can be upto the normative phase.

4a. The AUSF based on CAPIF Function information, sends resource owner authorization data notification request to the CAPIF function which can include the UE ID (i.e., GPSI), CAPIF key and the ID.

4b. The CAPIF Function stores the received information and sends a sends resource owner authorization data notification response to the AUSF.

5. The AUSF sends the CAPIF Function information and GPSI to the AMF and the AMF forwards the information to the UE over the NAS transport.

6a. The UE initiates a resource owner registration request  with CAPIF-UE ID, GPSI and a freshness parameter to the CAPIF function. 

The CAPIF function verifies if the received CAPIF-UE ID matches with the resource owner authorization data received in step 4a. If the verification is successful, the CAPIF function considers the resource owner registration as successfull and it assigns a Resource Owner Identity. 
6b. The CAPIF Function can send a resource owner registration response with nonce. The UE and the CAPIF Function generates a key based on the CAPIF Key, nonce and GPSI, establish a secure session. The CAPIF Function then sends a resource owner ID and lifetime (for the resource owner registration) following a successful resource owner registration.
7a-c. An API Invoker (e.g., an AF originated API Invocation/ another UE originated API Invocation happens) performs onboarding, mutual authentication (e.g., as in 33.122 and these aspects are related to KI#1) with the CAPIF Function and if the service APIs needs additional resource owner authorization, the authorization code related to the resource owner can be issued to the API Invoker based on the Authorization Code Flow described in RFC 6749, where the CAPIF function authenticates the resource owner (i.e., end user) based on the Resource Owner ID and the associated resource owner key. The CAPIF function and the UE (resource owner) establishes secure connection using the resource owner key generated from the CAPIF Key, the freshness parameter (received in step 7b) and other inputs if requried. 
7d. The API Invoker requests access token from the CAPIF Function (i.e., authorization server can be part of the CAPIF Function) related to the resources with GPSI of the resource owner and the code (if step 7a-7c is performed).
. 
8. Alternatively, based on opearator implementation, the CAPIF Function can determine to check the resource owner authorization data (if available in the UDM/UDR, i.e., query the UDM/UDR to check the authorization data related to the GPSI for e.g., to check if the resource owner accepts to expose the data associated to it).The resource owner authorization data fetching, and handling can be upto operator implementation.
9. Based on the authorization data fetched, the CAPIF Function provides access token to the API Invoker. The claims used to generate access token are upto normative work. 
For the case of revocation, the Resource owner can anytime revoke the authorization data issued earlier by establishing a secure connection with the CAPIF Function (e.g., steps 7b initiated by UE and step 7c is performed), else the operator based on implementation can manage the revocation of resource owner authorization data. If an authorization is revoked, the access token request and any related data sharing with AEF is rejected by the CAPIF Function.
6.5.3
Evaluation

The solution addresses Key Issue #2 and enables the following:

An application key derived from CAPIF Key related to the Resource Owner is used to establish secure application session with the CAPIF Function. Access to resource of resource owner is allowed based on resource owner specific authorization information (i.e., user consent data) verification by the network.

The solution assumes the resource owner as the subscriber. The solution has impacts to AUSF and UDM as it extends AKMA security for resource owner registration and security establishment. The solution requires access to 5G key hierarchy and will only work when the UE is authenticated to 5G network.

*****End of Change 1*****
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