3GPP TSG-SA3 Meeting #110e AdHoc 
S3-232102
e-meeting, 17 - 21 April 2023



merge of S3-232014, S3-231722 and S3-231941
Source:
Huawei, HiSilicon, Ericsson, Lenovo
Title:
Additions to the evaluation of tenet 5 on security posture
Document for:
Approval

Agenda Item:
5.21
1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
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Rationale

This contribution proposes changes and further analysis to the evaluation of the fifth tenet of [2] related to security posture. The contribution is based on a previous submission [3]. The contribution borrows some of the observations raised in [4] and that, in our view, are important for the completeness of the evaluation.
4
Detailed proposal

It is proposed to approve the following solution for inclusion in TR 33.894 [1].

**** Start of Changes****
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**** Next Changes****

5.1.4
Tenet #5: Maintain the integrity and security posture of all owned and associated assets
5.1.4.1
Description 
According to tenet 5 in [2], "The enterprise monitors and measures the integrity and security posture of all owned and associated assets". Further description in [2] shows that this tenet majorly covers operational security and evaluation of the asset’s security posture during evaluation of resource request. The tenet focuses on the posture of all resources and devices. In the context of this study, resources and devices can be assimilated to 5G System consisting of RAN, Core  and UEs , whereas the RAN and UE being out of scope. In general, for 5G System entities the tenet recommends processes in place in order to ensure that the security best practices and guidelines are followed as well as a robust security monitoring and reporting solution in place. 
All the associated assets connected to the network infrastructure are continuously monitored to ensure that they remain configured in a state that is known to be legitimate and secure. Therefore, the security challenge "Trust Nothing and Verify Everything" is considered.  

In the 5G core network, this principle refers to the data that can be collected from the NFs that can be used to perform threat assessment as part of continuous security monitoring and trust evaluation. 

5.1.4.2
Relevant security mechanisms 
The mechanisms specified in TS 23.288 [6] pertaining to data collection from NFs, e.g., clause 6.2.2 and analytics, e.g., clause 6.3 to 6.7 could be considered relevant. 
There is currently no explicit standardized security monitoring within NWDAF or in other NF.

The NWDAF defined in 3GPP TS 29.520 [x] is used to preform network analytics on data collected from user equipment, network functions, and operations, administration, and maintenance (OAM) systems, etc. 
Monitoring of the integrity and security posture of the 5G Core, that also take into account other factors of the infrastructure, already exists today in operators' network infrastructure. These monitoring systems are out of scope of the 3GPP specifications.  



5.1.4.3
Evaluation 
In general, the tenet touches upon two aspects. The first one is related to operation security. In this regard, it is expected that the proper security practices and guidelines are followed during deployment and operations in order to detect and mitigate vulnerabilities. This includes as described in [2] regular updates, security patches, and mitigation plans should there be a breach, etc. The enforcement of such practices depends heavily on the implementation and deployment context, e.g., infrastructure, enterprise network, etc. Therefore, it does not warrant the development of standard solutions. Nevertheless, it is worth mentioning that the 3GPP security standards in general are continuously evolving. In fact, vulnerabilities in the security mechanisms revealed either by individual 3GPP members or through one of the established CVD programs are always discussed and remediated whenever deemed necessary. 
The second aspect is related to monitoring. In this regard, TS 23.288 [6] provides a framework for data collection services that can further enhance whatever security monitoring solution an operator has. For NF monitoring, the framework of [6] includes analytics for performance monitoring in clause 6.6 and load monitoring in clause 6.5. Such data could be used for example to evaluate the state of the NF and whether it is behaving normally. However, the framework in [6] relies on the NWDAF, a 5G Core NF, to leverage such services. From a higher level perspective taking into account the enterprise as a whole with the 5G Core being one part of it, such relevant information exposed by the 5G Core NFs (if any) directly or indirectly via the NWDAF is very likely to be used by an entity outside the 5G Core itself. This could be the operator security monitoring solution or whatever current proprietary solutions being used to achieve the same goals. Overall, this does not warrant standardizing a 5G Core-specific security monitoring procedure.
NWDAF supports data collection and network monitoring for general aspects related to NF load, performance etc. However, the NWDAF is a Network Function in the 5G Service-Based Architecture itself. According to NIST SP 800-92 [a], sections 2.3.2 and 5.1.3, as well as similar guidance on security logs like,

 it is important to separate and isolate security logs, So, a security monitoring function can be outside the SBA and the security monitoring function itself would be mostly proprietary. 
It is worth noticing that on the one hand, such information could include data like network traffic or logs that is not accessible at the SBA layer. This type of data is not specific to the 5G system itself and highly dependent on the deployment, e.g., platforms and technologies used. Therefore, for data collection and sharing , care must be taken in order to follow the security best practices such as the guidelines of NIST SP 800-92 [a] on security logs. 

Therefore, based on this analysis, it is worth investigating whether there is any additional information that could be exposed by the 5G Core NFs for monitoring purposes. In the event of that this study determines that strengthening of the external to 3GPP security monitoring is needed, with not yet specified data collection, this information needs to be well defined and explicitly specified to allow for interoperability and secure operation of installed base.

 Besides this no further actions are required.

**** End of Changes****

�Please see 33.894 clause 5.1.Y.2 EN, this clause lists the relevant specified security mechanisms.So if any security aspects or mechanism is specified in 3GPP, kindly list them. 


Editor's Note: This clause lists the relevant specified security mechanisms if any.





�What is the text from Ref Z is used here? I checked � HYPERLINK "https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/c-1-security-monitoring" �https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/c-1-security-monitoring� it is a long set of document. Clearly mention the text from Ref z which is applicable for this tenet and justifications and then cite this. 


�As the authors didn’t take actions on this comment to add any gist for ref z, its now hanging with no gist added from it, so removing it.


�Already NIST SP 800-92 is cited and recommended, that’s sufficient. I agree the best practises recommened in NIST SP 800-92 can be followed. I checked ref [a], it doesn’t say anything about data sharing with Nfs. Whereas it discuss about limiting access to log files and protecting log files. Separation of log file generally means, if we collect some data from say x function (e.g., AMF) then it should not be shared with y function (e.g., SMF), but it doesn’t mean the data should not be first provided to the collector node/function itself.





All these NWDAF based text is more solution aspects, which can be considered for the solution phase. Here only the tenet specific gaps need to be analyzed and captured. If NWDAF should not be used or if any alternative function have to be considered to provide the data collected, those can be covered in the solutions.








