3GPP TSG-SA3 Meeting #110Ad-Hoc-e 
S3-232094
Electronic meeting, Online, 17 - 21 April 2023









Source:
BUPT
Title:
New solution on KI#5 protection of broadcast communication 
Document for:
Approval

Agenda Item:
5.19
1
Decision/action requested

It is requested to approve the new solution on protection of SLPP information over broadcast communication.
2
References

[1]
3GPP TR 33.893 V0.6.0 Study on Security Aspects of Ranging Based Services and Sidelink Positioning
[2]
3GPP TR 38.859: "Study on expanded and improved NR positioning".
3
Rationale

This solution addresses key issue # 5 “Protection of groupcast/broadcast”. In particular, protects broadcast communication.

In TR 38.859 [2], it is mentioned that using SLPP unicast messages between UEs is the baseline for SL positioning. In addition, sending part of SLPP positioning signalling among UEs via broadcast/groupcast is also possible.
Furthermore, in TR 38.859 [2], it is also mentioned that security issues should be considered on how to protect the SL groupcast/broadcast messages.
4
Detailed proposal

It is proposed to add the following solution in TR 33.893[1]:
**** START OF CHANGE ****
6.X
Solution #X: Protection of broadcast communication
6.X.1
Introduction

This solution solves key issue # 5 “Protection of groupcast/broadcast”. In order to meet the requirements of KI #5, this solution provides a secure Sidelink Positioning broadcast procedure that fulfills confidentiality, integrity, and replay protection for the location information. This solution is summarized into four phases:
1) The broadcast key request phase of the sending UE-1. The sending UE-1 initiates an SL broadcast key request. After authorization, the corresponding Sidelink Positioning Key Management Function (SLPKMF) selects the Sidelink Positioning Broadcast Key (SLPBK), Sidelink Positioning Secret Key (SLPSK), Sidelink Positioning Public Key (SLPPK), SLPBK-ID, and responds the keys to the UE-1.
2) The broadcast phase of the sending UE-1. The sending UE-1 broadcasts protected positioning signaling, the SLPBK-ID, and a token associated with this broadcast message. The token is used to enable the receiving UE-x to verify whether the sending UE-1 does have permission to broadcast, preventing UEs that have obtained SLPBK from impersonating UE-1. In broadcast communications, all the UEs subscribed to the same Sidelink Positioning Services in the proximity of UE-1 have permission to receive and decrypt broadcasted positioning signaling, but whether a UE can broadcast positioning signaling should be authorized. Since SLPBK is the key protects broadcast message, all the subscribed UEs in the proximity of UE-1 will obtain SLPBK from 5GC to undo the protection of the broadcast message. These UEs may impersonate UE-1 to send broadcast message.
3) The key retrieval phase of the receiving UE-x. The receiving UE-x sends an SL broadcast key retrieval request to the corresponding SLPKMF. The SLPKMF of UE-x determines whether the sending UE-1 and receiving UE-x are with the same HPLMN. If they are with the same HPLMN, the SLPKMF of UE-x directly returns a key retrieval response to the UE-x; Otherwise, the SLPKMF of UE-x establishes a secure connection with the SLPKMF of UE-1 to obtain the broadcast key, and then returns a key retrieval response to the UE-x.

4) The decryption phase of the receiving UE-x. The receiving UE-x verifies the token and decrypts the broadcast message.
6.X.2
Solution details
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Figure 6.X.2-1: protection of broadcast information between UEs
Step 1-6：The broadcast key request phase of the sending UE-1. 

0. The sending UE-1 wants to send broadcast message, it prepares positioning signaling (e.g., SL positioning assistance data/SL positioning capability) and perhaps other broadcast data in advance.

1.  The UE-1 sends SL broadcast key request messages to the serving SLPKMF of UE-1, including the UE-1-ID, the Sidelink Application identifier (SLAPP-ID), and the SL security capabilities.
Note1: The SLPKMF may be an existing key management NF in 5GC, such as Prose PKMF. Therefore, the communications between UE and SLPKMF are assumed secure.

2.  The UE-1’s serving SLPKMF sends SL broadcast authorization request to the ranging/SL application server to authorize UE-1’s broadcast request, including UE-1-ID.
3.  The ranging/SL application server authorizes the request based on UE-1's subscription. If the authorization is successful, continue with step 4, otherwise reject the SL authorization request.
4.  The ranging/SL application server provides the SL authorization response to the serving SLPKMF of UE-1.
5.  The serving SLPKMF of UE-1 selects the Sidelink Positioning Broadcast Key (SLPBK) and corresponding key identifier (SLPBK-ID), as well as a key pair: Sidelink Positioning Secret Key (SLPSK) and Sidelink Positioning Public Key (SLPPK) for UE-1. In addition, the serving SLPKMF of UE-1 sets an expiration time for the broadcast key materials. Once SLPBK, SLPSK and SLPPK expire, the SLPKMFs and UEs delete the broadcast keys SLPBK, SLPSK and SLPPK.
6.  The serving SLPKMF of UE-1 returns a broadcast key response to UE-1, including SLPBK, SLPBK-ID, SLPSK of UE-1, and expiration time.
Step 7：The broadcast phase of the sending UE-1.

7.  The sending UE-1 encrypts the UE-1-ID and SL positioning assistance data /SL positioning capability using SLPBK. In addition, the UE-1 generates a token using SLPSK, then sends broadcast message, including SLPBK-ID, token, encrypted UE-1-ID and protected broadcast data (i.e., the positioning signaling).
Step 8-13：The key retrieval phase of the receiving UE x.
8. If the the receiving UE-x doesn’t have the SLPBK associated with the received SLPBK-ID or the UE-x has the SLPBK but after decrypts the UE-1-ID, the UE-x find it has no SLPPK of the UE-1, the UE-x sends an SL broadcast key retrieval request to its serving SLPKMF. The SL broadcast key retrieval request message includes UE-x-ID, SLPBK-ID, and encrypted UE-1-ID. If the receiving UE-x has both SLPBK associated with the received SLPBK-ID and SLPPK of the sending UE-1, skip the steps 8~13.
Note 2: the SLPBK-ID contains UE-1’s HPLMN ID and necessary routing information to enable UE-x’s serving SLPKMF can route to UE-1’s serving SLPKMF.
9.  The serving SLPKMF of UE-x determines whether the sending UE-1 and receiving UE-x are with the same HPLMN based on SLPBK-ID. If they are with the same HPLMN, skip steps 10~12. Otherwise, the serving SLPKMF of UE-x should send a key query request to the serving SLPKMF of UE-1 based on SLPBK-ID.
10.  The serving SLPKMF of UE-x sends a key query request to the serving SLPKMF of UE-1, with SLPBK-ID and encrypted UE-1-ID.
11.  The serving SLPKMF of UE-1 checks whether to return the key based on local policy. If checked, go to step 12.
12.  The serving SLPKMF of UE-1 decrypts the encrypted UE-1-ID, determines SLPPK of UE-1 choosed in step 5. The serving SLPKMF of UE-1 returns the key query response to the serving SLPKMF of UE-x, including SLPBK, UE-1's SLPPK, SLAPP-ID, and key expiration time. 
13. The serving SLPKMF of UE-x sends a key retrieval response to the UE-x, including SLPBK, SLPPKUE-1, key expiration time.
Step14：The decryption stage of the receiving UE-x.
14. The receiving UE-x verifies the token using SLPPKUE-1. If the verification is successful, the UE-x decrypt the broadcast message using the SLPBK. Otherwise, the UE-x disregards the broadcast message.
Note 3: After the above procedures, the UE-x will also get an SLPBK, if now the UE-x wants to send broadcast message and the SLPBK is unexpired, steps 1-14 still need to be carried out for the UE-x. But to avoid the UEs’ key management overhead, in step 5, the serving SLPKMF of the UE-x may decide directly choose the above SLPBK and associated SLPBK-ID for the UE-x to protect its broadcast message, and only choose a new key pair (SLPSKUE-x, SLPPKUE-x) for the UE-x. The serving SLPKMF of the UE-x can realize the UE-x has already got an SLPBK for a specific SLAPP (the step 12 above contains SLAPP-ID).
6.X.3
Solution Evaluation
TBD.
**** END OF CHANGE ****
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