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1
Decision/action requested

It is requested to add evaluation for Sol #10 of 3GPP TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This contribution tries to add evaluation for Sol #10 of 3GPP TR 33.884 [1].
4
Detailed proposal
6.10
Solution #10: UE credential based API invocation procedure
6.10.1
Introduction 

This solution addresses the key issue #1 and key issue #2 in terms of API invoker UE authorization.

In this solution, CAPIF core function/authorization function can authorize API invoker UE to access resources based on the verified UE identity in step 1.

The API invoker UE credential can be certificate or secrets shared among API invoker UE and CAPIF core function/authorization function.

The shared secrets among UE and CAPIF core function can be shared keys related to AKMA and GBA methods.

The shared secrets among UE and authorization function can be shared keys related to AKMA method, GBA method, and CAPIF onboarding procedure.

6.10.2
Solution details

It is assume that the API invoker is a UE in SNA scenarios.
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Figure 6.10.2-1: UE credential based API invocation procedure.
1.
The API invoker and authorization function/CAPIF core function do the mutual authentication.


For the case of CAPIF core function, the API invoker can authenticate CAPIF core function via a certificate. Then the CAPIF core function can authenticate the API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. And the CAPIF core function may generate a certificate for the API invoker after the API invoker onboarding procedure. 


For the case of authorization function, the API invoker can authenticate the authorization function via a certificate. Authorization function can authenticate the API invoker UE based on its credential (e.g., KAF). In specific, the authorization function can authenticate API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. API invoker and authorization function may do the mutual authentication based on methods that are defined in clause 6.5.2 of TS 33.122[5].


A secure connection between the API invoker and authorization function/CAPIF core function is established after the mutual authentication. The secure connection can be established via TLS.

2. 
The API invoker sends a token request to the CAPIF core function/authorization function. The request includes the identity (e.g., IMPI, GPSI) of the API invoker, the identity (e.g., IMPI, GPSI,) of the resource owner, the target resource (e.g., location of UE, QoS of the UE), and the target service API.    

3. 
The CAPIF core function/authorization function sends the token to the API invoker if the verified identity of UE in step 1 is authorized to request the target resource of the resource owner. 
The authorization can be realized based onpolicies provided by the resource owner. In some cases, the polices are application level policies.
To authorize the API invoker, the CAPIF corefunction function/authorization function may need to translate the application level policies (e.g., human-readable policies) into 3GPP level service/service operation identifiers.

The type of token can be refresh token or access token.To access the service API via the API exposing function, the API invoker UE needs to send the refresh token to the CAPIF core function/authorization function to obtain the access token when the CAPIF core function/authorization function sends the refresh token to the API invoker UE. 
The token shall include the CAPIF core function/authorization function FQDN (issuer), API invoker identity (subject), expected service API (Scope), target resource (Scope), identity of resource owner (Scope), API exposing function FQDN (audience), expiration time (expiration). Details on token, refresh token, and access token are given in RFC 6749 [4].
4. The API invoker and API exposing function do the mutual authentication. The API invoker can authenticate the authorization function via certificate. Then the authorization function can authenticate the API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. API invoker and API exposing function may do the mutual authentication based on methods that are defined in clause 6.5.2 of TS 33.122[5].


A secure connection between API invoker and API exposing function is established after the mutual authentication. The secure connection can be established via TLS.

5. 
The API invoker sends a service API request to the API exposing function along with the access token.

6. 
The API exposing function needs to reject the request when the API invoker sends the service API invocation request without the token. The API exposing function authorizes the request based on the token. The API exposing function can verify the integrity of the token using the public key of the CAPIF core function. The API exposing function can terminate the procedure if the token is modified. Otherwise, the API exposure can check the service API invocation request against the token. The API exposing function should reject the service API request if the request cannot fulfill the requirements of the token. The procedure goes to step 7 if the request fulfills the requirements of the token. 

7. 
The API exposing function sends the service API invocation response to the API invoker.

6.10.3
Evaluation


Benefits:

· This solution can authorize API invoker for both reources (KI#2) and services/service operations (KI#1).
· The CAPIF core function/authorization function can authorize the API invoker based on policies provided by the resource owner.
· Before offering the token to the API invoker, the identity of the API invoker is authenticated by the CAPIF core function/authorization function using the certificate or shared key related to AKMA/GBA/API invoker onboarding procedure.
Impacts:

· This solution requires the resource owner to configure policies to the CAPIF core function/authorization function.
· To authorize the API invoker, CAPIF corefunction function/authorization function may need to translate the application level policies (e.g., human-readable policies) to 3GPP level service/service operation identifiers.
Editor's Note: Further evaluation is FFS.
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