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1
Decision/action requested

It is proposed to approve the pCR to TR 33.882.
2
References

 [1]
3GPP 
TR 33.882 
Study on personal IoT networks security aspects
3
Rationale
This contribution proposes to add a new solution to KI #2 of TR 33.882 [1].
4
Detailed proposal

*************** Start of the 1st Change ****************
6.Y
Solution #X: UDM based AF authorization mechanism for PIN scenarios
6.Y.1
Introduction 

This solution addresses part of KI #2 "Authorization of PIN capabilities", i.e. the scope of access granted to an AF needs to be restricted to the level of specific PINs. 

The following text captured in TS 23.501 [X] inidacates that the AF needs to send information to 5GC to generate PIN related URSP rules.

For a UE acting as a PEGC registered in the 5GS, the 5GS supports the provisioning of URSP rules that include a PIN ID as Traffic Descriptor. URSP rules with a PIN ID in the Traffic Descriptor are sent to the UE based on the information provided from an AF for PIN as specified in TS 23.502 [Y] and TS 23.503 [Z] for policy delivery.
In clause 4.15.6.7a of TS 23.502[Y], the UDM is utilized to authorize the AF to provide application guidance for URSP determination. The UDM does the authorizaiotn based on the subscription information of the UE or the group.
This solution reuses the UDM to do the authorization.
6.Y.2
Solution details
To authorize the AF to provide application guidance for URSP related to a specific PIN and a particular PEGC, the procedures defined in clause 4.15.6.7a of TS 23.502 [Y] are reused with the following adaptations.

In step 2 in TS 23.502 [Y] clause 4.15.6.7a, the NEF should also send the PIN ID, which is to be addressed by the AF, to the UDM. The GPSI provided by the NEF is owned by the PEGC.

In step 3 in TS 23.502 [Y] clause 4.15.6.7a, the UDM needs to authorize the AF to guide URSP rules related to a specific PIN and a particular PEGC.

If the subscription information identified by the GPSI received in step 1 in TS 23.502 [Y] clause 4.15.6.7a contains the information for authorization, the UDM does the authorization based on the subscription information.

If local PIN data (e.g., PIN subscription information) related to PIN ID received in step 1 contains the authorization information, UDM does the authorization based on the local PIN data.

6.Y.3
Evaluation

This solution focuses on addressing authorizing AF to provide application guidance for URSP related to a specific PIN and a particular PEGC.

This solution reuses the procedures defined in clause 4.15.6.7a of TS 23.502 [Y] to do the AF authorization. Hence has the minimum impact on the existing network.  
The main impacts are: 
The NEF needs to send the PIN ID to the UDM.

The UDM needs to do the authorization based on the subscription information of the PEGC/PIN data (e.g., PIN subscription information).
*************** End of 1st Change ****************
*************** Start of the 2nd Change ****************
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*************** End of the 2nd Change ****************
