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1
Decision/action requested

This contribution proposes to add a new solution in the FS_Ranging_SL_Sec study TR 33.893
2
References

[1]
3GPP TR 33.893 v0.6.0: "Study on Security Aspects of Ranging Based Services and Sidelink Positioning"
[2]
3GPP TS 23.586 v0.2.0: "Ranging based services and Sidelink Positioning"
3
Rationale
This pCR proposes to add a new solution in TR 33.893 [1].
As specified in TS 23.586 [2], 
NOTE: 
The role of being "Located UE" is dynamic and can change over time, in particular if the Located UE is moving. Hence, the discovery results need to be refreshed if there is a (significant) delay between discovery and initiating of a ranging procedure with a discovered Located UE. How often this is done is up to UE implementation. 
After the discovery procedure, the Target UE/Located UE may send the Ranging/SL Positioning request to its serving AMF to initiate the MO-LR procedure for Network assisted SL Positioning. Before performing the Ranging/SL Positioning measurement, the authorization of Located UE and the privacy requirements of Located UE needs to be considered, since the role of being Located UE is dynamic. If the selected Located UE is unauthorized, the location of Target UE is compromised. If the privacy requirement of Located UE cannot be fulfilled, the location of Located UE will be compromised.
Therefore, this pCR proposes an authorization method for MO-LR procedure of Network assisted SL Positioning. 
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]

3GPP TS 23.586: "Ranging based services and Sidelink Positioning".

*************** Start of the 2nd Change ****************

6.9
Solution #Y: Authorization of MO-LR procedure for Network assisted SL Positioning
6.9.1
Introduction

The solution addresses the first requirement of Key Issue #1: Privacy protection for Ranging/SL Positioning services and Key Issue #2: Authorization for Ranging/SL Positioning Services. It largely reuses the authorization mechanism defined in TS 23.273 [9].

As specified in TS 23.586 [x], the Target UE/Located UE may send the Ranging/SL Positioning request to its serving AMF to initiate the MO-LR procedure for Network assisted SL Positioning. Before performing the Ranging/SL Positioning measurement, the authorization of Located UE and the privacy requirements of Located UE needs to be considered. 

This solution proposes a GMLC-based method to check the authorization and preserve the privacy of Located UE. Before performing Ranging/SL Positioning service procedure, the AMF sends the authorization request to the GMLC. The GMLC invokes the Nudm_SDM_Get service operation to determine if the role of the selected UE is authorized and if the privacy requirement of the selected UE is fulfilled. If the checking is passed, the GMLC returns the successful response to the AMF.
6.9.2
Solution details
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Figure 6.Y.2-1:
Authorization of MO-LR procedure for Network assisted SL Positioning
Note 1:
If the Target UE has NAS connection with AMF (directly or indirectly via a ProSe UE-to-Network Relay), UE1 refers to the Target UE and UE2 refers to the Located UE. If Target UE cannot establish NAS connection with AMF, UE1 refers to the located UE and UE2 refers to the Target UE.
1.
The Target UE performs the Located UE’s discovery and selection. 

2.
The Target UE/Located UE sends the Ranging/SL Positioning service request to its AMF, including Target UE ID and Located UE ID. 

3.
To check the authorization of Located UE, the AMF sends the authorization request to the GMLC. 

4.
The GMLC invokes a Nudm_SDM_Get service operation towards the UDM of the Located UE to get the authorization information.
5. 
If the Located UE is authorized to provide network assisted SL Positioning service and grants permission for the requested SL positioning service, the GMLC proceeds to step #6. If the role authorization is failed or the Located UE does not permit to be positioned, the GMLC responds with a reject message.

6.
If the Located UE grants permission which is however restricted in a certain area, the GMLC invokes the Namf_Location_ProvideLocationInfo service operation towards the AMF to request the Network provided location of the UE.

7. 
The AMF returns the Namf_Location_ProvideLocationInfo Response towards the GMLC to return the network provided location of located UE. Based on the Network provided location of Located UE, the GMLC checks whether the Located UE is within the area for granting service authorization.

8.
The GMLC returns the authorization result to the AMF.

9.
If a successful message is received, the AMF selects the corresponding LMF and sends the Ranging/SL Positioning request.

10. The LMF triggers SL Positioning procedure for the positioning of Located UE. 

11.
After the SL Positioning measurement, the LMF returns the measurement result or Target UE location.

12.
The AMF reports the Ranging/Sidelink positioning result.
6.9.3
Evaluation

TBD
*************** End of the Change ****************
