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1
Decision/action requested

This contribution proposes to update the solution #20 in the FS_5G_ProSe_Ph2 study TR 33.740
2
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3
Rationale
This pCR proposes to address the Editor’s Notes of the solution #20 in TR 33.740 [1].
Editor’s Note:
Whether the protection of User info ID is needed is FFS.
In this solution, the User Info ID is used as the UE Identity for UE-to-UE Relay Communication establishment, which has the same functionality as PRUK ID for the UE-to-Network Relay Communciation establishment. As specified in TS 33.503 [2], the PRUK ID in the DCR message is protected by the code-receiving security parameters. The privacy protection of PRUK ID can mitigate trackability attacks and linkability attacks on the 5G Prose UEs.
In addition, the User Info IDs may contain prose user’s privacy sensitive information, such as phone number, email address, etc. If the User Info IDs are transmitted in the unprotected DCR message, the UE privacy will be compromised. 
It is our view that the User Info ID, as the privacy sensitive information, needs to be protected. Therefore, it is proposed to remove this Editor’s Note.
Editor’s Note: 
Which identifier is used as a source UE/target UE ID is FFS.

As specified in TS 23.304 [3], Source User Info is the identity of the source 5G ProSe End UE requesting relay operation and Target User Info is the identity of the target 5G ProSe End UE. In this solution, Source User Info ID and Target User Info ID is used in the DCR messages, which is aligned with SA2 specification.
Based on the justification above, it is proposed to remove this Editor’s Note.
Editor’s Note: 
How a U2N relay knows Target UE ID is FFS.

UE-to-Network Relay is not involved in this solution.

In addition, as specified in TS 23.304 [3], Source User Info ID, Target User Info ID and UE-to-UE Relay User Info ID are used during UE-to-UE Relay Discovery procedure. After the UE-to-UE Relay Discovery procedure and UE-to-UE selection, the UE-to-UE Relay knows the Source User Info ID and Target User Info ID.
Based on the justification above, it is proposed to remove this Editor’s Note.
Editor’s Note:
Security risk of U2U generating Knrp freshness parameter 1’ on behave of target UE (step 7a, 8) is FFS.

On the UE-to-UE Relay side, UE-to-UE Relay can only obtain the Knrp from the PKMF in the U2U key response message. The Knrp is generated by PKMF based on the PRUK, Knrp freshness parameter 1 and Knrp freshness parameter 2. Even if the Knrp freshness parameter 1 is provided by the UE-to-UE Relay, the UE-to-UE Relay cannot derive the corresponding Knrp by itself.
On the Target UE side, based on the Knrp freshness parameter 1’ and Knrp freshness parameter 2’, Target UE can generate the Knrp by using the stored PRUK. If the Knrp freshness parameter is tampered with by the UE-to-UE Relay, Target UE will not send the Direct Security Mode Command and the link establishment will not succeed.
It is our view that the Knrp freshness parameter 1’ is used to ensure that the generated Knrp satisfies the randomness. No security risk is introduced, if UE-to-UE Relay generates Knrp freshness parameter 1’ on behave of target UE.
Based on the justification above, it is proposed to remove this Editor’s Note.
Editor’s Note: How to provide credential in the CP based security procedure is FFS.
This solution is trying to provide a user-plane based security procedure. Therefore, it is proposed to remove this Editor’s Note by adding the description in the introduction.
4
Detailed proposal

*************** Start of the Change ****************

6.20
Solution #20: Network-assisted security establishment procedure for 5G ProSe Layer-3 UE-to-UE Relay
6.20.1
Introduction

The solution addresses Key Issue #2: Security of UE-to-UE Relay. It largely reuses the user-plane based mechanism of UE-to-Network Relay Security Establishment procedure defined in TS 33.503 [6] to ensure the security of UE-to-UE Relay Communication.

In the UE-to-UE relay scenario, two options (Layer-2 UE-to-UE Relay and Layer-3 UE-to-UE Relay) are under consideration. For Layer-3 UE-to-UE Relay, the full security of a UE-to-UE PC5 link depends on the security of two separate PC5 links, i.e. the link between the Source UE and UE-to-UE Relay and the link between UE-to-UE Relay and Target UE. The security of these two separate PC5 link relies on the UE-to-UE Relay’s security materials, which are provided by the network after passing the authorization check. With the assistance of network, the UE-to-UE PC5 link via 5G ProSe Layer-3 UE-to-UE Relay can be securely established.

6.20.2
Solution details
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Figure 6.20.2-1: Network-assited PC5 link security establishment procedure for 5G ProSe Layer-3 UE-to-UE Relay
1a.
The Source UE/Target UE sends a Prose Key Request message to its 5G PKMF. The message indicates that the Source UE/Target UE is requesting a PRUK from the 5G PKMF. 

1b.
The 5G PKMF checks (or checks with the ProSe Server) that the Source UE/Target UE is authorized to receive U2U relay services. If the Source UE/Target UE is authorized to receive the service, the 5G PKMF sends a PRUK to the Source UE/Target UE and stores the UE identity associated with PRUK. If a PRUK is included, the Source UE/Target UE stores the new one and deletes any previously stored ones for this 5G PKMF.

Editor’s Note:
Its FFS how the interface between PKMF and Prose Server is achieved.2.
The Discovery & Relay Selection procedure is performed between the peer UEs and the UE-to-UE Relay. 

NOTE 1: It is assumed that after the Discovery & Relay Selection procedure, the Source UE and the Target UE can discover each other by selecting the same UE-to-UE Relay.
3.
The Source UE sends a Direct Communication Request that contains the User Info ID of Source UE, User Info ID of U2U Relay, User Info ID of Target UE, Source UE’s security capabilities, RSC and nonce 1 to the UE-to-UE Relay. 




4a.The U2U Relay sends a U2U Key Request message that contains Source UE ID, RSC, Knrp freshness parameter 1 to its 5G PKMF, indicating that the U2U Rely is requesting the Knrp between the Source UE and U2U Relay.
4b.
Once receiving the U2U Key Request message, the 5G PKMF of U2U Relay checks if the U2U Relay is authorized to provide U2U Relay service. If the U2U Relay is authorized, the 5G PKMF of U2U Relay sends the U2U Key Request to the 5G PKMF of the Source UE, which may contain the Source UE ID, RSC and the Knrp freshness parameter 1.

Once receiving the U2U Key Request message, the 5G PKMF of Source UE identifies the PRUK of Source UE based on the received Source UE ID, then generates Knrp freshness parameter 2 and derives Knrp as specified in TS 33.503 [6]. The 5G PKMF of Source UE sends a U2U Key Response message that contains Knrp and Knrp freshness parameter 2.

Editor’s Note:
Its FFS how PKMF discovers each other based the Application layer UE IDs.

4c.
The 5G PKMF of U2U Relay forwards the Knrp and the Knrp freshness parameter 2 to the U2U Relay, by sending the U2U Key Response message.

NOTE 2: In this solution, the U2U relay is in the network coverage.

5.
The UE-to-UE Relay derives the session key (KNRP-SESS) from KNRP and then derives the confidentiality key (NRPEK) (if applicable) and integrity key (NRPIK) based on the PC5 security policies as specified in TS 33.503 [6]. The UE-to-UE Relay sends a Direct Security Mode Command message to the Source UE. This message also includes the chosen security algorithm and nonce 2.

6. 
The Source UE responds with a Direct Security Mode Complete message to the 5G ProSe UE-to-UE Relay.

Step 7a-7c are performed to generate the Knrp between the Target UE and U2U Relay. The details of step 7a-7c are the same as the details of step 4a-4c.

8.
Based on the User Info ID or Layer-2 ID of Target UE obtained after the UE-to-UE Relay discovery, the UE-to-UE Relay sends a Direct Communication Request that contains the User Info ID of Source UE, User Info ID of U2U Relay, User Info ID of Target UE , the Chosen security algorithm, RSC, Knrp freshness parameter 1’, Knrp freshness parameter 2’ and nonce 1' to the Target UE. 


9.
The Target UE derives the session key (KNRP-SESS') from KNRP' and derives the confidentiality key (NRPEK') (if applicable) and integrity key (NRPIK’) based on the PC5 security policies as specified in TS 33.503 [6]. The Target UE sends a Direct Security Mode Command message to the UE-to-UE relay. This message also includes the nonce 2'.

10.
The UE-to-UE Relay responds with a Direct Security Mode Complete message to the Target UE.

11. The Target UE sends the Direct Communication Accept message to the UE-to-UE Relay.

12.
Only after receiving the Direct Communication Accept message from the Target UE, the UE-to-UE Relay then responds the Direct Communication Accept message to the Source UE.

13.
The secure L3 PC5 link between the Source UE and the Target UE via the UE-to-UE Relay is established. The UE-to-UE Relay can forward the traffic between the peer Prose UEs.
6.20.3
Evaluation

TBD
*************** End of the Change ****************
