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1
Decision/action requested

It is requested to approve the new solution for key issue #1 in 3GPP TR 33.700-28
2
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Protection of Satellite Coverage Information received by the UE
3
Rationale
This pCR proposes to add a new solution in TR 33.700-28 [1] for the new key issue #X proposed in S3-232046 [2]. 
4
Detailed proposal

*************** Start of the Change ****************
6.Y
Solution #Y: Protection of PDU session carrying satellite coverage information based on UP security policy 
6.Y.1
Introduction 


This solution addresses Key Issue #X on protection of satellite coverage information received by the UE.
6.Y.2
Solution details
For the PDU session carrying satellite coverage information sent by an external server to the UE as specified by SA2, the UP connection is protected based on the UP security policy provided by the core network as defined in TS 33.501 [3]. The SMF determines the UP Security Enforcement information at PDU session establishment based on:

-
subscribed UP security policy which is part of SM subscription information received from UDM; or

-
UP security policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide UP security policy information.

Based on the existing mechanism as above, it is proposed that:

­
If it is possible to configure UP security policy in the SM subscription data in the UDM, it is proposed that the security policy for UP integrity protection is always set as "REQUIRED" for the DNN(s) provisioning satellite coverage information.
­
For the SMF in each PLMN, if the DNN(s) provisioning satellite coverage information is(are) locally configured at the SMF, it is proposed to configure the corresponding security policy for UP integrity protection for each of the DNN(s) as always "REQUIRED".
If the UE is pre-configured or provisioned with the DNN hosting the server providing satellite coverage information, the SMF provides to the NTN-RAN with the UP integrity security policy "REQUIRED" based on the DNN sent by the UE in PDU Session Establishment Request.  
If the UE is not pre-configured or provisioned with the DNN(s) providing satellite coverage information, the UE can send an indication of requesting satellite coverage information in the PDU Session Establishment Request. The procedure is as follows. 
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Figure 6.Y.2-x: Protection of PDU Session without DNN sent by the UE
1.
The UE initiates the PDU Session Establishment procedure by sending a PDU Session Establishment Request, which contains an indication for requesting satellite coverage information.

2.
Based on the indication in the received request, the AMF selects an SMF that supports provisioning of satellite coverage information. 

3.
The AMF sends Nsmf_PDUSession_CreateSMContext Request to the SMF which contains the indication for requesting satellite coverage information. 

4.
The SMF selects a DNN which can provision satellite coverage information.

5.
The SMF sets the UP Security Policy configured for the selected DNN and sent in the Nsmf_PDUSession_CreateSMContext Response to the AMF. The policy is set as "REQUIRED" for UP integrity protection.

6.
The AMF sends N2 PDU Session Request to the NTN-RAN which contains the UP Security Policy (“Required” for integrity protection) for the to-be-created PDU session.
According to the UP security policy provided by the SMF, the NTN-RAN activates UP integrity protection over Uu based on the policy "REQUIRED". Then the NTN-RAN sends an indication for UP integrity protection activation to the UE for enforcing the same policy between the UE and the NTN-RAN.
Once receiving the satellite coverage information from an external server, the UE may decide to replace the unprotected satellite ephemeris data received via broadcasted SIB with the protected satellite coverage information received over PDU session. This is to be determined by RAN2.
6.Y.3
Evaluation


This solution only applies to 5GS but not EPS.

*************** End of the Change ****************
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