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1
Decision/action requested

This pCR proposes a solution to KI#1 in TR 33.894.
2
References

[1]
3GPP TR 33.894, ‘Study on applicability of the Zero Trust Security principles in mobile networks’, Release 18.
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3GPP TS 23.502, ‘Procedures for the 5G System (5GS)’, Release 18.
3
Rationale

This contribution provides a solution to address KI#1 in TR 33.894. 
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
7.Y
Solution #Y: Data Collection to enable security monitoring in the Core network

7.Y.1
Introduction

The solution addresses KI#1.

The solution describes how various data can be collected and evaluated to enable security monitoring for the NFs in the core network. The data that need to be collected related to security monitoring can include information on any violations to the normal behaviour observed in a NF (i.e., an evaluation target). The collected data such as malicious behaviours/activity need to go through security evaluation to enable the overall security monitoring process. 

7.Y.2
Solution details

The malicious behaviour related data can be identified related to various events such as predefined service operation violations, malformed messages, unintended configuration or operational change(s), message requests exceeding configured limits and current resource utilization information (if exceeds resource utilization limits) which can be collected as inference data in the form of security logs or reports from the evaluation targets indirectly via the OAM. For malicious behaviour related data, the solution presented here covers indirect data collection from the evaluation target(s) via the OAM to limit the impacts (e.g., over the existing event exposure services) as much as possible. The data collection and security evaluation for monitoring is shown in Figure 7.Y.2-1: 
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Figure 7.Y.2-1: Procedure to enable Security Monitoring during normal active phase of the NF

1. The Evaluation service consumer (OAM/NRF/any NF) can subscribe to the Security and Trust evaluation service offered by a NF (S-TESF) with Nnf_evaluation_Subscribe/Nnf_evaluation data_Request message which includes the Service Type(s) = ‘Threat Alert’, Evaluation Target(s) indicating the NF ID(s) or AF ID(s), and Reporting mode (periodic/event based). S-TESF can be a service offered by NWDAF or using a new NF.

In case of NRF being an evaluation service consumer based on local policy can request threat alert related security evaluation information to consider for access control (e.g., for service access requests).

2. The S-TESF determines whether new data collection is needed. 

3a. On receiving the service type as ‘Threat Alert’, the S-TESF can subscribe to the OAM to collect data (as security logs/reports) on various malicious behaviour(s) experienced by one or more evaluation target NF(s). The S-TESF collects inference data about one or more evaluation target NF(s) by reusing and leveraging OAM data collection procedure specified in TS 23.288. The S-TESF sends to OAM, a subscribe/inference data request with evaluation target NF(s) identification information and target event identifiers for input data collection. Various events such as predefined service operation violations, malformed messages, unintended configuration change(s) (e.g., related to local policy, authentication/authorization method used based on operator implementation), message requests exceeding configured limits and current resource utilization information (if exceeds resource utilization limits) can be indicated accordingly to be collected as a part of inference data.

3b. The OAM collects the inference data (e.g., as a form of security logs) from the target evaluation NFs based on the events indicated by the S-TESF.

NOTE 1: The normal operations (e.g., predefined SBI service operation message exchanges) can be considered as normal behaviour and as baseline to identify any violations and malformed messages to collect inference data (e.g., any violations to the normal specified behaviour i.e., network function service(s) inputs/outputs specified in TS 23.502 Clause 5.2). Further based on operator implementation the NFs can maintain a threshold (as baseline) for number of message handling related to a NF for a period, if that threshold exceeds, that information can be collected as part of inference data. Based on operator implementation, if any alert arises due to configuration changes, that information can be collected as part of inference data. These data can help to identify any traces (if exist) related to active attacks and passive attacks. 

3c. The OAM provides the collected inference data to the S-TESF with a notification/response message.

3d. The S-TESF performs evaluation and security analysis over the inference data and generates the security evaluation information as the output results which indicates the trust value(s) (e.g., a trust value can represent a range 0-20% low / medium 21-50% / 50-99% high /100% fully trusted), cause code (can indicate if any of the following has occurred such as configuration issues, attack/threat alert (e.g., DOS/DDoS/NF Hijak, malicious code injection, NF compromise etc.,), malfunction alert, flooding alert) along with the source information, and a time window (which can be used by the S-TESF consumer to rely upon the data up to the time window). 

As an alternative, S-TESF can collect the data and assist (i.e., provide the collected data to an operator managed function to enable security evaluation and receives the output results), where the operator managed function is upto the operator implementation.

4. The S-TESF sends to the Evaluation service consumer a Nnf_evaluation data_Notify/Nnf_evaluation data_Response message with security evaluation information (i.e., output results), cause, and time window.

Based on local policy, if the evaluation service consumer is a NRF, it can use the information to improve security posture (e.g., to determine NF service updates and service access control respectively).

NOTE 2: The algorithm(s) or intelligence used for the evaluation, security analysis is upto the operator’s implementation.

NOTE 3: The data collection and evaluation related to security monitoring can be initiated based on local policy e.g., during various phases of a NF lifecycle such as network service registration, network service update, network service access, and NF active phase (i.e., any time during a NF lifetime e.g., between a NF service registration and its corresponding deregistration).
7.Y.3
Evaluation

The solution address the KI#1 and it incudes the following impacts.A new NF or NWDAF need to offer the S-TESF related service to enable security monitoring. 

OAM: Need to collect malicious behaviour related inference data from the evaluation targets and provide to the S-TESF.

S-TESF: Need to collect data and can do security evaluation of the data collected from the OAM and provides results. The NWDAF or a different function can offer the service(s) related to the S-TESF described in this solution, the final decision on which function need to offer the S-TESF service is upto the conclusion or normative work. As an alternative, the S-TESF can collect the data, and assist to enable security evaluation through operator managed function.
*****End of Change 1*****
Evaluation Service 
Consumer 
(e.g., OAM/NRF/NF)
NF
(Security and Trust Evaluation Service Function)
4. Nnf_evaluation data_Notify/Nnf_evaluation data_Response
 (Security analysis info, Cause, 
time window)
3d. Performs/assists Security analysis and evaluation
OAM
3a. Subscribe/Request 
(Target NF, Input events)
3c. NotifIcation/Response 
(Inference data)
1. Nnf_evaluation_Subscribe/Nnf_evaluation data_Request 
(Service Type(s) = ‘Threat Alert‘, Evaluation Target, Reporting mode)
2. Check if data collection is required


3b. Fetch inference data (e.g., as security logs)



