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1
Decision/action requested

This contribution proposes to add a new key issue in TR 33.739
2
References

[1] TS 23.558 vi20
[2] S6-231053
3
Rationale

SA6 has decied that the UE Identifier API (clause 8.6.5 of 3GPP TS 23.558) has been enhanced to accept the EEC as a consumer of the service (attached Rel-18 CR). EEC/EAS may provide user information (e.g.private UE IP address) to invoke this API. SA6 kindly ask SA3 to further discuss providing a security solution based on the use of UE provided information when invoking core network offered services such as Nnef_UEId_Get.
This contribution proposes to add a new key issue to develop the corresponding security solutions.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of Change ****************************

5.3.x
Key issue #2.x: Key issue on verification of UE provided information
5.3.x.1
Key issue details

In TS 23.558[1] clause 8.6.5, SA6 defined UE identifier API which is used by an EAS or EEC to obtain the identifier of the UE if the EAS or EEC does not have it (e.g. hasn't already cached). This identifier, called UE ID (could be the GPSI or the EEL-generated Edge UE ID, defined in clause 7.2.6 of TS 23.558), is used by the EAS to invoke capability APIs specific to UEs over EDGE-3 and/or EDGE-7 depending on the UE ID type. 
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Figure 5.3.x.1-1: UE Identifier API (from TS 23.558 figure 3.6.5.2-1)
The EAS or EEC invokes UE Identifier API exposed by the EES. The EES uses the received user information in the step 1 (e.g. IP address) and obtains the UE identifier by interacting with NEF as specified in clause 4.15.10 of 3GPP TS 23.502 [3]. The EES provides the UE identifier to the EAS or to EEC (i.e. whichever invoked the API. The EAS uses the UE ID received in step 3 to invoke capability exposure API(s) provided by the EES over EDGE-3 and/or EDGE-7 depending on the UE ID type.
The IEs in the UE identifier API request and response include the following as defined in SA6 table 8.6.5.3.2-1:

Table 5.3.x.1-1: UE Identifier API request(from TS 23.558 table 8.6.5.3.2-1)
	Information element
	Status
	Description

	User information (see NOTE 1) (see NOTE 3)
	O
	Information about the User or UE available in the EAS or EEC, e.g. IP address.

	UE ID

(see NOTE 2) (see NOTE 3)
	O
	UE ID in the form of GPSI as per clause 7.2.6. 

	EAS ID list
	O
	Identifier of the EAS(s) for which the UE IDs are requested for by EAS or EEC given the User information (e.g. IP address). If EAS ID list is not provided, it shall be interpreted by EES that EEC is requesting the UE ID for its own use (hence EES shall use its own AFId towards NEF).

	EAS Provider ID
	O
	Identifier of the ASP that provides the EAS.

	Security Credentials
	M
	Security credentials of the EAS or EEC.

	NOTE 1:
When EEC invokes the API, if available, this IE contains both UE’s private IPv6 address (due to the existence of NAT66) and UE’s private IPv4 address. When EAS invokes the API, it may recognize the UE IP address is a public IP address different from the actual UE IP address (private IP address), i.e., the UE is behind a NAT, and should therefore include the Port Number and associated IP address as part of the User information.

NOTE 2:
This IE is used when invoked by the EEC and if the EEC hasve the UE ID already in a form not desired to be shared with the EAS. 

NOTE 3:
At least one of them shall be present.


Table 5.3.x.1-2: UE Identifier API response(from TS 23.558 table 8.6.5.3.3-1)
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the UE identifier request was successful.

	> UE ID list
	M
	List of all the UE IDs Identifier uniquely identifying the UE(s).

	>> UE ID
	M
	AF-specific UE ID or Edge UE ID 

	>> UE ID type
	M
	Indication whether the UE ID is CN assigned AF-specific UE ID or Edge UE ID.

	>> EAS ID
	M
	Associated EAS ID

	Failure response
	O
	Indicates that the UE identifier request failed.

	> Cause
	O
	Indicates the cause of UE identifier request failure


User information (e.g. UE IP address) and UE ID are provided to EES without any verification. It is in SA3’s remit to develop the corresponding security solutions to verify the UE provided user information, either when triggering the UE identifier API of EES or when EES invoke NEF’s Nnef_UEId_Get API (as per TS 23.502 clause 4.15.10 “AF specific UE ID retrieval”). 
Editor’s Note: There are multiple ENs to be addressed by SA3 in Clause 8.6.5 in TS 23.558, other security issues under this key issue is FFS. 
5.3.x.2
Security threats

Without proper mechanism to verify the user information and UE ID provided by EEC/EAS, EES/NEF will provide the UE ID or UE ID list whenever it receives the request. In this case the malicious EEC/EAS could fetch any UE ID including those they are not authoritied to access, therefore the user privacy is compromised. 
5.3.x.3
Potential security requirement

5G system should provide mechanism(s) to verify the UE provided information for trigerring the UE identifier API from EES or NEF. 
***************************End of change****************************
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