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**** START OF CHANGE ****
[bookmark: _Toc106364513][bookmark: _Toc122102890]6.X	Support for Emergency service via 5G ProSe Layer 2 UE-to-Network Relay and 5G ProSe Layer 3 UE-to-Network Relay
6.X.1	General
This clause describes the security requirements and the procedures that are specifically applied to support of emergency service via 5G ProSe Layer 2 UE‑to‑Network Relay and 5G ProSe Layer 3 UE-to-Network Relay defined in TS 23.304 [2].
When a 5G ProSe enabled UE does not have direct connection to the network for emergency service, the UE may attempt to obtain emergency service via 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay. A 5G ProSe enabled UE acting as 5G ProSe UE-to-Network Relay shall have a normal registration to support for relaying emergency service. Dedicated RSC(s) are used for relaying of emergency service as specified in TS 23.304 [2].
Based on the regulatory requirements in some regions, there are scenarios emergency service over relay may be supported without PC5 link security is established or apply ciphering or integrity protection over PC5 link. TS 33.501 clause 10.2.2.1 identifies two possible network behaviours of unauthenticated emergency session support. These two cases are applicable for relaying of emergency service for a 5G ProSe enabled UE without PC5 link security:
a.	IMSI required, authentication optional. These UEs shall have a SUPI. If PC5 link security establishment fails, the UE is granted access and the unauthenticated SUPI retained in the network for recording purposes. The PEI is used in the network as the UE identifier. PEI only UEs will be rejected (e.g. UICCless UEs).
b.	All UEs are allowed. Along with authenticated UEs, this includes UEs with a SUPI that cannot establish PC5 link security and UEs with only an PEI. If an unauthenticated SUPI is provided by the UE, the unauthenticated SUPI is retained in the network for recording purposes. The PEI is used in the network to identify the UE.
The network policy is configured to 5G ProSe Layer 2 UE‑to‑Network Relay and 5G ProSe Layer 3 UE-to-Network Relay with one of the above, and accordingly determine how relaying of emergency requests from a 5G ProSe enabled UE are treated.

Editor’s Note: further detail is to be included.	
6.X.2	Security requirements
Editor’s Note: further detail is to be included.
6.X.2.1	5G ProSe Layer 2 UE-to-Network Relay and 5G ProSe Layer 3 UE-to-Network Relay
The security requirements defined in clause 6.3.2 and clause 6.3.3.1 apply for the case PC5 link security establishment is required for relaying emergency service.
In addition, the following security requirements apply:
· In order to meet regulatory requirements in some regions, the 5G system shall support relaying emergency service without PC5 link security. This requirement applies to all MEs and only to those relaying networks where regulatory requirements for relaying emergency service without PC5 link security exist. The networks located in regions where relaying emergency service without PC5 link security is forbidden shall not support this feature.

· The 5G ProSe UE‑to-Network Relay shall receive the regulation and the associated operator policy about emergency service from the 5G ProSe UE‑to-Network Relay’s serving PLMN.

· For relaying emergency service without PC5 link security, restricted 5G ProSe Relay Discovery is not required based on regulatory requirements.

· For relaying emergency service without PC5 link security, the PC5 signalling security shall support NULL ciphering algorithm and NULL integrity protection algorithm based on regulatory requirements.

· For relaying emergency service without PC5 link security, the PC5 user plane security shall support no integrity protection (by not inserting a MAC-I) based on regulatory requirements.

· For relaying emergency service without PC5 link security, PEI can be used to identify the 5G ProSe Remote UE.


6.X.3	Security for Emergency service via 5G ProSe Layer 2 UE-to-Network Relay and via 5G ProSe Layer-3 UE‑to-Network Relay
Editor’s Note: further detail is to be included.
6.X.3.1	Security procedure for supporting emergency service via 5G ProSe Layer 2 UE-to-Network Relay and via 5G ProSe Layer-3 UE‑to-Network Relay
A 5G ProSe Remote UE can establish a PC5 link for Emergency service with a network, via both a 5G ProSe Layer 2 UE-to-Network Relay and a 5G ProSe Layer-3 UE‑to-Network Relay.
Both user-plane (UP) based and control-plane (CP) based procedures can be used for 5G ProSe UE-to-Network Relay authorization and security establishment. The UP based procedure uses a UP connection to the 5G PKMF, while the CP based procedure uses the ProSe authentication for PC5 key establishment. In this case the procedure applies similar security establishment steps as specified in clause 6.3.3.
Based on the regulation, the operator policy and the UP security policies of the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay for the emergency RSC, the UP traffic may be transmitted via a PC5 link without security protection for case that relaying emergency service with PC5 link security is not required. 
6.X.3.1.1	PC5 security establishment for Emergency Service over UE-to-Network relay
Figure 6.x.3.1.1-1 shows the PC5 security establishment procedure for the 5G ProSe UE-to-Network Relay communication when an Emergency Relay Service Code is used. This procedure is based on the procedure in clause 6.3.3.2.2 and clause 6.3.3.3.2.


Figure 6.X.3.1.1-1: PC5 link security establishment for Emergency Service over UE-to-Network relay
Based on the regulation and the operator policy, there may or may not be discovery security materials provisioned for an Emergency RSC in the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
If relaying emergency service with PC5 link security is not required based on the regulation, for a 5G ProSe Remote UE has no USIM, there is no discovery security materials and UP-PRUK in case of UP based security procedure provisioned for an Emergency RSC. 
0.	The 5G ProSe UE retrieves discovery material with the procedures as specified in clause 6.1.3.2. For UP based security procedure, the 5G ProSe Remote UE retrieves UP-PRUK as specified in step 1 of clause 6.3.3.2.2.
If the 5G ProSe Remote UE has no USIM, this step is skipped. The Emergency RSC and the discovery security materials, if exist, are locally configured in the 5G ProSe UE.
1. 	The discovery procedure for the Emergency RSC is performed between a 5G ProSe Remote UE, and the 5G ProSe UE-to-Network Relay, using the discovery parameters and discovery security material that are obtained in step 0.
If no discovery security material is provisioned or locally configured, the announcement and discovery of Emergency RSC may be performed without security protection.

2.	If the 5G ProSe Remote UE has a USIM, the 5G ProSe Remote UE sends a Direct Communication Request (DCR) to trigger PC5 security establishment for Emergency RSC using UP based security procedure as specified in step 3 to 4 of clause 6.3.3.2.2 or CP based security procedure as specified in step 3 to step 13 of clause 6.3.3.3.2.
If the 5G ProSe Remote UE has no USIM, then the 5G ProSe Remote UE sends a Direct Communication Request that contains PEI and Emergency RSC to the 5G ProSe UE-to-Network Relay. The Direct Communication Request message including PEI and Emergency RSC may be sent without protection if no discovery security material is provisioned or locally configured in the 5G ProSe Remote UE.
If UP/CP-PRUK ID or SUCI is received from the 5G ProSe Remote UE, the 5G ProSe UE-to-Network Relay performs UP based security procedure as specified in step 3 to 4 of clause 6.3.3.2.2 or CP based security procedure as specified in step 3 to step13 of clause 6.3.3.3.2.
If only PEI and Emergency RSC are received from the 5G ProSe Remote UE, the 5G ProSe UE-to-Network Relay skips steps 4 of clause 6.3.3.2.2 for UP based security procedure or step 3 to step 13 of clause 6.3.3.3.2 for CP based security procedure if the regulation and the operator policy allow. The 5G ProSe UE-to-network relay shall store the PEI.
3a.	If step 2 was successfully performed, then the 5G ProSe UE-to-Network Relay shall proceed with the Direct Security Mode procedure as specified in steps 5a-5d in clause 6.3.3.2.2 for UP based security procedure or step 14 to step 16 of clause 6.3.3.3.2 for CP based security procedure.
	If step 2 failed or was skipped, the 5G ProSe UE-to-Network Relay shall send Direct Security Mode Command message to the 5G ProSe Remote UE indicating NULL ciphering algorithm and NULL integrity protection algorithm as chosen algorithms if the regulation and the operator policy allow. The 5G ProSe UE-to-Network Relay sets UP integrity protection to OFF. The UP confidentiality protection policy is handled as specified in TS 33.536[6]. 
If the 5G ProSe Remote UE receives the Direct Security Mode Command message indicating NULL integrity algorithm and NULL encryption algorithm as chosen algorithms, then the 5G ProSe Remote UE shall accept NULL ciphering and NULL integrity algorithms indicated in Direct Security Mode Command message if, and only if, the 5G ProSe Remote UE has sent an Emergency RSC in step 3. The 5G ProSe Remote UE shall set the UP integrity protection as not activated for this connection.
3b.	If the 5G ProSe Remote UE receives the Direct Security Mode Command message indicating non-NULL integrity and non-NULL encryption algorithm then the 5G ProSe Remote UE proceeds step 5a-5d in clause 6.3.3.2.2 for UP based security procedure or step 14- step 16 of clause 6.3.3.3.2 for CP based security procedure.
If the 5G ProSe Remote UE receives the Direct Security Mode Command message indicating NULL integrity and NULL encryption algorithm in step 5b and has accepted the message, then the 5G ProSe Remote UE shall send an Direct Security Mode Complete message and shall include the UP integrity protection policy as NOT NEEDED in the Direct Security Mode Complete message. 
If the 5G ProSe UE-to-network relay receives the Direct Security Mode Complete message, the 5G ProSe UE-to-Network Relay shall only accept the message if 5G ProSe UE-to-Network Relay sent Direct Security Mode Command message including NULL integrity and NULL encryption algorithm in step 3a and if the 5G ProSe Remote UE has sent an Emergency RSC in step 3. 
4a. 	If steps 2 failed or was skipped and PEI is not received from Direct Communication Request, the 5G ProSe UE-to-Network Relay sends a Remote Identity Request message to the 5G ProSe Remote UE to retrieve the PEI based on the regulation and the operator policy. 
4b. 	When the 5G ProSe Remote UE receives a Remote Identity Request message from the 5G ProSe Remote UE, then the 5G ProSe Remote UE sends a Remote Identity Response message including its PEI to the 5G ProSe UE-to-network relay. The 5G ProSe UE-to-network relay shall store the PEI.
5.	If the 5G ProSe UE-to-network relay receives the Direct Security Mode Complete message in step 5d, and after successful verification, the 5G ProSe UE-to-Network Relay responds with a protected Direct Communication Accept message to the 5G ProSe Remote UE to complete the PC5 connection establishment procedure.
If the 5G ProSe UE-to-network relay receives the Direct Security Mode Complete message, and the 5G ProSe UE-to-Network Relay has accepted the message, the 5G ProSe UE-to-Network Relay shall send Direct Communication Accept message to the 5G ProSe Remote UE.
The 5G ProSe UE-to-Network Relay includes the configuration of UP intergirty and confidentiality protection based on the agreed UP security policy in the Direct Communication Accept message as specified in TS 33.536[9].

6.	The 5G ProSe Remote UE and 5G ProSe UE-to-Network Relay continues the rest of procedure for the emergency service over relay as specified in TS 23.304 [2]. 
The 5G ProSe UE-to-Network Relay sends a Remote UE Report to the SMF for the Emergency RSC, the 5G ProSe UE-to-Network Relay includes Remote User ID i.e. (UP-/CP-) PRUK ID if UP or CP based security procedure is successfully performed. Otherwise, the 5G ProSe UE-to-Network Relay includes the PEI of the 5G ProSe Remote UE in the Remote UE Report.
If UP confidentiality protection is not activated for this connection, the UP confidentiality protection algorithm is the same as the selected signalling confidentiality algorithm as specified in TS 33.536[9].
If UP integrity protection is not activated for this connection, the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay do not put MAC-I into PDCP packet.

**** END OF CHANGE ****
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