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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
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3
Rationale

This contribution proposes changes and further analysis to the evaluation of the fifth tenet of [2] related to security posture. The contribution is based on a previous submission [3]. The contribution borrows some of the observations raised in [4] and that, in our view, are important for the completeness of the evaluation.
4
Detailed proposal

It is proposed to approve the following solution for inclusion in TR 33.894 [1].

**** Start of Changes****
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**** Next Changes****

5.1.4
Tenet #5: Security posture
5.1.4.1
Description 
According to tenet 5 in [2], "The enterprise monitors and measures the integrity and security posture of all owned and associated assets". Further description in [2] shows that this tenet relates more to operation security rather than specific security mechanisms. The tenet focuses on the posture of all resources and devices. In the context of this study, resources and devices can be assimilated to 5G Core NFs and UEs respectively, the latter being out of scope. In general, for both entities the tenet recommends processes in place in order to ensure that the security best practices and guidelines are followed as well as a robust security monitoring and reporting solution in place. 

5.1.4.2
Relevant security mechanisms 
The mechanisms specified in TS 23.288 [6] pertaining to data collection from NFs, e.g., clause 6.2.2 and analytics, e.g., clause 6.7 could be considered relevant but there are no standardized security monitoring procedures that makes use of such services.
5.1.4.3
Evaluation 
In general, the tenet touches upon two aspects. The first one is related to operation security. In this regard, it is expected that the proper security practices and guidelines are followed during deployment and operations in order to detect and mitigate vulnerabilities. This includes as described in [2] regular updates, security patches, and mitigation plans should there be a breach, etc. The enforcement of such practices depends heavily on the implementation and deployment context, e.g., infrastructure, enterprise network, etc. Therefore, it does not warrant the development of standard solutions. Nevertheless, it is worth mentioning that the 3GPP security standards in general are continuously evolving. In fact, vulnerabilities in the security mechanisms revealed either by individual 3GPP members or through one of the established CVD programs are always discussed and remediated whenever deemed necessary. 
The second aspect is related to monitoring. In this regard, TS 23.288 [6] provides a framework for data collection services that can further enhance whatever security monitoring solution an operator has. For NF monitoring, the framework of [6] includes analytics for performance monitoring in clause 6.6 and load monitoring in clause 6.5. Such data could be used for example to evaluate the state of the NF and whether it is behaving normally. However, the framework in [6] relies on the NWDAF, a 5G Core NF, to leverage such services. From a higher level perspective taking into account the enterprise as a whole with the 5G Core being one part of it, such relevant information exposed by the 5G Core NFs (if any) directly or indirectly via the NWDAF is very likely to be used by an entity outside the 5G Core itself. This could be the operator security monitoring solution or whatever current proprietary solutions being used to achieve the same goals. Overall, this does not warrant standardizing a 5G Core-sepecific security monitoring procedure.
It is worth noticing that on the one hand, such information could include data like network traffic or logs that is not accessible at the SBA layer. This type of data is not specific to the 5G system itself and highly dependent on the deployment, e.g. platforms and technologies used. On the other hand, while sharing such data, care must be taken in order to follow the security best practices such as the guidelines of NIST SP 800-92 [a] on security logs. In fact according to [a], in some cases it is not recommended to make such data available to other network functions.
Therefore based on this analysis, it is worth investigating whether there is any additional information that could be exposed by the 5G Core NFs for monitoring purposes. Besides this no further actions are required.

**** End of Changes****

