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1
Decision/action requested

Approve the changes below for inclusion in TR 33.876 [1]
2
References

[1]
3GPP TR 33.876: "Study on Automated Certificate Management in SBA"
3
Rationale

There are two solutions (Sol #8 and #11) related to the KI #8. Some of the features can be further discussed and decided during the normative work. For now, it is proposed to add the analysis and few statements in the conclusion in order to further progress the study.
4
Detailed proposal

*** 1st CHANGE ***

7.X
KI#8 Trusted Network Function instances identifiers
7.X.1
Analysis
The key issue addresses the binding between the enrolling NF and its NF identifier. More precisely, how does the operator verify and ensure the validity of the NF identifiers presented during the certificate enrollmenent procedure.

Two solutions are proposed in this document:
- Solution #8 proposes to use an additional integrity information such as a digital signature from the OAM in order to protect the instance identifier (NF Instance Id) during the certificate enrolment procedure. 

- Solution #11 proposes to firstly bind the NF identifier (NF Instance Id) with its credential during the initial trust procedure to operator RA/CA, and then the NF identifier is provided in the SAN field of the certificate request to fetch the operator certificate from the RA/CA. 
7.X.1
Conclusion
For the normative work, it is agreed to further discuss and decide on the following principles addressing Key Issue #8:

· NF provisioning with additional integrity information such as a digital signature from the OAM in order to protect instances identifiers. 
· CA/RA taking into account such information during the enrolment procedure. 
*** END OF 1st CHANGE***

