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1
Decision/action requested

Approve the proposed new solution for key issue#1 in TR 33.858 [1].
2
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3
Rationale

This solution addresses key issue #1 in the case of NSWO support in SNPN. 

NSWO supports SNPN using a CH. However, the UE of SNPN2 could be tricked into connecting to the WLAN AN of SNPN1 and sending user plane data to it, if the WLAN AN of SNPN1 broadcasts SNPN2 ID as depicted in 6.3.12b in TS 23.501. This will cause data exposure on SNPN2.

The reason is that though SN name is used as input for key derivation, SN name in NSWO is a fixed value “5G:NSWO”, and is not bind with serving network. So, the serving network is not implicitly authenticated during primary authentication.

In order to address this security issue, the solution proposes to bind SN ID in the SN name for key derivation.
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X: Implicit Authentication for Serving Network for NSWO support in SNPN
6.X.1
Introduction 

This solution addresses key issue #1 in the case of NSWO support in SNPN. 

NSWO supports SNPN using a CH. However, the UE of SNPN2 could be tricked into connecting to the WLAN AN of SNPN1 and sending user plane data to it, if the WLAN AN of SNPN1 broadcasts SNPN2 ID as depicted in 6.3.12b in TS 23.501 [6]. This will cause data exposure on SNPN2.

The reason is that though SN name is used as input for key derivation, SN name in NSWO is a fixed value “5G:NSWO”, and is not bind with serving network. So, the serving network is not implicitly authenticated during primary authentication.

In order to address this security issue, the solution proposes to bind SN ID in the SN name for key derivation.
6.X.2
Solution details
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Figure 6.X.2-1 Authentication procedure for NSWO in SNPN
The solution reuses the procedures of Annex S.3.2 of TS 33.501 [4] with following differences:

-
Step 4: NSWOF constructs serving network name using SN ID (i.e. PLMN ID, NID), the format is “5G:NSWO” + serving PLMN ID + serving NID. The SN ID is got based on interface configuration. The SN name will be used for key derivation.

-
Step 7: UDM selects EAP method based on serving network name, not NSWO indicator, i.e. if SN ID in the SN name is SNPN ID, the UDM selects EAP method (not only limited in EAP-AKA’).
6.X.3
Evaluation

This solution addresses key issue #1 in the case of NSWO support in SNPN. The solution addresses how to authenticate the serving network for NSWO in SNPN.
*************** End of 1st Change ****************
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