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1	Decision/action requested
It is proposed to approve the pCR to TR 33.739.
2	References
[1]	3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3	Rationale
This contribution proposes to update solution #23 to consider the security of the EAS discovery related messages between V-EASDF and DNS server of HPLMN and to consider the non-roaming case. 
4	Detailed proposal
Approve the following changes to TR 33.739 [1]. 
*** Start of Change ***
[bookmark: _Toc128687173]6.23	Solution #23: EAS discovery procedure protection
[bookmark: _Toc104212969][bookmark: _Toc39138086][bookmark: _Toc128687174]6.23.1	Solution overview
The key issue #1.2 is proposed to protect EAS discovery procedure via V-EASDF. In an edge computing environment, DNS message is needed to query the Edge application Server’s address. If the DNS destination address is modified by the attacker, then the wrong Edge Application Server address may be allocated. This attack may make UE connected to a far Edge server and ruin the advantage of the MEC, even worse, the false DNS server may lead UE to connect to a compromised Edge Server.
TS 33.501 [7] has an informative annex P.2 describing security aspects on DNS for 5G, and it is proposed to reuse the DNS over (D)TLS in the MEC system.
[bookmark: _Toc104212970][bookmark: _Toc39138087][bookmark: _Toc128687175]6.23.2	Solution details
According to the specification in TS23.548, V-EASDF is used as DNS server for EAS discovery. Therefore, V-EASDF should support DNS over (D)TLS, as specified in RFC 7858 [21] and RFC 8310 [22]. The V-EASDF that are deployed within the 3GPP network can enforce the use of DNS over (D)TLS. The core network configures the V-EASDF security information to the UE as follows: the V-SMF can be preconfigured with the V-EASDF security information, or fetch the information from the V-EASDF. And then V-SMF provides the V-EASDF security information to UE directly (i.e., LBO case), or via H-SMF (i.e., case where HR SBO is authorized by HPLMN), during the PDU session establishment or during modification procedure when the V-SMF determines to use a new V-EASDF for EAS discovery.
If the core network is used for V-EASDF security information provisioning, the V-SMF provides the V-EASDF security information to UE directly (i.e. LBO case) or via H-SMF (i.e. LBO case) during the PDU session establishment or modification procedure when the V-SMF determines to use V-EASDF for EAS discovery. 
To secure the DNS requests and responses between the V-EASDF and the DNS server of the HPLMN, it is recommended to use DNS over (D)TLS as mentioned in TS 33.501 Annex P [7].
Regarding the non-roaming scenario, if the core network is used for EASDF security information provisioning, the SMF can be preconfigured with the EASDF security information, or fetch the information from the EASDF, and then SMF provides the EASDF security information to UE.
[bookmark: _Toc128687176]6.23.3	Solution evaluation 
This solution reuses the security recommendations from TS 33.501.
This solution restricts to the provisioning from the v-SMF to the UE in the visited network, which means that it does not impact the provision from the HPLMN to the UE.
In addition, it requires UE and (V)-EASDF to support DNS over (D)TLS, if the core network is used for (V)-EASDF security information provisioning, the (V)-SMF is responsible for provide the security information of (V)-EASDF. 
Editor’s note:	Further evaluation is FFS.

*** End of Change ***

