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1
Decision/action requested

Approve this document to provide a new solution for KI#5.
2
References
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3GPP TR 23.700-81 v18.0.0: “Study of Enablers for Network Automation for the 5G System (5GS); Phase 3”
3
Rationale

The contribution proposes to add a solution for key issue #5 to protect the user plane data before been utilized by NWDAF. 

4
Detailed proposal

***  BEGINNING OF CHANGES  ***

5.Y
Solution #Y: <ASP control for allowed PFDs>
5.Y.1
Introduction

This solution addresses key issue #5 on protecting the user plane data before been utilized bu NWDAF.
In this solution, it is proposed that the NEF(PFDF) sends a PFD request to ASP after receiving a fetch request from NWDAF. ASP decides the allowed PFDs that can be accessed by the NWDAF and responds to NEF(PFDF). The NWDAF then collects the user plane data according to the provided allowed PFDs.    
5.Y.2
Solution details
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Figure 6.X.2 ASP control for allowed PFDs.
The NWDAF requests the PFD information that is allowed to be used from NEF(PFDF).
The NEF(PFDF) sends a PFD request to the ASP, including the UE ID, Application ID and an indication that the PFDs are requested by NWDAF.
The ASP decides the allowed PFDs that can be accessed by the NWDAF.
The ASP sends a PFD response with the allowed PFDs back to the NEF(PFDF).
The NEF(PFDF) responses to the NWDAF PFD request with the allowed PFDs. The NEF(PFDF) may further stores the allowed PFDs information in UDR.
The NWDAF collects session related information from the UPF corresponding to the allowed PFDs.

5.Y.3
Evaluation

This solution addresses KI#5 to protect security for NWDAF-assisted application detection.
This solution proposes that the NEF(PFDF) sends a PFD request to ASP after receiving a fetch request from NWDAF. ASP decides the allowed PFDs that can be accessed by the NWDAF and responds to NEF(PFDF). The NWDAF then collects the user plane data according to the provided allowed PFDs. 

This solution has the following impacts.
NEF(PFDF): NEF(PFDF) sends a PFD request to ASP and receives the PFD response from the ASP. The UE ID, Application ID and an indication that the PFDs are requested by NWDAF are included in the PFD request and PFD response messages as parameters.

***
END OF CHANGES
***

