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1	Decision/action requested
To update the procedure of HONTRA.
2	References
[1]	S3-231478
3	Rationale
According to the S3-231843, the contribution proposal to update the procedure of HONTRA.
4	Detailed proposal
It is proposed to approve the following new procedure.
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*** BEGIN of 1st CHANGE ***
[bookmark: _Toc45274360][bookmark: _Toc45274947][bookmark: _Toc51168204][bookmark: _Toc122100208][bookmark: _Toc45028695]6.1.X	Home network triggered primary authentication procedure
6.1.X.1	General
In case the HN and the SN support the services defined in clause 14.2.x, then the UDM is able to trigger a primary authentication procedure as described in the following clause. 
Editor's Note: The impact of HONTRA on the security related service operations in clause 14 is FFS. The above statement wil be updated when the service operations are agreed.  
6.1.X.2	Security mechanisms when UDM is not aware of the UE mobile management mode
The UDM may initiate primary authentication based on events from other NFs, considering local policy into account as well when the UDM is not aware of the UE mobile management mode. A prerequisite for the initiating of Home Network Triggered Primary Authentication is that the UDM already has the information about the AMF serving the UE. Otherwise, the UDM cannot contact any AMF.











Figure 6.1.x.2-1 Home Network triggered primary authentication procedure when UDM is not aware of the UE mobile management mode
0a.[optional] The UDM may be pre-configured with an operator policy in order to determine when to trigger a primary authentication procedure. 
Editor’s Note: Whether a new UDM service is needed is FFS, whether it is needed that a consumer NF (e.g. AUSF) triggers the UDM is FFS. 
1. 1. Based on a received event and the local operator policy(e.g AAnF notification), if there is no ongoing primary authentication for the UE, and if the UDM determines to trigger the primary authentication, the UDM determines the serving AMF/SEAF of the target UE. 
If multiple AMFs are registered to the UDM, UDM may selects the AMF/SEAF corresponds to 3GPP access.
Editor’s Note: The handling of multiple AMFs registered to the UDM is FFS. 

NOTE 1:	The reasons for the UDM determining that the UE needs to be authenticated can be different. For example, the UDM can determine to initiate a primary authentication when the AMF registers the UE upon the Registration procedure during the mobility from EPC or when SoR/UPU counters are about to wrap around, or when required based on local policy. The UDM behaviour is determined by the primary authentication policy which takes into account the support of certain features in the PLMN. For example, if the PLMN does not support the SoR/UPU feature, then a policy to initiate HONTRA upon SoR/UPU counter wrap around will not be required. 
2. The UDM sends Nseaf_Authentication_Requestan authentication message to the AMF/SEAF with the UE’s SUPI. 
Editor’s Note: The name and the type (request/reply, subscribe notify etc) of the interaction between the AMF and UDM is FFS. 
3. After receiving the Nseaf_Authentication_Requestauthentication message from the UDM, the AMF/SEAF shall decide whether run the primary authentication procedure based on its own local authentication policy. If the AMF/SEAF cannot run a primary authentication as described in steps 4, the AMF/SEAF sends the Nseaf_Authentication_authentication response message to the UDM with an acknowledgement which includes failure cause and UE state else it is set as success.
Editor’s Note: The serving network has its own authentication policy. Moreover it is possible that the UE cannot be reached. Therefore it is FFS whether it can start a primary authentication right away after receiving the authentication message from the UDM.

4. If UE is in 5GMM-CONNECTED mode, The the AMF/SEAF starts the primary authentication procedure as defined in clause 6.21.1 2 of the present document.
If UE is in 5GMM-IDLE mode, the AMF/SEAF firstly sends a paging message in 3GPP access or a notification in non-3GPP access to the UE. If the UE sends a service request to the AMF/SEAF, the AMF/SEAF starts the primary authentication procedure as defined in clause 6.1.2 of the present document. If UE cannot be reached, the AMF/SEAF can set a timer to start the primary authentication procedure.
The UDM may execute other procedures (e.g. SoR/UPU) depending on the reason that motivated the UDM triggered reauthentication procedure in step 1. 
Editor’s Note: The step details such as for aspects covering operator/local configuration/policy usage, UDM logic, or trigger to UDM etc. are FFS.
*** BEGIN of 2nd CHANGE ***
6.1.X.Y	Security mechanisms when UDM is aware that UE is in 5GMM-CONNECTED Mode
The UDM may initiate primary authentication, taking local policy into account as well (e.g. when SOR/UPU service or AKMA service is supported by the operator), when UE roams from EPS to 5GS.


Figure 6.1.x.y-1 Home Network triggered primary authentication procedure when UDM is aware that UE is in 5GMM-CONNECTED mode
1. When UE roams from EPS to 5GS, UE registers to 5GS.
2. The AMF/SEAF registers with the UDM using Nudm_UECM_Registration as specified in TS 23.502[8].
3. Based on the local operator policy, if the UDM determines to trigger the primary authentication, the UDM selects the serving AMF/SEAF of the target UE.
4. If the operation cannot be authorized due to UDM has no AUSF instance corresponding to the UE which supports SOR/UPU or AKMA service, HTTP status code "403 Forbidden" should be returned including additional error information(i.e. REAUTHENTICATION_REQUIRED) in the response body (in "ProblemDetails" element) as specified TS 29.503[93].
5. The AMF/SEAF starts the primary authentication procedure as defined in clause 6.1.2 of the present document.
*** END of CHANGE ***
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