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1
Decision/action requested

This contribution proposes changes to living document for GBA OSCORE. 
2
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3
Rationale

This contribution proposes the following changes to the living document for GBA OSCORE [1] in order to define a Ua security protocol identifier for OSCORE. 
- Addition in Annex H.3 of TS 33.220 [2] of Ua security protocol identifier for OSCORE: ( 0x01,0x00,0x00,0x00,0x08 ). 

Remark: The value ( 0x01,0x00,0x00,0x00,0x09 ) has been proposed as Ua security protocol identifier for DTLS.

- Removal of the following editor’s note in clause Y.3.2:
Editor's Note: The Ua security protocol identifier are FFS. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to living document 

*** START of 1st CHANGE ***

H.3
Ua security protocol identifiers for 3GPP specified protocols

The following Ua security protocol identifiers are specified by 3GPP:


( 0x01,0x00,0x00,0x00,0x00 )

Ua security protocol according to TS 33.221 [5].


( 0x01,0x00,0x00,0x00,0x01 )

Ua security protocols according to TS 33.246 [26].

NOTE 1:
TS 33.246 [26] provides key separation between the keys that are used within HTTP digest and MIKEY protocols.
( 0x01,0x00,0x00,0x00,0x02) 
Ua security protocol HTTP digest authentication according to TS 24.109 [29], unless HTTP digest authentication is used in the context of another Ua security protocol, which is already covered elsewhere in this Annex.

( 0x01,0x00,0x00,0x00,0x03 )
Ua security protocols used with HTTP-based security procedures for MBMS user services according to TS 26.237 [38].

( 0x01,0x00,0x00,0x00,0x04 )
Ua security protocols used with SIP-based security procedures for MBMS user services according to TS 26.237 [38]. 

( 0x01,0x00,0x00,0x00,0x05 )
Ua security protocols used with Generic Push Layer according to TS 33.224 [39], unless Generic Push Layer is used in the context of another Ua security protocol, which is already covered elsewhere in this Annex.

( 0x01,0x00,0x00,0x00,0x06 )
Ua security protocol for IMS UE to KMS  http based message exchanges according  to "IMS media plane security", TS 33.328 [40]

( 0x01,0x00,0x00,0x00,0x07 )
Ua security protocol for shared key TLS 1.3 given in clause 5.4.0.2 of TS 33.222 [25].
( 0x01,0x00,0x00,0x00,0x08 )
Ua security protocol for OSCORE according to Annex Y.

( 0x01,0x00,0x00, 0x01,0x00 ) 

Generation of TMPI according to Annex B.4.

NOTE 2:
This protocol identifier is not strictly a Ua protocol identifier, but its use in key derivation function is exactly equal.to a Ua protocol identifier.

( 0x01,0x00,0x01,yy,zz )
Ua security protocol for "Shared key-based UE authentication with certificate-based NAF authentication", according to TS 33.222 [25] section 5.3, or "Shared key-based mutual authentication between UE and NAF" for TLS 1.2 (see above for Ua security protocol identifier for TLS 1.3 with shared keys), according to TS 33.222 [25] section 5.4.0.1. Here, "yy,zz" is the protection mechanism CipherSuite code according to the defined values for TLS CipherSuites in the IANA TLS Cipher Suite Registry which is referenced in RFC 8446 [59]. 

NOTE 3: 
The "Certificate based mutual authentication between UE and NAF” according to TS 33.222 [25] section 5.5 does not require a Ua protocol identifier.

NOTE 4:
As an example: The TLS 1.2 CipherSuite TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 has code = { 0xC0,0x2B  }, thus the according protocol identifier shall be ( 0x01,0x00,0x01, 0xC0,0x2B  ).

( 0x01,0x00,0x02,yy,zz ) 
Ua security protocol for "Shared key-based UE authentication with certificate-based NAF authentication", according to TS 33.222 [25] Annex D. Here, "yy,zz" is the protection mechanism CipherSuite code according to the defined values for TLS CipherSuites in the IANA TLS Cipher Suite Registry which is referenced in RFC 8446 [59]. This Ua security protocol identifier is used for the case outlined in TS 33.222 [5] Annex D, where e.g.  HTML FORM based authentication is used within a TLS tunnel.


NOTE 4: 
The third octet (0x02) distinguish this case from other protocols tunneled inside the TLS tunnel.

*** END of 1st CHANGE ***

----------------------------------------------------------------------------------

*** START of 2nd CHANGE ***

Y.3
OSCORE Profile for GBA Ua

Editor's Note: The title and the clause needs to be clarified with respect to the term profile. 

Y.3.1
General
The IETF OSCORE profile for GBA is specified in this clause by providing the details about the procedures, the OSCORE security context and how it is related to the GBA Ks_(ext/int)_NAF and the encoding of OSCORE messages using IETF CBOR specified in IETF RFC 8949 [XZ]. 

Y.3.2
Procedures 

This section explains how the procedures specified in this document have to be enhanced when IETF OSCORE is used as a Ua protocol between a UE and an NAF. The following gives the complementary description with respect to the procedure specified in clause 4.5.3 or in clause 5.3.3. In the text below, the CoAP Client is assumed to be an application on the UE. 

Editor's Note: How the UE and AF agree on the use of GBA_U or GBA_ME is FFS. 
The procedure to establish OSCORE protected communication is shown in Figure Y.3.2-1 and includes the following steps:

1)
The CoAP Client (UE) shall send a CoAP request to the NAF. This is the Application Request in Step 1 in clause 4.5.3 or in clause 5.3.3. The CoAP request shall consist of the following:
i)
CoAP Method: POST

ii)
URI of the GBA resource on the NAF. The URI shall have the format of <NAF_IP_or_FQDN>/gba, where NAF_IP_or_FQDN indicates the IP address or the FQDN of the host that hosts the NAF. 

NOTE: It is assumed that the NAF IP address or FQDN is already provisioned to the UE for GBA purposes.  

iii)
Payload: CoAP Security protocol identifer, B-TID, N1, NAF-SID, ?OSC-INP 


The parameter CoAP Security protocol identifier is an octet that identifies the security protocol used for the CoAP transfer layer. In the case of OSCORE this parameter shall take the value of "01". 

Editor's Note: Whether the CoAP security protocol identifier is needed is FFS. 


The parameters N1, NAF-SID and ?OSC-INP are specific to OSCORE. N1 is a nonce sent by the UE to the NAF. The NAF-SID is the OSCORE Sender Identifier for the NAF and it is an identifier generated by the UE to enable short locally unique identifiers. The parameter "?OSC-INP" is an optional parameter denoting any additional OSCORE input provided by the UE to the NAF.

2)
 Steps 2-3 of clause 4.5.3 or of clause 5.3.3 in this specification


3)
The CoAP Server (NAF) shall respond to the CoAP Client (UE) with a CoAP response. This is the Application Answer in Step 4 in clause 4.5.3 or in clause 5.3.3. The response shall have the following content:

i)
Response Code: "Created"

ii)
Payload: N2, UE-SID


The parameters N2, UE-SID are specific to OSCORE. N2 is a nonce sent by the NAF to the UE. The UE-SID is the OSCORE Sender Identifier for the UE and it is an identifier generated by the NAF to enable short locally unique identifiers.

4a-4b)
The UE and the NAF shall derive the OSCORE security context specified in clause Y.3.3. 

5-6)
The UE and NAF proceed using protected OSCORE requests/responses.

Editor’s Note: The steps are to be updated to remove any dependency on application layer protocol (here HTTPS)
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 Figure Y.3.2-1: OSCORE Ua protocol
*** END of 2nd CHANGE ***
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