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1
Decision/action requested

It is proposed to approve the solution for TR 33.739.
2
References

3
Rationale

This contribution proposes updates for solution to address the EN in Solution #26.

4
Detailed proposals

*************** Start of the Change ****************

6.26

Solution #26: Using Authorization Token for authorization between EESes
6.26.1
Solution overview

This solution addresses KI#2.6 on the authorization between EESes.

6.26.2
Solution details

For the EDGE-9 interface between EESes, it is proposed to use the authorization token for application context transfer authorization between the S-EES and the T-EES.






[image: image1.emf]EEC

4. Service Response (Auth Tokens for ACT)

3. Process request

C

ECS

(Source)

2. Service Request 

1. TLS with AKMA key or GBA key

C C

S-EES T-EES

5. Application Context Transfer (T-EES access token, ACT Auth token)

7. Application Context

Transfer (ACT Auth token) 

9. Application Context 

Transfer (Context)

10. Application Context Transfer Complete 

Security 

6. Security

EEC establishes TLS with the target ECS if the ECS changes during ACR and it receives 

tokens of authorization to access T-EES, and setup TLS with T-EES

8. Validates the auth token

 
Figure X – Application Context Transfer with ACT authorization tokens
The Figure X shows the procedure of application context transfer from S-EES to T-EES steps  with the following:
1. The EEC established a secure connection with the source ECS which is optionally based on TLS setup with AKMA or GBA pre-shared key using the procedure specified in TS 33.558[X]. Depending on configuration, a reauthentication or AKMA/GBA may be needed when AC receives the ACR Selection message.

2. The AC receives the ACR Selection message and this message triggers the EEC to start ACT. The AC decides to initiate the transfer of application context from the S-EES to the T-EES. In addition to request the authorization token for EES and EAS access, the EEC also request tokens for application context transfer authorization from the S-EES to T-EES (ACT authorization tokens). Alternatively, the tokens may have been received in the ACR Selection message.

3. ECS processes the request and generates the requested tokens after authorization of EEC. The ACT authorization token may include but not limited to AC ID, S-EES ID, T-EES ID, ECS ID, token validity time, action authorized, claims, scope, and etc.

Since the EEC is the owner of the application context stored in EES and the context contains sensitive information such as UE ID, UE location, and etc, the relocation of the application context from the source EES to the target EES. Therefore, in this step, the EEC agree the application context transfer and request a token from the ECS that the T-EES and S-EES can use as the approval that the application context transfer is authorized by the EEC. In this case, the ECS serves as the Authorization Server, the same role when the ECS issues authorization token used by the EEC to access the EES.
4. The ECS sends the tokens and ACT authorization tokens to the AC/EEC.

5. The AC/EEC establishes TLS with the target ECS if the ECS changes during ACR and it receives tokens of authorization to access T-EES, and setup TLS with T-EES.

The AC/EEC sends an Application Context Transfer request to the T-EES and the request included T-EES access authorization tokens and ACT Authorization tokens.

6. Optionally, the T-EES and S-EES setup the security connection (e.g., TLS connection) if there is a need.

7. The T-EES authorizes the AC with EES access token, and then send the application context transfer request along with the ACT Authorization token to the S-EES.

8. Upon receiving the ACT request from the T-EES, the S-EES validates the received authorization token 
9. 
10. The S-EES transfer the AC application context to the T-EES if the token validation is successful.

11. The T-EES sends the ACT complete message to the AC/EEC.
12. 
6.26.3
Solution evaluation 

This solution addresses the requirements of KI#2.6 on the authorization between EESes.
Authorization token is used here for the authorization between EESes dynamically and authorized by the application user. No further impact is identified on the EES.
Editor’s Note: Further evaluation is TBD.
*************** End of the Change ****************
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