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1
Decision/action requested

This contribution proposes to add evaluation to TR 33.740 solution#12 
2
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3

Rationale

The End-to-End Control Plane protocol stacks using a Layer-2 UE-to-UE Relay is described in TR 23.304 [1], clause 6.1.1.8.1.
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Figure 6.1.1.8.1-1: End-to-End Control Plane protocol stacks using a 5G ProSe Layer-2 UE-to-UE Relay

NOTE 1:
Only the End-to-End control plane protocol stack is shown. The control plane protocol stack of the per-hop PC5 unicast link between 5G ProSe End UEs and 5G ProSe Layer-2 UE-to-UE Relay reuses the PC5-S protocol stack defined in clause 6.1.1.2.

NOTE 2:
PC5-S messages over per-hop PC5 unicast links and over End-to-End PC5 unicast links are supported. A End-to-End PC5-S message is the message transferred between the 5G ProSe End UEs and a direct PC5-S message is the message transferred between a 5G ProSe End UE and a 5G ProSe Layer-2 UE-to-UE Relay.

The per-hop control plane protocol stack is defined in TR 23.387 [2], clause 6.1.2. 
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Legend:

-
PC5-S Protocol: The protocol used for the control plane signalling over the PC5 reference point for the secure layer-2 link as specified in clause 6.3.3.

-
The PDCP/RLC/MAC/PHY functionality is specified in TS 38.300 [11].

Figure 6.1.2-1: Control Plane for NR PC5 reference point
The need for E2E and per hop identifiers decoupling using the proposed mapping mechanism at the Relay is as follows:      

- The End UE uses the same source PC5 link L2 ID to send direct PC5-S message to Relay or E2E PC5-S message to destination UE. 

- When performing existing per-hop LIU procedure between the End UE and the Relay, the source and destination L2 IDs pair and the KNRP-Session ID used for the per hop Link are changed, but not the KNRP-Session ID used for the E2E PC5 unicast link which remains unchanged. Similarly, the per hop KNRP-Session ID remains unchanged when the End UEs perform an E2E LIU procedure.

- Therefore, the E2E (resp. per hop) KNRP-Session ID can be used by an eavesdropper to link the new L2 IDs with old L2 IDs even following a per hop (resp. E2E) LIU procedure. Performing both per hop and E2E LIU (e.g., back-to-back) does not address this privacy issue.

It is proposed to complete the evaluation with the above rationale and clear the EN:

Editor's Note: Further evaluation on end-to-end link establishment is FFS.

4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [3]. 

***
BEGIN OF CHANGES
***
6.12.3
Evaluation 

For security, this solution proposes that a PC5 unicast link (also called per-hop link or management link), is established with the L2 UE-to-UE Relay by source/target UEs using unicast mode security mechanism defined in clause 5.3 of TS 33.503 [6] before establishing E2E security via the L2 UE-to-UE Relay. 


During E2E link security establishment, the L2 UE-to-UE Relay creates a mapping between its Relay specific MSB and LSB of KNRP-sess ID respectively with Source UE's MSB of KNRP-sess ID, and Target UE's LSB of KNRP-sess ID. The Relay forwards messages and data between Source and Target UE by replacing the security context E2E identifiers (i.e., MSB or LSB of KNRP-sess ID) in the PDCP header with relay specific identifiers according to the above mapping.

The need for E2E and per hop identifiers decoupling using the proposed mapping mechanism at the Relay is as follows:      

- The End UE uses the same source PC5 link L2 ID to send direct PC5-S message to Relay or E2E PC5-S message to destination UE. 

- When performing existing per-hop LIU procedure between the End UE and the Relay, the source and destination L2 IDs pair and the KNRP-Session ID used for the per hop Link are changed but not the KNRP-Session ID used for the E2E PC5 unicast link which remains unchanged. Similarly, the per hop KNRP-Session ID remains unchanged when the End UEs perform an E2E LIU procedure.

- Therefore, the E2E (resp. per hop) KNRP-Session ID can be used by an eavesdropper to link the new L2 IDs with old L2 IDs even following a per hop (resp. E2E) LIU procedure. Performing both per hop and E2E LIU (e.g., back-to-back) does not address this privacy issue.

For privacy, this solution proposes a mechanim so that the LIU procedure between a UE and the L2 UE-to-UE Relay does not impact the E2E peer UEs, using TR 23.700-33 [2], sol#32 as baseline.
This solution fully addresses the following KI for the L2 UE-to-UE Relay scenario: 

· Key Issue #2: Security of UE-to-UE Relay. 

· Key issue #4: Privacy of information over the UE-to-UE Relay.
***
END OF CHANGES
***
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