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Decision/action requested
Approve the changes in Living document to TS 33.503 for Prose Secondary Authentication 
2
References

[1]
TS 33.503 V17.3.0

[2]
S3-231772 "Living document to TS 33.503 for Prose Secondary Authentication"

3
Rationale

5GPRUK is now named CP-PRUK in TS 33.503 [1]. It is proposed to change all instances of 5GPRUK to CP-PRUK accordingly in S3-231772 [2]. Some other additional editorial changes are made.
4
Proposal

It is proposed to approve the following changes for inclusion in the Living document to TS 33.503 for Prose Secondary Authentication [2]. 








***
BEGIN OF CHANGES
***

6.3.3.3.x
 5G ProSe Remote UE Secondary Authentication via a 5G ProSe Layer-3 UE-to-Network Relay without N3IWF

6.3.3.3.x.1
General
This clause specifies the 5G Prose Remote UE specific secondary authentication between a 5G ProSe Remote UE, which is different from the secondary authentication defined in TS 33.501 [3], via a 5G ProSe Layer-3 UE-to-Network Relay without N3IWF and an external Data Network (DN) based on network-controlled authorization (i.e. using 5G ProSe Remote UE specific authentication) as described in clause 6.3.3.3.2. This procedure is optional to support.

The SMF of the 5G ProSe UE-to-Network Relay triggers the secondary authentication of the 5G ProSe Remote UE based on the subscription information and the local configuration of the SMF when it receives a NAS message (e.g. Remote UE Report) from the 5G ProSe UE-to-Network Relay.
The EAP framework specified in IETF RFC 3748 [12] shall be used for authentication between the 5G ProSe Remote UE and a DN-AAA server in the external data network.

Following clause describes the procedures for initial secondary authentication of the 5G ProSe Remote UE with the external DN-AAA server.

6.3.3.3.x.2
PDU Session secondary authentication of 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network Relay

The PDU session secondary authentication of 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network Relay follows the steps described in figure 6.3.3.3.x.2-1.
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Figure 6.3.3.3.x.2-1: Procedure for PDU session secondary authentication of 5G ProSe Remote UE 
via 5G ProSe Layer-3 UE-to-Network Relay

0.
During the Registration procedure, authorization and provisioning are performed for 5G ProSe Remote UE(0a) and 5G ProSe Layer-3 UE-to-Network Relay(0b) as described in clause 5.1.4 of TS 23.304 [2].

1.
The 5G ProSe Layer-3 UE-to-Network Relay may establish a PDU session for relaying with default PDU session parameters as described in clause 6.5.1.1 in TS 23.304 [2].

2.
Based on the authorization and provisioning in step 0, the 5G ProSe Remote UE performs the discovery of a 5G ProSe Layer-3 UE-to-Network Relay. As part of the discovery procedure, the 5G ProSe Remote UE learns about the connectivity service the 5G ProSe Layer-3 UE-to-Network Relay provides (e.g. based on a broadcasted service code) as described in clause 6.3.1.2 or 6.3.1.3 of TS 23.304 [2].

3.
The 5G ProSe Remote UE selects a 5G ProSe Layer-3 UE-to-Network Relay sends a DCR (Direct Communication Request) message including its SUCI or a CP-PRUK ID as described in clause 6.3.3.3.2.

4.
The Remote UE runs CP based authentication as described in 6.3.3.3.2. In addition, the following procedure may happen in this step as described in clause 6.5.1.1 in TS 23.304 [2].


If there is no PDU session satisfying the requirements of the PC5 connection with the 5G ProSe Remote UE, e.g. S-NSSAI, DNN, QoS, UP security activation status, the 5G ProSe Layer-3 UE-to-Network Relay initiates a new PDU session establishment or modification procedure for relaying.

5.
Upon successful network-controlled authentication of 5G ProSe Remote UE procedure, the 5G ProSe Layer-3 UE-to-Network Relay initiates a Direct Security Mode Command procedure with the 5G ProSe Remote UE as described in clause 6.2.3.

6.
Upon successful security establishment, the 5G ProSe Layer-3 UE-to-Network Relay stores the CP-PRUK ID as described in clause 6.3.3.3.2 and sends a DCA (Direct Communication Accept) message to the Remote UE. The DCA may include an indication that a PDU Session with secondary authentication is pending if the L3 UE-to-Network Relay determines the DN that is associated with the relay service code requires secondary authentication for the 5G ProSe Remote UE based on the fact that the L3 UE-to-Network Relay performed secondary authentication with the same DN either in step 1 or step 4, and there is no stored authentication information associated with the Remote UE. Based on the indication in the DCA message, the 5G ProSe Remote UE may refrain from sending any data traffic over the PC5 link until successful completion of subsequent PDU Session secondary authentication.

7.
For IP PDU Session Type and IP traffic over the PC5 reference point, the IPv6 prefix or IPv4 address is allocated for the 5G ProSe Remote UE as defined in clause 5.5.1.3 in TS 23.304 [2]. In addition, the 5G ProSe Layer-3 UE-to-Network Relay may configure a traffic filter (e.g. as a default filter for IP or non-IP traffic) for the PC5 link to prevent any data traffic until successful completion of subsequent PDU Session secondary authentication.
8.
The 5G ProSe Layer-3 UE-to-Network Relay sends a Remote UE Report message to the SMF for the PDU session associated with the 5G ProSe Layer-3 UE-to-Network Relay. The 5G ProSe Layer-3 UE-to-Network Relay shall include the CP-PRUK ID as the Remote User ID and 5G ProSe Remote UE addressing info (e.g. IP or MAC address). The Remote UE Report message includes the 5G ProSe Remote UE info (Remote User ID, addressing info) and excludes other 5G ProSe Remote UEs info. The Relay shall additionally include the CP-PRUK ID in the subsequent NAS messages. The AMF shall select AUSF based on CP-PRUK ID and forwards the CP-PRUK ID to the AUSF in Nausf_UEAuthentication_ProseGet Request message. The AUSF shall select PAnF based on CP-PRUK ID and forwards the CP-PRUK ID to the PAnF in Npanf_Get Request message. The PAnF shall retrieve the Remote UE's SUPI from the Prose context based on CP-PRUK ID and send the Remote UE's SUPI to the AUSF in the PAnF in Npanf_Get Respone message. The AUSF shall forward Remote UE's SUPI to the AMF in Nausf_UEAuthentication_ProseGet Response message. The Relay AMF shall forward the received SUPI and the Remote UE Report message to the SMF in Nsmf_PDUSession_UpdateSMContext message.

Editor's Notes: How to support multiple Remote User IDs in Remote UE Report is FFS.

NOTE 1:
In the case of Home Routed roaming, the SMF in the call flow is the H-SMF (and the V-SMF is not shown for simplicity). SMF selection by AMF is performed as per TS 23.502 [13], clause 4.3.2.2.3 (e.g. using PLMN ID of the SUPI, S-NSSAI, etc.).

9.
When the SMF receives Remote UE Report the SMF retrieves Remote UE's SM subscription data from the UDM by triggering Nudm_SDM_Get service operation. The SMF may include DNN, S-NSSAI of the PDU Session for relaying in addition to the Remote UE's SUPI as input parameters. The SMF determines based on the subscription data of the 5G ProSe Remote UE (i.e. Secondary authentication indication as per TS 23.502 [13], Table 5.2.3.3.1). The SMF may also check whether the 5G ProSe Remote UE has been authenticated by the same DN as indicated in the subscription data and, if secondary authentication is required, the SMF triggers a PDU Session secondary authentication of 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network Relay by sending PDU Session Authentication Command message to the 5G ProSe Layer-3 UE-to-Network Relay including the CP-PRUK ID of the Remote UE and an EAP-Request/Identity.

Editor's Notes: how SMF is notified with the 5G ProSe remote UE's subscription update is FFS.

Note 2:
The information on a successful authentication between a 5G ProSe Remote UE and an SMF may be saved in SMF and/or UDM.

10.
Based on the CP-PRUK ID, the 5G ProSe Layer-3 UE-to-Network Relay forwards the EAP-Request/Identity to the 5G ProSe Remote UE via PC5 signalling(10a). The 5G ProSe Remote UE returns the EAP-Response/Identity to the 5G ProSe Layer-3 UE-to-Network Relay via PC5 signalling(10b).

11.
The 5G ProSe Layer-3 UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including the CP-PRUK ID of the Remote UE and an EAP-Response/Identity received from the 5G ProSe Remote UE.

12.
The SMF sends an EAP-Response/Identity to the DN-AAA.

13.
The DN AAA server and the UE should exchange EAP messages, as required by the EAP method. The SMF and Relay shall include the CP-PRUK ID in the NAS messages transporting the EAP messages.
14.
The DN-AAA sends EAP-Success or EAP-Failure to the SMF.

15.
Upon successful PDU Session secondary authentication via the Relay procedure, the SMF stores the 5G ProSe Remote UE information in the 5G ProSe Layer-3 UE-to-Network Relay's SM context including 5G ProSe Remote UE identity (e.g. GPSI, SUPI), individual authentication information received from DN‑AAA.

16.
The SMF sends Remote UE Report Ack message to the 5G ProSe Layer-3 UE-to-Network Relay indicating the result of the PDU Session secondary authentication, including the CP-PRUK ID of the Remote UE and an EAP success or failure message. In the case of successful secondary authentication, the message may include QoS authorization info for the 5G ProSe Layer-3 UE-to-Network Relay to enforce. In case the secondary authentication is failed, the NAS message may indicate that 5G ProSe Layer-3 UE-to-Network Relay should release the PC5 link with the 5G ProSe Remote UE.

17.
In the case of successful secondary authentication for the 5G ProSe Remote UE, the 5G ProSe Layer-3 UE-to-Network Relay stores any received authentication info associated with the 5G ProSe Remote UE. In case the secondary authentication is failed, the 5G ProSe UE-to-Network Relay releases the PC5 link with the 5G ProSe Remote UE and may keep the PDU session as the default PDU session or release it if there is no more 5G ProSe Remote UE using the same PDU session.

6.3.3.3.x.3
Re-Authentication of Remote UE via L3 UE-to-Network Relay without N3IWF

The Re-Authentication of Remote UE via L3 UE-to-Network Relay follows the steps described in Figure 6.3.3.3.x.3-1. The call flow is based on the call flow in TS 33.501 [3], Figure 11.1.3-1 with the main difference that the EAP messages for Re-authentication are exchanged between the Remote UE and DN-AAA using PC5 transport provided via the PC5 link with the UE-to-Network Relay.
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Figure 6.3.3.3.x.3-1: EAP Re-Authentication of Remote UE via L3 UE-to-Network Relay
with an external AAA server

1-2.
Secondary Authentication for the 5G ProSe Remote UE via the 5G ProSe Layer-3 UE-to-Network Relay has been established according to the procedures specified in clause 6.3.3.3.x, PDU Session secondary authentication of the 5G ProSe Remote UE via the 5G ProSe Layer-3 UE-to-Network Relay.

Secondary Re-authentication may either be initiated by the SMF or the external DN-AAA server. If Re-authentication is initiated by the SMF, the procedure proceeds with step 4 (skipping steps 4a and 4b). If Re‑authentication is initiated by the external DN/AAA server, the procedure proceeds with the alternative steps 4a and 4b.

3.
The SMF decides to initiate Secondary Re-Authentication for the 5G ProSe Remote UE.

3a.
The DN AAA server decides to initiate Secondary Re-Authentication for the 5G ProSe Remote UE.

3b.
The DN AAA shall send a Secondary Re-Authentication request to UPF, and the UPF forwards it to the SMF. The Secondary Re-authentication request contains the GPSI, and the IP/MAC address of the UE allocated to the PDU Session and the MAC address if the PDU session is of Ethernet PDU type for the 5G ProSe Remote UE. The SMF retrieves the corresponding CP-PRUK ID from the 5G ProSe Layer-3 UE-to-Network Relay's SM context using the GPSI.

Editor's Notes: How the GPSI of the remote UE is obtained by SMF is FFS.

4.
The SMF may send an EAP Request/Identity message to the 5G ProSe Layer-3 UE-to-Network Relay including CP-PRUK ID of the 5G ProSe Remote UE. In case the procedure is initiated by the DN AAA, the SMF retrieves the CP-PRUK ID that is mapped with the received GPSI.

5.
The 5G ProSe Layer-3 UE-to-Network Relay forwards the EAP message to the 5G ProSe Remote UE via PC5 signalling.

6.
The 5G ProSe Remote UE may respond with an EAP Response/Identity message to the 5G ProSe Layer-3 UE‑to‑Network Relay via PC5 signalling.

7.
The 5G ProSe Layer-3 UE-to-Network Relay forwards the EAP Response/Identity to SMF.

8.
SMF forwards the EAP Response/Identity to the UPF, selected during initial authentication, over N4 interface. Then, the UPF shall forward the EAP Response/Identity message to the DN AAA Server. This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.

9.
The DN AAA server and the 5G ProSe Remote UE shall exchange EAP messages as required by the EAP method.
10.
After the completion of the authentication procedure, DN AAA server either sends EAP Success or EAP Failure message to the SMF. This completes the Re-authentication procedure at the SMF.

11.
If the authentication is successful, EAP-Success and CP-PRUK ID shall be sent to the 5G ProSe Layer-3 UE‑to-Network Relay.

12.
The 5G ProSe Layer-3 UE-to-Network Relay shall forward the EAP-Success to the corresponding 5G ProSe Remote UE via PC5 signalling.

13.
If authentication is not successful, EAP-Failure and CP-PRUK ID shall be sent to the 5G ProSe Layer-3 UE‑to-Network Relay.
14.
The 5G ProSe Layer-3 UE-to-Network Relay shall forward EAP-Failure to the corresponding 5G ProSe Remote UE via PC5 signalling and shall release the PC5 link with the 5G ProSe Remote UE.

15.
The 5G ProSe Layer-3 UE-to-Network Relay shall send a Remote UE Report message indicating the 5G ProSe Remote UE is disconnected to the SMF. 

16.
The SMF may release the PDU session that was used for the relay service.
Editor's Notes: It is FFS whether this procedure is needed, depending on the outcome of secondary Authentication and authorization procedure.

6.3.3.3.x.4
Secondary Authentication Revocation of Remote UE via L3 UE-to-Network Relay without N3IWF

At any time, a DN-AAA may revoke the authentication and authorization for a PDU Session and according to the request from the DN-AAA server, the SMF may request the 5G ProSe Layer-3 UE-to-Network Relay to release the PC5 link with the revoked 5G ProSe Remote UE, or release the PDU Session of the 5G ProSe Layer-3 UE-to-Network Relay as specified in clause 4.3.4 of TS 23.502 [10] when it is not used by other 5G ProSe Remote UE(s).

************ NEXT CHANGES

7.3.2.y
 Nausf_UEAuthentication_ProseGet service operation
Service operation name: Nausf_UEAuthentication_ProseGet.

Description: Provides the 5G ProSe Remote UE's SUPI.

Input, Required: CP-PRUK ID.

Input, Optional: None.

Output, Required: 5G ProSe Remote UE's SUPI.

Output, Optional: None.

************ NEXT CHANGES

7.5.z 
Npanf_get service

7.5.z.1
Npanf_Get service operation
Service operation name: Npanf_Get.
Description: The NF consumer requests Remote UE's SUPI from the PAnF.

Input, Required: CP-PRUK ID.

Input, Optional: None.

Output, Required: Remote UE's SUPI.

Output, Optional: None.

***
END OF CHANGES
***
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