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For NTN Release 18 the SA3 is discussing the key-issue in which the application function (AF) should be authorized to provide UE unreachability period information.

Please see the following excerpt from the TR 33.700-28 v0.3.0 clause 5.1.3:

“The 5GS/EPS shall provide a means to ensure that the AF/external server is authorized to provide UE unreachability period information.”

Methodology: The following is a collection of existing requirements with the purpose to identify gaps in any of the impacted 3GPP specifications.

The system architecture for the 5G System (5GS) (clause 4.2.3 of [1]) has specified the Network Exposure Function (NEF), the Application Function (AF) and the Access and Mobility Management Function (AMF). The AF interacts with 3GPP core network in order to provide services. The AF can be seen to be either trusted or untrusted.

Please see the following excerpt from the TS 23.501 clause 6.2.10:
“Based on operator deployment, Application Functions considered to be trusted by the operator can be allowed to interact directly with relevant Network Functions.”

“Application Functions not allowed by the operator to access directly the Network Functions shall use the external exposure framework (see clause 7.3) via the NEF to interact with relevant Network Functions.”

Comment1: The current system architecture has mentioned the AF which can be connected/interfaced to the 5GS. The AF can direct interact with network functions if this is seen to be trusted, otherwise if untrusted, the AF must interact through the NEF. 
In case of an untrusted AF, the protection of the NEF to AF interface needs to be fulfil the requirements as given by the security architecture for the 5G system (clause 12 of [2]).

Please see the following excerpt from the TS 33.501 clause 12:

12.2
Mutual authentication

For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [5], clause 6.1.3a. The identities in the end entity certificates shall be used for authentication and policy checks. The structure of the PKI used for the certificate is out of scope of the present document. 

12.3
Protection of the NEF – AF interface 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the NEF and the Application Function. The support of TLS is mandatory. 

Security profiles for TLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [3].

12.4
Authorization of Application Function’s requests

After the authentication, NEF determines whether the Application Function is authorized to send requests for the 3GPP Network Entity. The NEF shall authorize the requests from Application Function using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [43].
12.5
Support for CAPIF

When the NEF supports CAPIF for external exposure as specified in clause 6.2.5.1 in TS 23.501[2], then CAPIF core function shall choose the appropriate CAPIF-2e security method as defined in the sub-clause 6.5.2 in TS 33.122[53] for mutual authentication and protection of the NEF – AF interface.

Comment2: For the NEF to AF interface a mutual authentication is required, for the confidentiality, integrity and replay protection a TLS is mandatory and for the AF authorization the OAuth shall be supported. The security requirements above indicate that for the NEF to AF interface is there is some identity and access management in place.

Recommendation:
It is recommented for the study item on NTN [3] to reuse the existing security controls as solution for key-issue#1 and there is no need to edit additional aspects.
Conclusion:
It is proposed to use the solution as defined in S3-231743.
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