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1
Decision/action requested

It is requested to approve the conclusion presented for KI#8
2
References

3
Rationale

The contribution presents a preliminary conclusion for KI#8 (Trusted Network Function instances identifiers).
4
Detailed proposal

7.X

KI#8: Trusted Network Function instances identifiers
7.X.1
Analysis

The KI#8 requires that the certificate management framework should be able to manage and track the NF instance identifiers per end entity, in order to avoid that a malicious of compromised NF instance could fetch a valid certificate using a compromised NF instance ID. 

Two solutions have been evaluated in the study:

- Solution #8 introduces a procedure consisting in the pre-configuration of signature of certain parameter(s) such as NF instance ID or NF type in the NF profile, that can be verified in the operator CA as part of the certificate enrolment procedure. OAM system, as trusted entity for the operator CA and NF, can configure the signature intended to protect the integrity of the NF identifier. 

- Solution #17 introduces a procedure that allows the operator CA to verify that NF identifier has not misused. It binds that identifier (NF Instance Id) provided during the initial trust procedure between NF and operator CA with the NF indentifier provided in the SAN field of the certificate request to fetch the operator certificate from the operator CA.   
The common ground of both solutions is that they require to build an initial trust between NF and operator CA to later on verify the NF identity at the certificate enrolment phase. 
7.X.1
Conclusion

NF Instance Id should be included in the Subject Alt Name (SAN) field as per specified certificate profile in clause 6.3.1c of TS 33.310. Therefore, it is proposed to pursue the procedure described in solution #17, which simply verifies that the NF instance Id provided during the initial trust building procedure, matches the NF instance Id value in the SAN field of the operator certificate request (CSR). 
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