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1
Decision/action requested

Please approve the proposed pCR.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects."

[2]


3GPP TR 23.700-88: "Study on Personal IoT Networks"
[3]


3GPP TS 23.542: “Application layer support for Personal IoT Network”
3
Rationale

3GPP TSG SA WG6 has concluded the Release-18 study TR 23.700-78 [2] (FS_PINAPP) on the enablement layer for Personal IoT Networks and is now transposing the conclusions of the TR to normative text in the corresponding TS 23.542 [3] (PINAPP).

In the LS to SA3 (S6-230792/S3-231714 SA6 informs SA3 that TS 23.542 [3] defines service procedures of the PIN enablement layer that security for reference points between various PIN participants (e.g., PINE, PEMC, PEGC, PIN server).

The purpose of this pCR is to propose a new Key Issue in TR 33.882 [1] to study security solutions to support PINAPP work in SA6. 

4
Detailed proposal

Please accept the following changes to TR 33.882 [1]:

**** START OF CHANGE ****

5.Y
Key Issue #Y: Security for PINE to PINE reference points
5.Y.1
Key issue details

TS 23.542 [x] defines the following reference point requiring PIN security mechanisms including confidentiality, integrity, and replay protection for PINEs: 

PIN-10 - between the PIN client in the PIN element and the PIN server

The communication security of PIN-10 reference point can help mitigate threats to PIN-10.
5.Y.2
Security threats

Passive or active attacks on PIN-10 communications including communication between the PIN client in the PIN element and PIN server may lead to DOS, privacy leaks, unauthorized access to privileged information, unauthorized modification of PIN configuration, and MitM.
5.Y.3
Potential security requirements

The communications between the PIN client in the PIN element and the PIN server in a Personal IoT network shall be confidentiality protected.
The communications between the PIN client in the PIN element and the PIN server in a Personal IoT network shall be integrity protected.
The communications between the PIN client in the PIN element and the PIN server in a Personal IoT network shall be replay protected.

Editor’s note:
Further requirements might be added if found.

**** END OF CHANGE ****
