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1
Decision/action requested

Approve the pCR to TR 33.894 [1] below.
2
References

[1]
3GPP TR 33.894: "Study on applicability of the Zero Trust Security principles in mobile networks".

3
Rationale

This contritribution is a resubmission of S3-230718 submitted for SA3#110 in Athens since the document was not treated. 
This contribution proposes an analysis of the current 3GPP security mechanisms with respect to the to the sixth NIST zero trust security tenet described in NIST SP 800-207 [2].
4
Detailed proposal

(*** BEGIN CHANGES ***
5.1.5
Tenet #6: All resource authentication and authorization are dynamic and strictly enforced before access is allowed
5.1.5.1
Description 
According to tenet 6 of [2], a zero-trust architecture has to adhere to the principle that "All resource authentication and authorization are dynamic and strictly enforced before access is allowed". Access to resources is never ‘inherited’ from a previous step.  Security policies are evaluated and enforced every time a user, device, or service requests access to a resource.  In the 5G Core context, this tenet also relates to how the access by service consumers to the services of producers is secured.

Editor's Note: How to map the aspects below on user access to the 5GC is FFS

Since service consumers and producers are not human users, requirements on Identity, Credential, and Access Management (ICAM) and multifactor authentication (MFA) do not apply to them.
The relevant principle for the 5GS core network is that, for access to network resources such as network services and data, the access control/management should consider the threat assessment and continuous trust (re-) evaluation results inaddition to the identity, and credentials-based authentication. Further based on policy defined and enforced (e.g., time-based, new resource requested, resource modification, anomalous subject activity detected) continual monitoring with possible re-authentication and re-authorization can be considered.
5.1.5.2
Relevant security mechanisms 
The current security mechanisms 

All the security mechanisms specified in TS 33.501 [4] related to SBA security, in particular clauses 13.3 and 13.4 on authentication and authorization.
5.1.5.3
Evaluation 
According to the current security mechanisms, NF consumers and producers may be first required to mutually authenticate during the TLS session establishment via certificates. Then the NF consumer may be required to present an OAuth2.0 authorization token to the producer in the service request within the TLS tunnel. These two mechanisms provide the necessary tools for an operator to control access to the service producer resources dynamically at almost a service invocation level. 

The choice of the security mechanisms including the static authorization is left to the discretion of the operator and will depend on the deployment context. Nevertheless, based on the current standards, the operator of a 5G Core has the means to enforce a dynamic access authorization in the sense of this tenet by the specified OAuth2.0 mechanism. 
SBA provides the security mechanisms for the authorization and authentication process and SBA security is compliant with that verification. Therefore, no further actions are required for this tenet.

*** END CHANGES ***

