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1
Decision/action requested

Approve the pCR to TR 33.894 [1] below.
2
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3
Rationale

This contritribution is a revision of S3-230717 submitted for SA3#110 in Athens.
This contribution proposes an analysis of the current 3GPP security mechanisms with respect to the to the fifth NIST zero trust security tenet described in NIST SP 800-207.
4
Detailed proposal

*** Start of Change *** 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
NIST Special Publication 800-207 Zero Trust Architecture.

[3]
3GPP TR 33.738: "Study on security aspects of enablers for network automation for the 5G system Phase 3".

[4]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[5]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[6]
3GPP TS 23.288: "Architecture enhancements for 5G System(5GS) to support network data analytics services".
[x]
3GPP TS 29.520: "5G System; Network Data Analytics Services; Stage 3"
[y]
NIST Special Publication 800-92 "Guide to Computer Security Log Management"

[z]
NCSC CAF guidance, https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/c-1-security-monitoring 
*** Next Change ***

5.1.4
Tenet #5: Maintain the integrity and security posture of all owned and associated assets
5.1.4.1
Description 
According to tenet 5 in [2], "The enterprise monitors and measures the integrity and security posture of all owned and associated assets". All the associated assets connected to the network infrastructure are continuously monitored to ensure that they remain configured in a state that is known to be legitimate and secure. Therefore, the security challenge "Trust Nothing and Verify Everything" is considered.  

In the 5G core network, this principle refers to the data that can be collected from the NFs that can be used to perform threat assessment as part of continuous security monitoring and trust evaluation. 

5.1.4.2
Relevant security mechanisms 
The NWDAF defined in 3GPP TS 29.520 [x] is used to collect data from user equipment, network functions, and operations, administration, and maintenance (OAM) systems, etc. 

Monitoring of the integrity and security posture of the 5G Core is usually done by detection systems outside the 5G Core. These systems are available on the market; however they are not standardized by 3GPP..
5.1.4.3
Evaluation 
In general, the tenet touches upon two aspects. The first one is related to operation security. In this regard, it is expected that the proper security practices and guidelines are followed during deployment and operations in order to detect and mitigate vulnerabilities. This includes as described in [2] regular updates, security patches, and mitigation plans should there be a breach, etc. The enforcement of such practices depends heavily on the implementation and deployment context, e.g., infrastructure, enterprise network, etc. Therefore, it does not warrant the development of standard solutions. Nevertheless, it is worth mentioning that the 3GPP security standards in general are continuously evolving. In fact, vulnerabilities in the security mechanisms revealed either by individual 3GPP members or through one of the established CVD programs are always discussed and remediated whenever deemed necessary. 
NWDAF supports data collection and network monitoring for general aspects related to NF load, performance etc. However, the NWDAF is a Network Function in the 5G Service-Based Architecture itself. According to NIST SP 800-92 [y], sections 2.3.2 and 5.1.3, as well as similar guidances on security logs like e.g. [z],it is important to separate and isolate security logs. This implies that security logs about the 5G Service-Based Architecture are not supposed to be shared to Network Functions itself. Therefore, the NWDAF is not a suitable function for monitoring the security posture of the 5G Core.  So, a security monitoring function needs to be outside the SBA and the security monitoring function itself would be mostly proprietary.

