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1
Decision/action requested

Update of solution on handling of authorization of user consent retrieval.
2
References

[1]
3GPP TR33.896
3
Rationale

Update of solution on handling of authorization of user consent retrieval per KI#3.
4
Detailed proposal

***** START OF CHANGES

6.5
Solution #5: Central authorization for user consent handling

6.5.1
Introduction

This solution is addressing key issue #3.
This solution provides one solution for introducing a central NF or a service to allow for dedicated authorization related to user consent data retrieval and revocation, which allows to provide a unified authentication framework. 

6.5.2
Solution details

Whenever NF/AF wants to retrieve data related to one or several UEs, it provides in an authorization request to a user consent authorization function (UCA NF) a list of UEs, for which the user consent is wanted. The UCA NF contacts the UDM/UDR to gain information about which UEs give their user consent, and which do not. This information can then also be re-used by UCA NF for other requests.
UCA NF creates an authoriation token including the list of allowed UE identities. This token is created in addition to the OAuth2.0 token that the NF needs to request from NRF. 

The UCA NF sends in a signed response the user consent related authorization token which includes the list of UEs, for which data collection was authorized. With this token (and the OAuth2.0 token for authorizing for the service), the NF/AF requests another NF to provide data about the UE.

NFp can validate both tokens before providing any data. 

The UCA NF has the history of NFs/AFs that collected UE consent. This allows for sending centrally notifications of updates or revocations to those NFs that requested UE consent before. To keep track, the UCA needs to either subscribe for notifications from UDM once user consent was collected about a UE, or regularly check itself to keep an up to date list.
NOTE 1: RAN as an enforcement point is not part of this solution.

NOTE 2: Further considerations on how to select the new NF need SA2 involvement.
Editor’s Note: Relation with NWDAF/NEF when they act as consent enforcement point is FFS.
Editor’s Note: The need of centrally notifications from the UCA compared with existing user consent parameter change subscription/notification defined in TS 33.501 Annex V is FFS.

Editor’s Note: It is FFS how the token revocation is handled when only part of UEs in the token change/revoke their user consent.

6.5.3
Evaluation

This solution requires adding a new NF or updating the NRF with additional functionality. A NF/AF needs to evaluate both the authorization token and the user consent authorization token.
Editor’s Note: The need to introcuce new UCA or update NRF for user consent authorization token is FFS.
This solution ensures that all NF(s)/AF(s) receiving/having received UE data are tracked centrally. It does not require multiple NFs to check the user consent. Whenever user consent is revoked, the 5GS is able to find the NF(s)/AF(s) that have been storing the data by requesting the central entity, which can trigger/request NF(s)/AF(s) to revoke the data.
The solution is not backward compatible for pre R18 solution where NWDAF/NEF are defined as consent enforcement point.
The solution introduces extra network processing effort.

***** END OF CHANGES
