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1
Decision/action requested

This contribution proposes conclusion on KI#2 in FS_NG_RTC_SEC.
2
References

3
Rationale

This pCR proposes to conclude KI#2.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.890.
***BEGIN OF First CHANGE***

7
Conclusions 
7.X
Conclusion on Key Issue #2
The following conclusions are agreed for KI#2:
A)
If the external Data Server supports only HTTP, the DCMF/enhanced MRF is proposed to terminate DTLS. 

1)
Bootstrap data channel;

2)
P2A/A2P application data channel;
3)
P2P application data channel with the involvement of DCMF/enhanced MRF;
4)
For P2P application data channel without the involvement of DCMF/enhanced MRF, DTLS is terminated in the eIMS-AGW.
B)
If the external Data Server supports both HTTP and IETF RFC 8831 WebRTC data channel protocols, the end-to-end (e2e) encryption for the data channel should be used as specified in IETF RFC 8831 [9] and IETF RFC 8827 [13] for the P2A/A2P Application data channel use cases.
Editor’s Note: LI considerations are FFS. 
*** END OF First CHANGE ***


