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[bookmark: foreword][bookmark: _Toc112766497]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc112766498]
1	Scope
[bookmark: references]The present document studies how 5G security architecture and procedures can be enhanced to support Personal IoT Network. The aim of this document is to study the security aspects of Personal IoT Networks for any potential enhancements in alignment with the outcome of SA2 study in TR 23.700-88 [2]. The study will look at the following aspects, performing gap analysis where necessary:
1)	Study potential security enhancements for authentications required to secure Personal IoT Networks.
2)	Study the security protection and access control for communications required to secure Personal IoT Networks.
3)	Study the security enhancements for privacy required to secure Personal IoT Networks.
4)	Other security aspects for any potential enhancements in alignment with the outcome of SA2 study in TR 23.700-88 [2].
[bookmark: _Toc112766499]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-88: "Study on Personal IoT Networks"
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system"

[bookmark: definitions][bookmark: _Toc112766500]3	Definitions of terms and abbreviations
[bookmark: _Toc112766501]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1], 3GPP TR 23.700-88 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in TR 23.700-88 [2] apply:
Personal IoT Network: A configured and managed group of PIN Element that are able to communicate each other directly or via PIN Elements with Gateway Capability (PEGC), communicate with 5G network via at least one PEGC, and managed by at least one PIN Element with Management Capability (PEMC).
PIN Element: A UE or non-3GPP device that can communicate within a PIN (via PIN direct connection, via PEGC, or via PEGC and 5GC), or outside the PIN via a PEGC and 5GC.
PIN Element with Gateway Capability: A PIN Element with the ability to provide connectivity to and from the 5G network for other PIN Elements, or to provide relay for the communication between PIN Elements.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc112766502]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], 3GPP TR 23.700-88 [2], and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
PIN	Personal IoT Networks
PINE	PIN Element
PEGC	PIN Elements with Gateway Capability
<ABBREVIATION>	<Expansion>
AF		Application Function
API	Application Programming Interface
NEF	Network Exposure Function
QoS	Quality of Service
URSP	UE Route Selection Policy

[bookmark: clause4][bookmark: tsgNames][bookmark: _Toc105088935][bookmark: _Toc112766503]4	Assumptions
Editor's note:	This clause includes the architectural and security assumptions applicable for the study.
[bookmark: _Toc112766504]5	Key issues
[bookmark: _Toc104196488][bookmark: _Toc112766505]5.1	Key Issue #1: Authentication and authorization for PINE
[bookmark: _Toc112766506]5.1.1	Key issue details
A key aspect of the planned support of the 5G system for PIN is the ability of a UE (referred to as PEGC) to act as a gateway for PIN elements (PINEs), which are not acting as 5G UEs, to connect to 5GC. 
According to TR 23.700-88 [2], a PINE without 3GPP capability cannot directly connect to the 5GC, but through the PEGC. Whether the PINE without 3GPP capability needs to be known by the 5GC and how to identify the PINE needs to be studied, e.g., for controlling access of the PINE to connecting 5G data networks, differentiating the PINE for policy provisioning, authorizing the PINE for traffic relay, etc.
[bookmark: _Toc112766507]5.1.2	Security threats
5GS supports the policy and QoS differentiation for the traffic between a PINE and 5GS. The network resource may be misused by the malicious, unauthenticated, and unauthorized PINE. 
TBD. 
[bookmark: _Toc112766508]5.1.3	Potential security requirements
The PINE in a Personal IoT network should be authenticated.
The PINE in a Personal IoT network should be authorized.
Editor’s note:	Further requirements might be added if found.
TBD.
[bookmark: _Toc80633893][bookmark: _Toc112766509]5.2	Key Issue #2: Authorization of PIN capabilities
[bookmark: _Toc112766510]5.2.1	Key issue details
Some aspects of a PIN network might be configurable by an Application Function through the 5G NEF, for instance (depending on details defined in the SA3 study on PIN [2]) QoS of a PIN Element or URSP rules related to a PIN Element.
From a security point of view the scope of access granted to an AF needs to be restricted to the level of certain PEGSs or PINs and needs to be subject to permissions and consent granted by resource owners.
So far TS 33.501 [3] defines authorization of exposure capabilities on a rather general level in Clause 12. That is, authorization is based on operator policies using the identity of the AF (clause 12.2 in TS 33.501 [3]) as well as the OAuth authorization mechanism (Clause 12.4 in TS 33.501 [3]). No details about handling of permissions or providing consent to a specific application function are defined.
In case of PIN the requirements for API security might be especially demanding, since on the one hand a PIN network might consist of several UEs and on the other hand a single UE might contribute to several PINs.
Therefore, aspects related to ownership and possible operation models of PINs shall be included in the analysis of the Key issue.
[bookmark: _Toc112766511]5.2.2	Security threats
An application function associated with one PIN might use the NEF API to manipulate another PIN.
An application function associated with a PIN might use the NEF API to manipulate resources not assigned to the PIN.
[bookmark: _Toc112766512]5.2.3	Potential security requirements
The 5GS shall be able to restrict resource request from an Application Function associated with a PIN to the resources associated with the PIN. 
Application functions associated with a PIN shall be able to use APIs for accessing resource only with authorization from the resource owner.
[bookmark: _Toc112766513]6	Proposed solutions
[bookmark: _Toc80633894][bookmark: _Toc112766514]6.1	Mapping of solutions to key issues
Table 6.1-1: Mapping of solutions to key issues
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[bookmark: _Toc112766515]6.A	Solution #A: <Title>
[bookmark: _Toc112766516]6.A.1	Introduction 

[bookmark: _Toc112766517]6.A.2	Solution details

[bookmark: _Toc112766518]6.A.3	Evaluation

[bookmark: _Toc112766519]7	Conclusions
Editor's Note: This clause contains the agreed conclusions that will form the basis for any normative work.

[bookmark: _Toc106097160][bookmark: _Toc112766520]Annex A (informative):
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