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1
Decision/action requested

This contribution proposes to add overview of SECAM for 3GPP virtualized network products into clause 4.
2
References

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TR 33.916 Security Assurance Methodology (SECAM) for 3GPP network products
[3] 3GPP TR 33.818 Security Assurance Methodology (SECAM)  and Security Assurance Specification (SCAS)

 for 3GPP virtualised network products (Release 17).

[4] 3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualised network functions".

3
Rationale

Identifying the the scope of a SECAM SCAS for 3GPP GVNP is a basis for analyzing GVNP SCAS. This contribution proposes to add the overview and scope of a SECAM SCAS for 3GPP virtualized network products into clause 4 by following the output in TR 33.818.

4
Detailed proposal

It is suggested to approve the following changes.

********************Start of First Change ****************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.916 Security Assurance Methodology (SCAS) for 3GPP network products
[x]
3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualised network functions".
[y]
ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement".
[z]
3GPP TR 33.927: "Security Assurance Specification (SCAS) ;threats and critical assets ;in 3GPP virtualized network product classes”.
[xx]                    3GPP TS 33.527:  " Security Assurance Specification (SCAS) ; for 3GPP virtualized network products ".
********************End of First Change ****************************

********************Start of Second Change ****************************

4
Overview

4.1

Introduction

4.1.x
Considerations on network product class when using NFV technology

The definitions of network product class and network product were documented in the TR 33.916 [2]. For implementing 3GPP defined functionalities in network products, some functionalities that relate to the supporting platform (e.g. hardware components, operating system, etc.) also need to be implemented. The platform provides execution environment for 3GPP defined functionalities. For physical network products, the platform and the 3GPP defined functionalities are tightly coupled, while for virtualized network products, the platform and the 3GPP defined functionalities are decoupled. The platform of virtualized network products composes of a hardware layer and a Virtualisation layer, and is common for 3GPP defined functionalities. Concept of 3GPP VNF is defined in TS 28.500 [x]. According to the concept in [x], a 3GPP VNF is 3GPP network function(s) that runs on a Network Function Virtualisation Infrastructure (NFVI), which is the platform of virtualized network products described above. 
The realistic deployment scenarios are summarized in ETSI NFV-SEC 001 [y], based on which a 3GPP network operator can deploy 3GPP defined functionalities in three modes:
-
Mode 1. A network operator purchases 3GPP VNFs from its vendors and deploys it on a third party NFVI.
-
Mode 2. A network operator purchases 3GPP VNFs and the Virtualisation layer (e.g. hypervisor) from its vendors, and deploys them on a third party hardware layer.

-
Mode 3. A network operator purchases and deploys 3GPP VNFs, the Virtualisation layer and the hardware layer from its vendors.


Each deployment mode requires the different composition of virtualized network products purchased and deployed by a network operator, which are subject to the testing and evaluation in SECAM scheme. Accordingly, the different composition of virtualized network products maps to three types of virtualized network product class as depicted in Figure 1:
-
Type 1: implement 3GPP defined functionalities only

-
Type 2: implement 3GPP defined functionalities and Virtualisation layer

-
Type 3: implement 3GPP defined functionalities, Virtualisation layer, and hardware layer
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Figure 4.1.x-1: Three types of virtualized network product class
NOTE: Considering the situation that type 2 and/or type 3 of virtualized product class are dependent of pre-mature specifications from other standard organization, only type 1 of virtualized product class are specified in present document.
4.1.y
Considerations on SECAM of the virtualized network products

The security assurance methodology study in TR 33.916 [2] is a general methodology and already considers virtualized network products in the design of the methodology. The biggest difference between virtualized network products and physical network products is that the former may be run on a common platform, while the latter has a private and exclusive platform. With the current SECAM as the basis, the present document aims to identify and address the gaps when applying the current SECAM to 3GPP virtualized network products as defined in clause 4.1.x.
**********************End of Second  Change **************************

