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1
Decision/action requested

SA3 is kindly asked to approve the added security threats related to MnF service data.
2
References

[1]
S3-222119: Living document for MnF SCAS
3
Rationale

This contribution adds security threats related to Mangement data in the living document S3-222119 [1].
4
Detailed proposal

*************** 1st Change ****************
X.2.2.y
Threats related to Management data 
- Threat name: Unprotected Mangement data during transmission
- Threat Category: Tampering, Information Disclosure
- Threat Description: Mangement information transported between Management Functions,  if not confidentiality protected, can be subject to eavesdropping. Such information may be leaked to unauthorized parties. If the MnF service traffic is not integrity protected, attackers can tamper with mangement information at will. The receiver of the MnF service traffic obtain false mangement information. If the MnF service traffic is not replay protected, attackers can insert historical legitimate MnF service traffic. This can lead to false network usage reported by MnF, and consequently resulting in incorrect management signalling. 

- Threatened Asset: Mangement data
*************** End of Change ****************

