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Decision/action requested

This solution is targeting KI#1.
2
References

[1] TR 33.892 Study on URSP rules to securely identify applications
3
Rationale

Operators can use the URSP rules to configure UEs to steer the traffic of specific applications based on the policy of operators. However, the application identity is not a secure identifier and can be misused: 

The user may download another application (not the application created by the operator), which presents the same application identity. 

This is possible because the application identity is defined during the application development and can be any string chosen by the developer.
In order to address above issue also expressed in Key Issue #1, the following is proposed: 

Every UE application is signed with a unique digital certificate, which typically contains a validity period, the publisher of the application, the public key of the publisher, etc. Before the application is published (e.g. to a mobile marketplace), it is cryptographically signed by using the private key of the publisher, which is a unique key only known by the publisher. An example of an application signing procedure is shown in the figure below. The generated digital signature and the digital certificate that can be used to validate the authenticity of the application are both included in the application package, which can be published and distributed.
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Figure 1: Example of application signing

An application with the same application ID as the genuine application would have a different certificate, since the developer of the application does not have access to the private key of the genuine application developer. Therefore the proposal is that the URSP rule is enhanced to include a fingerprint of the genuine application certificate so that the UE can easily compare it with the fingerprint of the certificate of the application installed on the UE.
4
Detailed proposal

The following changes are proposed to be included in TR 33.892: 
Start of Changes

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
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6.Y
Solution #Y: Solution on enhancing the URSP rule with certificate fingerprint
6.Y.1
Introduction 

This solution is addressing key issue #1 “Determination of application identification”. 

Every UE application is signed with a unique digital certificate, which typically contains a validity period, the publisher of the application, the public key of the publisher, etc. Before the application is published (e.g. to a mobile marketplace), it is cryptographically signed by using the private key of the publisher, which is a unique key only known by the publisher. An example of an application signing procedure is shown in the figure below. The generated digital signature and the digital certificate that can be used to validate the authenticity of the application, both are included in the application package, which can be published and distributed.
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Figure 6.Y.1-1: Example of application signing

A false application with the same application ID as the genuine application would have a different certificate, since the developer of the false application does not have access to the private key of the genuine application publisher. Therefore the proposal is that the URSP rule is enhanced to include a fingerprint (hash) of the genuine publisher certificate so that the UE can easily compare it with the fingerprint of the certificate of the application which is installed on the UE.
6.Y.2
Solution details

As a precondition, the UE has installed an application with a specific application ID and it computed the fingerprint of the embedded certificate of the publisher of that application. 
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Figure 6.Y.2-1: URSP rule delivery procedure
1. The PCF is configured with the application ID and additionally with the fingerprint of the certificate of the genuine publisher. Alternatively, the application related information for the URSP rule is provisioned from an AF to the PCF.
2. If the UE should receive the application specific URSP rule, the PCF will send a URPS rule delivery message with the application ID, certificate fingerprint and routing information etc. to the UE. 
3. If the installed application in the UE wants to send data, the UE determines whether the application ID and the certificate fingerprint of the installed application matches with the ones included in the URSP rule. If the match is successful, the UE applies the URSP rule accordingly. 
Since every application is signed with the certificate that is included in the application package, the UE will determine whether a certificate is from a genuine publisher or installed from a different developer, even if the application IDs are the same. A false application cannot include the genuine certificate since the developer of the false application does not have the private key of the genuine application to sign it. Thus if the genuine certificate would be included in the false application package and the signature would be computed with another key, the UE would not install the application because the signature, computed with the public key of the genuine certificate, does not match the one computed by the false application developer.
6.Y.3
Evaluation

The PCF needs to be configured with the fingerprint of the certificate of the genuine application publisher additionally to the application ID, the URSP rule needs to be enhanced to carry the certificate fingerprint and the UE needs to take the certificate fiongerprint into account, additionally to the application ID, when applying a URSP rule.
End of Changes
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