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1	Decision/action requested
It is proposed to approve the key issue described in this document.
2	Rationale
There is a need for secure provisioning of policy and parameters for a PIN. This PCR proposes a new KI aiming to study secure provisioning of policy and parameters for a PIN.
3	Detailed proposal

*** 1st CHANGE ***
5.Y	Key issue: Secure policy and parameters provisioning for PIN
5.Y.1	Key issue details
Security requirements for PIN are captured in 3GPP TS 22.261 clause 6.38.2.6 and 3GPP TS 22.101 clause 26a.2.1 as following:
The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose user identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access. (c.f. 3GPP TS 22.101 clause 26a.2.1) 
Also, pPer clause 5.6 of TR 23.700-88 [2], “The necessary secure policy/parameters configuration are needed for the communication between PINEs, PINE/PEGC/PEMC discovery, authorization for PINE/PEGC/PEMC.”
Furthermore, per TR 23.700-88 [2], clause 6.0D.2.3, “The PIN Application Server (PIN AS) is an optional NF and includes AF functionality can be deployed by mobile operator or an authorized third party. PIN AS may support Configuration and parameters provisioning to PEGC, PEMC, PINE”.
In addition, SA3 PIN SID Justification clause states the following:
“As to the security provisioning of credentials to non-3GPP device connected via a gateway UE, there’s risk that devices use the provisioning path to lunch (D)DoS attack, 5GC needs to disallow/allow the provisioning in case 5G network made decision (how to make decision is out of scope), and as required by SA1, 5GC needs to link the subscription of the PEGC during or after secure provisioning”
Therefore, there is a need for secure provisioning of policy and parameters, including credentials, for PIN.

5.Y.2	Security threats 
An attacker can compromise the necessary procedures, e.g., communication between PINEs, PINE/PEGC/PEMC discovery and will be capable vulnerable to ofthe following security attacks:
-	compromised policy configuration of PINEs’ membership in PIN, which as a result may compromise the security of relevant procedures (discovery, authorization, communication)
5.Y.3	Potential security requirements
The 5G system should provide the means to securely provision PIN policy/parameters configuration to PEGC, PEMC, PINE for the PIN service.

                          *** END OF CHANGES *** 

	
	
	



