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1
Decision/action requested

This contribution proposes to add a new solution addressing Key Issue #2: Security of UE-to-UE Relay.
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3
Introduction

Solution #13 from TR 23.700-33 [1] provides a solution for the support of UE-to-UE Relay when using a 5G ProSe Layer-2 UE-to-UE Relay related to Key Issue #1 from TR 23.700-33 [1]. This solution proposes a procedure for the secure establishment of an end-to-end PC5 unicast link, i.e. between a source UE and a target UE via a Layer-2 UE-to-UE Relay based on Solution #13. 

A secure "extended" (end-to-end) PC5 link is set up between the source UE and the target UE via the UE-to-UE Relay. Source/Target UEs send and receive messages through the UE-to-UE Relay to establish a security association and the extended PC5 unicast link end-to-end between the source UE and the target UE. The UE-to-UE Relay forwards the messages transparently, without the ability to read, modify their content or replay them, except for the Direct Communication Request message. As DCR is always sent unprotected the UE-to-UE Relay modifies the message to include the relay indication (e.g. Relay ID). The source/target UEs detect that the link establishment is going through a UE-to-UE Relay upon detecting a relay indication included in the received messages.

As part of their Rel-17 study on UE-to-UE relay, RAN WG2 endorsed the following decision for Layer-2 UE-to-UE Relay (extracted from R2-2102116 [4]):

· The protocol stack and PC5 adaptation layer function (both first hop PC5 and second hop PC5) were studied for L2 UE-to-UE Relay. The usage of PC5 adaptation layer header(s) enables the AS layer routing/forwarding via relay UE for end-to-end UE-to-UE traffic

As well, as per TR 38.836 [3], clause 5.5.1:
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Figure 5.5.1-1: User plane protocol stack for L2 UE-to-UE Relay
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Figure 5.5.1-2: Control plane protocol stack for L2 UE-to-UE Relay

· For the first hop of L2 UE-to-UE Relay,

· The adaptation layer over first PC5 hop between Source Remote UE and Relay UE supports to identify traffic destined to different Destination Remote UEs

· For the second hop of L2 UE-to-UE Relay,

· PC5 Adaptation layer supports the N:1 bearer mapping between multiple ingress PC5 RLC channels over first PC5 hop and one egress PC5 RLC channel over second PC5 hop and supports the Remote UE identification function.

· For L2 UE-to-UE relay,

· In addition, the identity information of Source Remote UE and/or the identity information of Destination Remote UE are candidate information to be included in the adaptation layer, which are to be decided in WI phase.

This contribution proposes a solution to address the following Key Issue:

- KI #2: Security of UE-to-UE Relay

Most specifically, this contribution provides a solution for the Layer-2 UE-to-UE Relay in light of the changes related to the Control Plane and User Plane protocol stacks as currently agreed in RAN WG2, i.e., the addition of an Adaptation Layer.

4
Proposal

It is proposed to approve the following new solution for inclusion in TR 33.740 [2]. Note that all text is new.








***
BEGIN OF CHANGES
***

6.X
Solution #X: Security of Layer-2 UE-to-UE Relay and Adaptation Layer

6.X.1
Introduction

This contribution proposes a solution to address KI #2: Security of UE-to-UE Relay. Most specifically, this contribution provides a solution for E2E security establishment during E2E PC5 unicast link establishment via a Layer-2 UE-to-UE Relay while considering the new Adaptation Layer on the Control Plane and User Plane protocol stacks, and is based on solution #13 in TR 23.700-33 [2]. 

As specified by RAN WG2, the adaptation layer on the first per-hop between the Source UE and the Relay contains information identifying the Destination UE. For the second per-hop between the Relay and the Destination UE, the adaptation layer contains information identifying the Source UE. In addition, RAN WG2 considers adding information identifying both the Source and Destination UEs in the adaptation layer. This is to be decided during RAN WG2 normative phase. Also, RAN WG2 has signalled the usage of multiple end-to-end unicast links via a single per-hop PC5 link between a UE and the Relay. 

Considering the adaptation layer, the solution #13 from TR23.700-33 [2] proposes that a source/target UE uses a unique link (i.e. PC5 unicast link) with a UE-to-UE Relay to send messages to its peer UEs via this specific UE-to-UE Relay. The UE-to-UE Relay receives end-to-end (E2E) PC5 messages over this PC5 unicast link and forwards them between the source UE and target UEs using the adaptation layer, which contains information identifying the specific source and/or target UE. 

Link management (i.e. keep-alive, link modification, link identifier update and link release) is supported over extended PC5 links. Since the security association of the extended PC5 link is between the E2E peer UEs, all messages sent over the extended PC5 link, including link management (i.e. PC5-S) messages, may only be processed by those two UEs. No modifications to the keep-alive, link modification and link release procedures are needed when sent over the E2E PC5 link. 

The PC5 unicast link (also called per-hop link) established with the UE-to-UE Relay and used by source/target UEs to send E2E messages via a specific UE-to-UE Relay, is also used as a management link, i.e. to manage the extended links (e.g. for QoS adaptation). The management link is secured between the source/target UEs and the UE-to-UE Relay based on existing procedures and doesn't make use of an adaptation layer.
6.X.2
Solution details
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Figure 6.X.2-1: End-to-End PC5 unicast link establishment and data forwarding using Relay-specific identifiers.

1) UE-to-UE Relay registers with the network and specifies its relay capabilities. UE-to-UE Relay is provisioned with relay policy parameters from the network using existing procedures as described in TS 23.304 [x].

The target UEs (i.e. UE2, UE3 and UE4) determine the destination Layer-2 ID (i.e. broadcast Layer-2 ID) for signalling reception for PC5 unicast link establishment as specified in clause 6.4.3.1 of TS 23.304 [x].

2) On the source UE (i.e. UE1), the application layer provides application information to the ProSe layer for PC5 unicast communication. The application information includes the ProSe Service Info, source UE's Application Layer ID, and may include target UE's Application Layer ID, as specified in TS 23.304 [x] clause 6.4.3.1.

ProSe layer triggers the link establishment procedure by sending a Direct Communication Request (DCR) message which includes security parameters as specified in TS 33.536 [9]. 

The DCR message is sent without an adaptation layer header. This DCR message may be used for direct and/or indirect link establishment. A target UE receiving the DCR directly from UE1 may continue the link establishment procedure as usual.

3) The UE-to-UE Relay receives the Direct Communication Request message and verifies if it's configured to relay this application, i.e. it compares the announce ProSe Service Info with its provisioned relay policy/parameters.

The UE-to-UE Relay forwards the Direct Communication Request message by using its own Layer-2 ID as Source L2 ID and specifies as destination either the target UE Layer-2 ID as specified in the received DCR message or as learned during a prior discovery procedure between the UE-to-UE Relay and target UE, or uses the broadcast Layer-2 ID. The UE-to-UE Relay adds an adaptation header containing info identifying UE1. The UE-to-UE Relay additionally includes its unique Relay ID and relay-specific MSB of KNRP-sess ID. The UE-to-UE Relay keeps the association of UE1 MSB of KNRP-sess ID as specified in the DCR message and its relay-specific MSB of KNRP-sess ID as specified with the forwarded DCR message.  Any subsequent E2E messages (i.e. PC5-S and data) are forwarded based on UE identifier info specified in the adaptation header.

4) Target UE (i.e. UE3) receives the DCR message via the UE-to-UE Relay. UE3 is interested in the announced application thus it triggers a PC5 unicast link establishment with the UE-to-UE Relay, if such a link isn't already established between UE3 and this UE-to-UE Relay.

5) UE3 continues E2E link establishment procedure by initiating the security procedures (i.e. PC5 Authentication and/or PC5 Direct Security Mode procedures) via the selected UE-to-UE Relay (i.e. over the direct PC5 link to the UE-to-UE Relay). UE3 adds an adaptation header including the info identifying UE1, as received with the DCR message, and UE3 LSB of KNRP-sess ID and may include a UE3 identifier. UE3 associates the MSB of KNRP-sess ID received on the DCR message and its UE3 LSB of KNRP-sess ID to create the security context for the extended link. UE3 includes the Relay ID in the first message sent to UE1 (i.e., Direct Link Authentication Request or Direct Security Mode Command).

The UE-to-UE Relay forwards the messages from UE3 to UE1 including relay-specific info identifying UE3 in the adaptation header. The UE-to-UE Relay also specifies a relay-specific LSB of KNRP-sess ID associated to UE3 and UE1 MSB of KNRP-sess ID as received with the DCR message, and finally may include info identifying UE1 and associated with the DCR message (e.g. UE1 Layer-2 ID used by UE1 when sending the DCR message). UE-to-UE Relay puts its Layer-2 ID as the source and UE1 Layer-2 ID as the destination. The UE-to-UE Relay keeps the association of UE3 LSB of KNRP-sess ID as specified in message received from UE3 and its relay-specific LSB of KNRP-sess ID associated to UE3.

6) At the reception of this first message from UE3 via the UE-to-UE Relay, UE1 extracts the Relay ID and verifies if a PC5 unicast link is already established between UE1 and this UE-to-UE Relay. If none already exists, UE1 triggers a PC5 unicast link establishment procedure with the UE-to-UE Relay before proceeding with security procedures at step 5. UE1 keeps track of the LSB of KNRP-sess ID specified with the received message (i.e. LSB of KNRP-sess ID associated to UE3), and uses it to create the security context for the extended link.

7) Once E2E link security establishment procedures are completed, UE3 completes the E2E link establishment procedure via the UE-to-UE Relay by sending a DCA message to UE1.

8) UE1 receives the DCA message. A secure "extended" unicast link is established between UE1 and UE3, via the UE-to-UE Relay. The extended link is secured end-to-end, i.e. a security association is created between UE1 and UE3.

9) UE1 and UE3 exchange E2E data via the UE-to-UE Relay, using an adaptation header. The UE-to-UE Relay replaces the fields specified in the adaptation header with relay-specific identifiers, as specified above before forwarding the E2E messages.

6.X.3
Evaluation 

TBD
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***
Source UE
Destination UE

RLC Channel
RLC Channel

PC5-RLC
PC5-MAC
PC5-PHY

PC5-RLC
PC5-MAC
PC5-PHY
PC5-PDCP
PC5-RRC
ADAPT
PC5-RLC
PC5-MAC
PC5-PHY
ADAPT
PC5-RLC
PC5-MAC
PC5-PHY
PC5-PDCP
PC5-RRC
UE-to-UE Relay
ADAPT
ADAPT



UE3
UE2
UE-to-UE Relay
UE4
1. UEs determine the destination L2 ID for signaling reception



0. Registration with UE Relay capabilities specified. Provisioned with relay policy parameters
7. Direct Communication Accept
8. Direct Communication Accept
9. End-to-End Secured Unicast Link via UE-to-UE Relay
3. Direct Communication Request
UE1
2. Direct Communication Request
4. PC5 unicast link establishment
6. PC5 unicast link establishment
5. End-to-end security procedures



Source UE
UE-to-UE Relay
Destination UE

RLC Channel
RLC Channel

PC5-RLC
PC5-MAC
PC5-PHY

PC5-RLC
PC5-MAC
PC5-PHY
PC5-PDCP
PC5-SDAP
IP
ADAPT
PC5-RLC
PC5-MAC
PC5-PHY
ADAPT
PC5-RLC
PC5-MAC
PC5-PHY
PC5-PDCP
PC5-SDAP
IP
ADAPT
ADAPT



